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    LLMProxy
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A self-hosted, Elixir-native alternative to LiteLLM. Put one API in front of OpenAI, Anthropic, OpenRouter, Kimi Code, OpenAI Codex, and custom OpenAI-compatible providers—then switch models, add fallbacks, and control spend without changing every application that calls them.
LLMProxy gives applications stable model names such as fast, smart, or cheap. You decide where those names run, how traffic fails over, who may use them, and how much they may spend. Provider credentials and usage data stay in infrastructure you control.
Use LLMProxy directly inside an Elixir application:
{:ok, response} =
  LLMProxy.chat("Explain supervision trees in three sentences",
    model: "fast",
    api_key: llm_proxy_key
  )

ReqLLM.Response.text(response.message)
Or run it as an OpenAI-compatible service:
curl http://127.0.0.1:4000/v1/chat/completions \
  -H "authorization: Bearer $LLM_PROXY_KEY" \
  -H "content-type: application/json" \
  -d '{"model":"fast","messages":[{"role":"user","content":"Hello"}]}'

Why LLMProxy
	Connect your applications once. Point any OpenAI-compatible client at LLMProxy, use the Anthropic Messages API, or call it directly from Elixir. Stop duplicating provider adapters, authentication, retries, and usage tracking in every product.
	Change providers without changing clients. Applications request a public name such as fast; you can move it from OpenAI to Anthropic, OpenRouter, or a private endpoint by changing gateway configuration instead of application code.
	Keep working when a provider does not. Route across multiple models, providers, regions, or credentials. Bounded, replay-safe fallbacks, circuit breakers, and load-balancing strategies keep individual failures away from your users without silently replaying uncertain billable work.
	Control spend before the invoice arrives. Issue keys per application, customer, or team; restrict which models they can call; and enforce concurrent-request, token, request, cache, and dollar limits. See usage and estimated cost in one place.
	Stop spreading provider keys across services. Store upstream credentials in the gateway, rotate or pool them centrally, and give applications LLMProxy keys with only the access they need.
	Self-host without adding a Python control plane. Run the bundled OTP service as a LiteLLM-style gateway, or embed the same capabilities directly in an Elixir/Phoenix release. Your prompts, traces, credentials, and operational data remain under your control.

One model name, many ways to serve it
Your clients call fast. LLMProxy can send that traffic to one preferred deployment, balance it across several, or fall back when an upstream is unavailable:
                         ┌─ OpenAI / gpt-4.1-mini
client ── model: fast ───┼─ OpenRouter / google/gemini-2.5-flash
                         └─ private OpenAI-compatible endpoint
Change the route centrally and every client keeps working. The same public model name is available through OpenAI Chat Completions, OpenAI Responses, Anthropic Messages, LLMProxy.chat/2, and ReqLLM.
Installation
Add LLMProxy to mix.exs:
def deps do
  [
    {:llm_proxy, "~> 0.1"}
  ]
end
LLMProxy requires Elixir 1.17 or later. Phoenix, SQLite, Igniter, and Incant integrations are optional dependencies; add only the ones your deployment uses.
Choose a mode before configuring storage and serving:
	Library mode — use your application's Ecto repo and call LLMProxy in-process. Mount HTTP routes in Phoenix only when needed.
	Standalone mode — build the bundled OTP release with local DuckDB/QuackDB storage and its own HTTP listener.

See Getting Started for the complete setup path.
Library mode
Point LLMProxy at the host application's repo and disable its separate HTTP listener when you only need in-process calls or Phoenix-mounted routes:
# config/runtime.exs
config :llm_proxy,
  repo: MyApp.Repo,
  http_enabled: false,
  master_key: System.fetch_env!("LLM_PROXY_MASTER_KEY"),
  providers: %{
    "openai" => %{api_keys: System.fetch_env!("OPENAI_API_KEYS")}
  },
  models: [
    fast: [route: [to: :openai, model: "gpt-4.1-mini"]]
  ]
Install migration aliases and migrate the host repo:
mix igniter.install llm_proxy
mix llm_proxy.migrate

Then call it directly:
{:ok, response} =
  LLMProxy.chat("Summarize this incident",
    model: "fast",
    api_key: System.fetch_env!("LLM_PROXY_MASTER_KEY"),
    metadata: %{"incident_id" => "inc_123"},
    tags: ["operations"]
  )
To expose the same gateway through an existing Phoenix endpoint:
defmodule MyAppWeb.Router do
  use MyAppWeb, :router
  use LLMProxy.Router

  scope "/" do
    pipe_through :api
    llm_proxy "/llm", setup: false
  end
end
This mounts /llm/v1/chat/completions, /llm/v1/messages, /llm/v1/responses, /llm/v1/moderations, model listing, and feedback routes.
See Library Mode for storage, migrations, ReqLLM, Phoenix, and SafeRPC examples.
Standalone mode
The standalone release runs a local HTTP gateway backed by DuckDB through QuackDB. It listens on 127.0.0.1 and is intended to sit behind your reverse proxy or service mesh.
Configure only secrets and the optional TOML location through the environment:
export MASTER_KEY="replace-with-a-long-random-key"
export LLM_PROXY_PROVIDER_KEYS='{"openai":["sk-..."]}'
export LLM_PROXY_CONFIG_TOML="/etc/llm-proxy/config.toml"

Configure standalone runtime settings, public providers, and model aliases as
data in that TOML file:
[server]
port = 4000
public_url = "https://llm.example.com"
body_limit_bytes = 32000000
rpc_socket = "/run/llm-proxy/rpc.sock"

[storage]
database = "/var/lib/llm-proxy/llm_proxy.duckdb"
quackdb_uri = "http://127.0.0.1:9494"
quackdb_endpoint = "quack:localhost:9494"

[routing]
max_retries = 1
replay_policy = "safe_only"
provider_connect_timeout_ms = 10000

[catalog]
public_models = ["fast"]

[providers.openai-primary]
adapter = "openai"
base_url = "https://api.openai.com/v1"
token_pool = "openai"

[[models]]
name = "fast"
routing = "ordered"

[[models.routes]]
to = "openai-primary"
model = "gpt-4.1-mini"
timeout = 30000
catalog.public_models is optional. When configured, it exposes only the
listed visible catalog aliases for model discovery and request admission; an
explicit empty list exposes no models. Direct provider model IDs are not made
public by the allowlist. When unset, all registered models remain available for
compatibility.
Credentials do not belong in TOML. Bootstrap named pools with LLM_PROXY_PROVIDER_KEYS or manage persisted tokens through the optional admin integration.
The release serves health, model, generation, moderation, and feedback routes. Streaming responses include heartbeats during upstream silence and preserve OpenAI or Anthropic event payloads.
See Standalone Mode and Standalone Deployment for configuration, migrations, release commands, health checks, and shutdown draining.
Routing and providers
A public model can target one or more deployments:
config :llm_proxy,
  models: [
    fast: [
      routing: :lowest_cost,
      routes: [
        [
          to: :openai,
          model: "gpt-4.1-mini",
          timeout: 15_000,
          failure_threshold: 3,
          cooldown_ms: 30_000
        ],
        [to: :anthropic, model: "claude-3-5-haiku-20241022", order: 2]
      ]
    ]
  ]
Routing strategies are applied within each deployment order group:
	:ordered — stable ordered fallback
	:shuffle — randomize deployment order
	:round_robin — rotate deployments
	:weighted_shuffle — weighted random ordering using deployment weight
	:lowest_cost — prefer lower LLMDB input/output pricing
	:latency_aware — explore cold deployments, then prefer the lowest median latency;
streaming requests use time to first output

Latency-aware routing keeps bounded, node-local observations by deployment and protocol. It
records buffered-attempt duration and stream TTFT without deriving provider throughput from
client-paced stream consumption. Samples and stale route keys expire after five minutes. Cold
buffered deployments rotate until they have three successful samples; streams require three
samples with observable output. Deployments within 10% of the best observed latency continue to
rotate. Durable usage accounting remains separate from this ephemeral routing state.
Built-in providers cover OpenAI, Anthropic, OpenRouter, and OpenAI Codex OAuth. For another OpenAI-compatible service, declare a named provider with a ReqLLM adapter, base_url, and isolated token_pool; no provider module is required.
See Providers and Routing for routing semantics, custom endpoints, token pools, Codex OAuth, and native protocol extensions.
Governance and observability
Every authenticated request runs through the same controls:
	Resolve the actor and API key.
	Check model access, quota windows, and budget limits.
	Apply request guardrails and deterministic cache policy.
	Select a healthy deployment and credential.
	Execute with timeout, retry, fallback, and circuit-breaker handling.
	Record usage, estimated cost, latency, and trace IDs without retaining prompts or model output unless content capture is explicitly enabled.
	Emit OpenTelemetry spans and return the trace ID to the caller.

Incant support is optional. When installed, LLMProxy.Admin describes resources for API keys, provider tokens, traces, and messages plus operations and live provider-usage dashboards. The usage dashboard reads authoritative upstream windows for configured OpenAI Codex and GLM Coding Plan accounts. A separate Incant host can consume those surfaces over SafeRPC; the public gateway does not expose an admin UI.
See Governance and Observability, Cache and Guardrails, and Admin Integration.
Documentation
	Getting Started
	Library Mode
	Standalone Mode
	Providers and Routing
	Governance and Observability
	Cache and Guardrails
	Admin Integration
	Standalone Deployment
	Configuration Cheatsheet
	HTTP API Cheatsheet
	Architecture
	API reference

Development
mix deps.get
mix test         # deterministic unit and component tests
mix integration  # real provider integration; may use credentials and billable APIs
mix e2e          # real HTTP boundary through upstream response; may be billable
mix ci

Integration tests call real dependencies while bypassing the public HTTP gateway. End-to-end tests enter through the real HTTP listener and cover authentication, routing, storage-backed token selection, provider execution, and response serialization. Both layers are opt-in and skipped by the default test suite.
License
MIT © 2026 Danila Poyarkov


  

    Changelog

Unreleased
0.3.1 - 2026-10-23
Security
	Update ReqLLM to 1.29.0, which verifies TLS certificates and hostnames for secure WebSocket connections. Earlier ReqLLM versions did not verify certificates for OpenAI Codex WebSocket sessions, which the proxy uses for streaming Codex requests (GHSA-6vww-5m28-f26v).

0.3.0 - 2026-10-03
Breaking changes
	Custom adapters must apply cooldown policy through Provider/Execution or Providers.RateLimit.record/1 with the provider and model context. HTTP and adapter error-conversion helpers no longer persist cooldowns themselves.
	TokenPool.Server.mark_rate_limited/1 now uses the provider's short throttling fallback instead of four hours. Subscription integrations must explicitly classify quota exhaustion rather than rely on that default.

Added
	Provider-specific rate_limit_cooldown_ms and quota_cooldown_ms fallback settings in application configuration and standalone TOML.

Changed
	Explicit Codex subscription quota exhaustion uses an account-wide cooldown until the reported reset, or the quota fallback when no usable reset is available. Ordinary throttling remains model-scoped when the model is known. Existing persisted cooldowns are not reset during upgrades.

Deprecated
	The global token_cooldown_ms setting is deprecated in favor of provider-specific settings. An explicit legacy value warns when used and supplies only the quota fallback when no provider override is configured.

Fixed
	Ordinary API throttling, including a bare Codex 429, defaults to a 30-second cooldown instead of a four-hour subscription cooldown.
	Buffered ReqLLM errors retain Retry-After headers. Valid upstream retry/reset hints take precedence over fallback durations, HTTP-date retry hints are supported, and zero or elapsed hints create no new cooldown.
	Cooldowns respect the configured provider when routes share a credential pool, and HTTP error rendering no longer applies a second cooldown. Pre-stream HTTP errors include the selected Retry-After delay.
	Authentication, billing, and insufficient-credit errors do not acquire an invented temporary cooldown.

0.2.2 - 2026-09-30
Added
	The ReqLLM :llm_proxy provider streams in-process. ReqLLM.stream_text/3 and related calls run through LLMProxy routing, guardrails, accounting, telemetry, fallback handling, and concurrency leases without an HTTP request, and cancelling the stream releases its lease.

Fixed
	ReqLLM messages and tools are encoded as OpenAI wire data before routing, so normalized ReqLLM.Context requests parse like HTTP requests instead of failing on message structs.
	OpenAI Codex Chat and Responses requests forward stable prompt_cache_key and session/thread identities scoped to the authenticated API key.
	OpenAI Codex quota errors keep their upstream status when the error is nested in a WebSocket frame, and status-less quota codes with a future resets_at now set the model-token cooldown and retry delay.
	OpenAI cached input tokens are normalized once before accounting; raw ReqLLM usage maps are no longer counted twice.
	Provider-usage refresh no longer fails before dispatch because of an incompatible Finch and connect-options combination in the HTTP builder.

0.2.1 - 2026-09-04
Added
	GPT-6 Astra model metadata and pricing, with OpenAI Codex support through the updated provider catalog.

Fixed
	Buffered OpenAI Codex requests now use HTTP-compatible connection and pool timeouts instead of failing with an upstream error before dispatch.

0.2.0 - 2026-08-26
Breaking changes
	Standalone non-secret runtime settings now come from TOML instead of
environment variables. PORT, PUBLIC_URL, DATABASE_PATH, QUACKDB_URI,
QUACKDB_ENDPOINT, LLM_PROXY_RPC_SOCKET, LLM_PROXY_BODY_LIMIT_BYTES,
LLM_PROXY_PROVIDER_CONNECT_TIMEOUT_MS, LLM_MAX_RETRIES,
LLM_FALLBACKS, and OTEL_EXPORTER_OTLP_ENDPOINT are no longer read.
Configure the corresponding [server], [storage], [routing],
[telemetry], provider, and model-route settings in the standalone TOML file.
	Standalone OPENAI_API_KEYS, ANTHROPIC_API_KEYS, OPENROUTER_API_KEYS, and
OPENAI_CODEX_TOKENS bootstrapping has been removed. Seed API-key pools with
the secret LLM_PROXY_PROVIDER_KEYS JSON object. Provision Codex OAuth through
the admin login flow and preserve its stored token rows in backups.
	Standalone TOML is now strict and rejects unknown sections, unknown keys, and
provider credentials. Library mode remains configured through ordinary Elixir
application configuration and may source secrets however the host chooses.
	Storage upgrades add provider-token priority, API-key lifecycle state, and
content-capture policy. Existing provider tokens receive priority 0, existing
API keys remain enabled, and trace-enabled keys retain content capture. Other
existing keys stop automatic message and cache capture after migration;
operators must apply the bundled migrations and enforce their retention policy
for content stored before this release.

Added
	Catalog models can use latency-aware routing within each configured order tier.
The supervised node-local tracker explores cold deployments, retains bounded
fresh samples, ranks buffered calls by median attempt duration, and ranks
streams only by median time to first observable output.
	Token selection now skips accounts only while fresh provider-usage snapshots
prove exhaustion, waits for every exhausted window to reset, and persists
account- or model-scoped rate-limit cooldowns across restarts without storing
raw model IDs.
	A supervised provider-usage tracker now reports each configured OpenAI Codex
or GLM Coding Plan account separately. The optional Incant admin surface shows
live upstream windows, availability, reset times, freshness, and safe errors,
with bounded automatic refresh and manual refresh actions. Provider payloads
use strict JSONCodec boundaries, response sizes are capped, and malformed or
out-of-scope refresh results fail atomically.
	Provider-token pools support affinity or fill-first selection. Fill-first
orders healthy tokens within the existing OAuth-first/API-key-fallback
boundary by persisted non-negative priority and stable token ID.
	An optional public-model allowlist keeps HTTP discovery, setup helpers,
SafeRPC status, and request admission aligned. Standalone deployments
configure visible aliases through catalog.public_models in strict TOML;
library hosts use normal application configuration.
	API keys can be disabled and re-enabled without deleting their limits, usage,
or audit history. Disabled keys receive the normal invalid-key response.
	Provider API keys and OAuth tokens can use a pluggable at-rest codec with a
versioned AES-256-GCM keyring, explicit migration, verification, rotation,
and controlled plaintext rollback tasks.
	API keys can now set an in-memory concurrent-request limit with stream-safe,
process-monitored leases across in-process, ReqLLM, SafeRPC, and HTTP
generation or moderation calls.
	API keys now expose an explicit capture_content policy for message, trace-body,
and deterministic response-cache storage.

Changed
	The bundled DuckDB storage dependency now requires QuackDB 0.5.20 so timestamped
Ecto migrations can roll back without overflowing migration versions.
	Content capture is disabled by default for new API keys. Usage, cost, latency,
and content-free trace metadata remain available, while message extraction,
trace-body serialization, and cache access require explicit capture consent.
	Provider fallback now has a strict attempt budget and replays only proven-safe
failures by default. Timeouts and 5xx responses require the explicit
:allow_uncertain compatibility policy, and visible streams are never
replayed.

Fixed
	Active-work leases are released when their owning client process disconnects,
preventing stale activity counts from blocking drains.

Security
	Provider-token encryption uses a keyring separate from the API master key,
creates redacted request-scoped credentials only after token selection, and
fails closed when an encrypted credential is selected without its keyring.
	Sensitive Incant fields are redacted before local rendering or remote SafeRPC
transport.

0.1.1 - 2026-08-01
Fixed
	Streaming endpoints now wait for the first upstream event before committing HTTP 200, return immediate lazy-stream failures as HTTP errors, and render sanitized protocol error events when providers fail after streaming begins.
	OpenAI Codex stream failures now preserve safe upstream reasons, while trace-correlated diagnostics distinguish upstream failures from local storage errors without exposing request, query, or credential data.
	Token counters now use 64-bit database columns, and accounting exceptions are reported internally without turning a completed model stream into a client failure.
	OpenAI-compatible provider failures now return one normalized error object, forwarding structured upstream fields without duplicate details.error wrappers or inspected Elixir terms.
	Public HTTP and SSE errors now use protocol-native OpenAI or Anthropic envelopes across authentication, quotas, JSON parsing, draining, guardrails, moderation, routing, and provider failures; only bounded safe fields reach clients.
	Release deployment drains now work from clean release-eval VMs, advertise their bounded SafeRPC atom vocabulary, and restore request acceptance when a drain deadline expires.
	OpenAI Codex WebSockets now use a finite connection deadline with no default established-stream receive deadline, and timeout or handshake failures retain safe phase/status diagnostics.
	Named tool choices and function tool definitions now normalize across OpenAI Chat, OpenAI Responses, and Anthropic Messages routing boundaries.
	ReqLLM now uses the released Hex package at v1.18, replacing the temporary Git pin; Cowboy/Cowlib were updated to versions that resolve the newly published memory-exhaustion advisories.

Security
	Require SafeRPC 0.1.15 or later for bounded frames, strict request validation, executable ETF rejection, and isolated listener failures.

0.1.0 - 2026-07-22
Added
	In-process execution through LLMProxy.Provider and LLMProxy.chat/2.
	ReqLLM provider registration as :llm_proxy, including remote BEAM calls.
	Model catalog with aliases, ordered or shuffled deployments, per-deployment
timeouts, circuit breakers, retries, and fallback across providers and models.
	Direct providers for OpenAI, Anthropic, OpenRouter, OpenAI Codex, and Kimi
Code, plus an OpenAI-compatible provider helper for custom upstreams.
	Reasoning effort levels forwarded to models that support them.
	OpenAI Chat Completions (/v1/chat/completions) with streaming.
	Anthropic Messages (/v1/messages) with streaming.
	OpenAI Responses (/v1/responses) with streaming.
	OpenAI Moderations (/v1/moderations).
	Streaming heartbeats during upstream silence, bounded connection capacity,
and terminal-failure classification.
	Configurable request body limits with authentication before body parsing.
	API key management with per-key token, message, and cache quotas plus
composable budget limits.
	Provider token pools with stable user pinning and Retry-After cooldowns.
	Usage tracking for input, output, and cache tokens plus estimated USD cost.
	Request metadata and tags for cost attribution.
	Trace logging with request and response bodies, latency, and a feedback API.
	Guardrail hooks for request, response, and stream policy without a bundled
policy engine.
	Deterministic cache hooks for pluggable non-stream response caching.
	Embeddable storage migrations with SQLite and DuckDB (QuackDB) adapters.
	Optional Incant admin surfaces for API keys, provider tokens, traces, and
messages, plus an operations dashboard.
	OpenTelemetry instrumentation for HTTP, Ecto, and Req.
	Drain support for graceful deployments.

Compatibility
	Requires Elixir 1.17 or later.
	Incant integration is optional and supports Incant 0.1.x.



  

    Roadmap

LLMProxy is an Elixir-native gateway that can run inside an application or as a standalone service. The project favors a focused execution and governance layer over a broad hosted AI platform.
Product boundary
In scope:
	in-process, ReqLLM, SafeRPC, and HTTP execution through one provider boundary;
	OpenAI and Anthropic protocol compatibility where clients need it;
	public model aliases, provider routing, fallback, and circuit breakers;
	API keys, model access, budgets, quotas, token pools, usage, cost, and traces;
	deterministic cache and guardrail extension points;
	service-owned admin surfaces through optional Incant integration;
	local ownership of configuration and operational data.

Out of scope for the core package:
	a hosted prompt-management or evaluation product;
	bundled SSO, organization, or billing systems;
	a general non-LLM reverse proxy;
	provider-specific modules for services already supported through ReqLLM configuration;
	semantic caching or a bundled policy engine;
	MCP and agent gateway features without a concrete Elixir integration need.

Current priorities
Governance
	Add per-model and future actor/team budget scopes without weakening the existing API-key boundary.
	Add RPM and TPM limits to the composable limit model.
	Improve cache-hit accounting and policy visibility.

Routing
	Improve the latency-aware strategy with operator-visible route eligibility and measurements.
	Add least-busy routing when enough runtime measurements exist to make it predictable.
	Improve operator visibility into cooldowns and circuit state.
	Keep provider credentials isolated as routing configurations grow.

Observability
	Extend spans around cache and guardrail hooks.
	Add export hooks for external analytics without making them storage dependencies.
	Improve feedback and trace workflows through the optional admin surface.

Operations
	Keep standalone TOML intentionally narrow and secret-free.
	Improve release migration, backup, restore, and drain ergonomics.
	Preserve library mode as the default architectural constraint: no feature should require a network hop when an application embeds LLMProxy.



  

    Getting Started

LLMProxy can run inside an existing Elixir application or as its own OTP service. Both modes use the same provider execution, routing, quota, usage, and tracing code.
Requirements
	Elixir 1.17 or later
	An Ecto repo in library mode, or the bundled DuckDB/QuackDB storage in standalone mode
	At least one upstream provider credential
	A master key for bootstrap and operator access

Phoenix, SQLite, Igniter, and Incant are optional integrations.
Install the package
Add LLMProxy to mix.exs:
def deps do
  [
    {:llm_proxy, "~> 0.1"}
  ]
end
Fetch dependencies:
mix deps.get

Choose a mode
Library mode
Choose library mode when LLMProxy belongs to an existing Elixir or Phoenix application. The host owns the repo, release, endpoint, and configuration.
Configure the host repo and disable LLMProxy's separate Cowboy listener:
# config/runtime.exs
config :llm_proxy,
  repo: MyApp.Repo,
  http_enabled: false,
  master_key: System.fetch_env!("LLM_PROXY_MASTER_KEY")
Run the installer to add migration aliases, then migrate:
mix igniter.install llm_proxy
mix llm_proxy.migrate

Continue with Library Mode.
Standalone mode
Choose standalone mode when multiple applications or external clients need one gateway. The bundled release owns HTTP serving, DuckDB storage, provider credentials, and operational state.
A minimal secret environment is:
export MASTER_KEY="replace-with-a-long-random-key"
export LLM_PROXY_PROVIDER_KEYS='{"openai":["sk-..."]}'

Set the port, database, routing policy, and other non-secret runtime values in
the standalone TOML file described in the next guide.
Continue with Standalone Mode and Standalone Deployment.
Configure a model
Clients call public model names. Each public name routes to one or more upstream deployments.
Library configuration:
config :llm_proxy,
  providers: %{
    "openai" => %{api_keys: System.fetch_env!("OPENAI_API_KEYS")}
  },
  models: [
    fast: [route: [to: :openai, model: "gpt-4.1-mini"]]
  ]
Standalone TOML:
[[models]]
name = "fast"

[[models.routes]]
to = "openai"
model = "gpt-4.1-mini"
Provider credentials are secrets. In standalone mode, seed API-key pools with
LLM_PROXY_PROVIDER_KEYS or use persisted provider-token storage. Library hosts
may source credentials through their own runtime .exs configuration. Never put
credentials in committed Elixir or TOML files.
Make a request
In-process:
{:ok, response} =
  LLMProxy.chat("Hello",
    model: "fast",
    api_key: System.fetch_env!("LLM_PROXY_MASTER_KEY")
  )

ReqLLM.Response.text(response.message)
HTTP:
curl http://127.0.0.1:4000/v1/chat/completions \
  -H "authorization: Bearer $MASTER_KEY" \
  -H "content-type: application/json" \
  -d '{"model":"fast","messages":[{"role":"user","content":"Hello"}]}'

The master key bypasses ordinary per-key quotas and is intended for bootstrap and operator access. Create scoped API keys for applications and users before production traffic.
Verify the installation
Check the service and catalog:
curl http://127.0.0.1:4000/health
curl http://127.0.0.1:4000/v1/models

A successful generation should also produce usage and trace records in the configured storage. If OpenTelemetry export is enabled, the provider attempt carries the same LLMProxy trace ID returned to the caller.
Next steps
	Providers and Routing
	Governance and Observability
	Cache and Guardrails
	Configuration Cheatsheet
	HTTP API Cheatsheet



  

    Library Mode

Library mode embeds LLMProxy in an existing Elixir application. The host application owns storage and supervision; LLMProxy supplies provider execution, routing, authentication, accounting, and optional HTTP routes.
Use this mode when calls originate inside one application or when an existing Phoenix endpoint should expose the gateway.
Host application configuration
Point LLMProxy at the host repo. The repo must already be supervised by the host application.
# config/runtime.exs
config :llm_proxy,
  repo: MyApp.Repo,
  http_enabled: false,
  master_key: System.fetch_env!("LLM_PROXY_MASTER_KEY"),
  providers: %{
    "openai" => %{api_keys: System.fetch_env!("OPENAI_API_KEYS")},
    "anthropic" => %{api_keys: System.fetch_env!("ANTHROPIC_API_KEYS")}
  },
  models: [
    fast: [
      routing: :ordered,
      routes: [
        [to: :openai, model: "gpt-4.1-mini"],
        [to: :anthropic, model: "claude-3-5-haiku-20241022", order: 2]
      ]
    ]
  ]
Set http_enabled: false unless you intentionally want LLMProxy to start its own Cowboy listener. Phoenix-mounted routes do not require that listener.
LLMProxy detects the configured repo adapter through repo.__adapter__/0. The storage implementation supports SQLite, PostgreSQL, MySQL-compatible adapters, and QuackDB/DuckDB. Database adapter dependencies belong to the host application.
Provider-token encryption does not require a custom Ecto type or repo. Configure
LLMProxy.Provider.TokenCodec.AESGCM with a separate 32-byte keyring. Keep the
active and prior keys available during rotation. See the configuration reference
for the complete codec options.
Migrations
With Igniter installed, add LLMProxy's migration path to the host aliases:
mix igniter.install llm_proxy

The installer adds mix llm_proxy.migrate and updates conventional ecto.setup and test aliases to include both migration directories:
priv/repo/migrations
deps/llm_proxy/priv/repo/migrations
Run migrations:
mix llm_proxy.migrate

Without Igniter, pass both paths explicitly:
mix ecto.migrate \
  --migrations-path priv/repo/migrations \
  --migrations-path deps/llm_proxy/priv/repo/migrations

Release migration code should pass both directories to Ecto.Migrator.run/4. Do not copy LLMProxy migrations into the host directory; keeping the dependency path avoids duplicate versions and makes upgrades explicit.
In-process calls
LLMProxy.chat/2 accepts a prompt, a message list, or a ReqLLM.Context:
{:ok, response} =
  LLMProxy.chat("Summarize the last deployment",
    model: "fast",
    api_key: llm_proxy_key,
    temperature: 0.2,
    max_tokens: 400,
    metadata: %{"deployment_id" => "dep_123"},
    tags: ["operations"]
  )

text = ReqLLM.Response.text(response.message)
trace_id = response.trace_id
usage = response.usage
Pass either:
	:api_key with a raw LLMProxy key or an existing API-key schema/map; or
	:actor with %LLMProxy.Actor{}.

The key determines model access, quotas, budget and concurrent-request limits,
attribution, and stored usage. The master key is accepted for bootstrap and
operator calls but should not be distributed to ordinary clients.
ReqLLM provider
LLMProxy registers itself as the ReqLLM provider :llm_proxy when the application starts:
model = %{
  provider: :llm_proxy,
  id: "fast",
  model: "fast"
}

{:ok, response} =
  ReqLLM.Generation.generate_text(model, "Hello",
    api_key: llm_proxy_key
  )

ReqLLM.Response.text(response)

{:ok, stream_response} =
  ReqLLM.Generation.stream_text(model, "Hello",
    api_key: llm_proxy_key
  )

ReqLLM.StreamResponse.text(stream_response)
Both calls execute in-process. Streaming uses ReqLLM's :in_process transport, so routing, guardrails, accounting, telemetry, and concurrency leases apply without a Finch request. This is useful when application code already speaks ReqLLM and should gain LLMProxy controls without an HTTP round trip.
Buffered calls can also target a remote LLMProxy host by passing :safe_rpc. Streaming does not support SafeRPC and returns an error when that option is present.
Phoenix routes
Add Phoenix as a dependency in the host, then import LLMProxy's router macros:
defmodule MyAppWeb.Router do
  use MyAppWeb, :router
  use LLMProxy.Router

  scope "/" do
    pipe_through :api
    llm_proxy "/llm", setup: false
  end
end
The mount exposes core routes below /llm, including:
/llm/v1/models
/llm/v1/chat/completions
/llm/v1/messages
/llm/v1/responses
/llm/v1/moderations
/llm/v1/feedback
Generation, moderation, and feedback routes authenticate with Authorization: Bearer <key> or x-api-key. Model listing is public. Setup helper routes remain disabled unless setup: true is passed.
SafeRPC calls
A remote BEAM consumer can call the same execution path over a Unix socket with SafeRPC:
{:ok, request} = LLMProxy.Provider.chat_request("Hello", model: "fast")

{:ok, response} =
  SafeRPC.call(socket, {LLMProxy, :chat}, request,
    meta: %{api_key: llm_proxy_key},
    timeout: 30_000
  )
Configure :rpc_socket in the LLMProxy host to start its SafeRPC server. The socket is also the boundary used by the optional Incant admin host.
Custom storage
Advanced hosts can replace the Ecto-backed implementation:
config :llm_proxy,
  storage: MyApp.LLMProxyStorage
The module implements LLMProxy.Storage.Adapter. Keep provider execution independent of the storage implementation; callers should use the public LLMProxy.Storage facade rather than concrete repo modules.
Continue reading
	Providers and Routing
	Governance and Observability
	Admin Integration
	Architecture



  

    Standalone Mode

Standalone mode runs LLMProxy as its own OTP service. It owns the HTTP listener, provider token pools, catalog, accounting data, and DuckDB-backed storage. Elixir applications, command-line tools, and OpenAI-compatible clients can share one gateway.
Use this mode when several callers need centralized model routing and governance, or when the gateway should deploy independently from the applications that consume it.
Runtime shape
The production release starts:
	a Cowboy listener bound to 127.0.0.1;
	the LLMProxy provider registry and model catalog;
	routing, circuit-breaker, drain, and token-pool processes;
	a managed local QuackDB server over DuckDB storage;
	an optional SafeRPC Unix socket;
	OpenTelemetry instrumentation when an OTLP endpoint is configured.

The loopback bind is intentional. Put a reverse proxy, ingress, or service mesh in front of LLMProxy when serving other hosts.
Secrets and runtime values
Set only secrets and the optional config-file location in the service
environment:
MASTER_KEY="replace-with-a-long-random-key"
LLM_PROXY_PROVIDER_KEYS='{"openai":["sk-primary"],"anthropic":["sk-ant-..."]}'
LLM_PROXY_PROVIDER_TOKEN_KEYRING='{"active_key_id":"2026-08","keys":{"2026-08":"base64-encoded-32-byte-key"}}'
LLM_PROXY_CONFIG_TOML="/etc/llm-proxy/config.toml"

MASTER_KEY is the bootstrap and operator credential. LLM_PROXY_PROVIDER_KEYS
seeds API-key pools by pool name. Existing records remain the runtime source
after seeding. Provision Codex OAuth through the admin login flow rather than an
environment variable.
The provider-token keyring is separate from MASTER_KEY. Store it in the
service secret manager and back it up separately from the database. Loss of all
keyring copies makes encrypted provider tokens unrecoverable. Keep prior key IDs
in the JSON map until all rows are rotated and verified.
The same JSON object can seed isolated pools for configuration-driven providers:
LLM_PROXY_PROVIDER_KEYS='{"example-production":["secret-key"]}'

Never put API keys, OAuth tokens, encryption keys, or proxy credentials in TOML.
The strict TOML loader rejects provider credential fields.
Data configuration
The release optionally reads /etc/llm-proxy/config.toml. Override that path with LLM_PROXY_CONFIG_TOML.
[server]
port = 4000
public_url = "https://llm.example.com"
body_limit_bytes = 32000000
rpc_socket = "/run/llm-proxy/rpc.sock"

[storage]
database = "/var/lib/llm-proxy/llm_proxy.duckdb"
quackdb_uri = "http://127.0.0.1:9494"
quackdb_endpoint = "quack:localhost:9494"

[routing]
max_retries = 1
replay_policy = "safe_only"
provider_connect_timeout_ms = 10000

[telemetry]
otlp_endpoint = "http://127.0.0.1:4318"

[provider_tokens]
allow_plaintext = true
selection_strategy = "affinity"

[catalog]
public_models = ["coding"]

[providers.example-service]
adapter = "openai"
base_url = "https://api.example.com/v1"
token_pool = "example-production"

[[models]]
name = "coding"
routing = "ordered"

[[models.routes]]
to = "example-service"
model = "upstream-coding-model"
timeout = 30000
failure_threshold = 3
cooldown_ms = 30000
The TOML loader accepts server, storage, routing, telemetry,
provider-token rollout, catalog, provider, and model data. The optional
catalog.public_models list exposes only named visible catalog aliases for
model discovery and request admission; an empty list exposes none. It rejects
unknown keys rather than silently ignoring misspelled settings. Secrets remain
in environment variables or persisted provider-token storage. If the file is absent, startup
continues with compiled defaults and secret environment configuration. Set
provider_tokens.allow_plaintext = false only after encrypting and verifying all
stored credentials; with that policy, a missing keyring fails startup.
provider_tokens.selection_strategy accepts affinity or fill_first and is
not read from the environment.
See Providers and Routing for the complete model shape.
Storage
Production uses LLMProxy.Storage.Repo.QuackDB and a managed QuackDB process.
Configure its database path, Ecto URI, and listener endpoint under [storage] in
TOML. Defaults are ./llm_proxy.duckdb, http://127.0.0.1:9494, and
quack:localhost:9494 respectively.
Run migrations before starting a new release:
bin/llm_proxy eval 'LLMProxy.ReleaseTasks.migrate()'

The task starts only the storage dependencies it needs, applies all bundled migrations, and checkpoints DuckDB before returning.
HTTP API
Core routes are enabled in standalone mode:
GET  /health
GET  /v1/models
POST /v1/chat/completions
POST /v1/messages
POST /v1/responses
POST /v1/moderations
POST /v1/feedback
Generation, moderation, and feedback requests accept either:
Authorization: Bearer <llm-proxy-key>
x-api-key: <llm-proxy-key>
Example:
curl http://127.0.0.1:4000/v1/chat/completions \
  -H "authorization: Bearer $MASTER_KEY" \
  -H "content-type: application/json" \
  -d '{
    "model": "coding",
    "messages": [{"role": "user", "content": "Write a GenServer outline"}],
    "stream": false
  }'

The default authenticated JSON body limit is 32 MB. Set
server.body_limit_bytes to a positive integer to change it. Authentication and
quota checks run before the body is read and decoded.
Streaming endpoints emit SSE comment heartbeats while an upstream stream is silent. Heartbeats keep connections alive without changing OpenAI or Anthropic event payloads.
SafeRPC and admin
Set server.rpc_socket in TOML to start the SafeRPC server:
[server]
rpc_socket = "/run/llm-proxy/rpc.sock"
Remote Elixir callers can execute LLMProxy.chat through SafeRPC. When Incant is installed, a separate Incant host can also discover and render LLMProxy's admin resources over this socket.
The public gateway does not mount an admin UI or Incant API. This keeps model traffic and operator access on separate interfaces. See Admin Integration.
Observability
Set telemetry.otlp_endpoint in TOML to export traces:
[telemetry]
otlp_endpoint = "http://127.0.0.1:4318"
Without that setting, OpenTelemetry instrumentation remains active but export is
disabled.
Every generation receives a trace ID. HTTP responses return it as x-request-id and x-llm-proxy-trace-id; in-process responses expose response.trace_id.
Deploying the release
See Standalone Deployment for build commands, migration order, health checks, draining, and artifact generation.


  

    Providers and Routing

LLMProxy separates the model name a client requests from the upstream deployment that handles it.
A provider describes protocol, endpoint, and credential pool. A model gives clients a stable public name. A model has one or more routes, each pointing at an upstream provider and model ID.
client model "fast"
        │
        ▼
public catalog model
        │
        ├── openai-primary / gpt-4.1-mini
        └── anthropic-primary / claude-3-5-haiku-20241022
Prefer configuration over provider modules
When ReqLLM already supports an upstream protocol, declare a named provider instead of adding Elixir code:
config :llm_proxy,
  providers: %{
    "example-service" => %{
      adapter: "openai",
      base_url: "https://api.example.com/v1",
      token_pool: "example-production"
    }
  },
  models: [
    [
      name: "example/model",
      routes: [[to: "example-service", model: "upstream-model-id"]]
    ]
  ]
Standalone TOML expresses the same data:
[providers.example-service]
adapter = "openai"
base_url = "https://api.example.com/v1"
token_pool = "example-production"

[[models]]
name = "example/model"

[[models.routes]]
to = "example-service"
model = "upstream-model-id"
adapter must be a provider ID registered with ReqLLM. LLMProxy resolves that finite registry and never creates atoms from provider names in data configuration.
A different endpoint, credential pool, or model ID does not justify a new provider module. Add code only when the upstream requires an authentication or wire protocol that ReqLLM does not support; prefer contributing generally useful protocol support to ReqLLM first.
Credential isolation
token_pool defaults at provider level and can be overridden on a route. Provider-token records join a pool through their provider field.
Keep pools separate even when two services use the same adapter:
provider: openai-primary    adapter: openai    token_pool: openai-production
provider: internal-gateway adapter: openai    token_pool: internal-production
This prevents credentials from crossing endpoints during retries or fallback.
Standalone releases can bootstrap named pools from secret environment state:
LLM_PROXY_PROVIDER_KEYS='{"example-production":["secret-a","secret-b"]}'

Persisted provider tokens remain the runtime source after seeding. A token record can override the provider base URL through its proxy field, but that should be reserved for intentional per-token gateways; normal endpoints belong in provider configuration.
GLM Coding Plan providers can use ReqLLM's native Z.AI adapter and the same isolated pool for live account-window tracking:
[providers.glm-coding]
adapter = "zai_coding_plan"
base_url = "https://api.z.ai/api/coding/paas/v4"
token_pool = "glm-production"
Each API key in glm-production is one account in the Provider Usage dashboard. Custom compatible configurations can opt in with usage_adapter = "glm". See Admin Integration for qualified endpoints, authentication, refresh bounds, and unsupported states.
Credential pools use stable user affinity by default. Library hosts can set
token_selection_strategy: :fill_first; standalone releases use
provider_tokens.selection_strategy = "fill_first" in TOML. Fill-first keeps
the existing OAuth-first, API-key-fallback boundary and orders healthy tokens
within each credential kind by descending non-negative priority, then ascending
token ID. Disabled and cooling-down tokens are skipped. A recovered token
returns to its configured place without changing the priority order. Incant's
provider-token edit form exposes only priority; credential fields remain
uneditable and private.
For accounts with live provider-usage data, selection also skips fresh exhausted accounts until
all exhausted windows with known reset times have reset. An exhausted window without a reset stays
blocked until a fresh snapshot reports capacity. A stale or failed snapshot is not used as proof of
capacity. Before the first snapshot exists, the token remains eligible so tracker startup does not
stop all traffic.
Rate-limit cooldowns are stored by provider token and scope. Model-scoped cooldowns persist a
bounded SHA-256 model key rather than the raw model ID, so one model's failure does not block the
same account for other models or disclose request metadata in cooldown storage. Account-scoped
cooldowns remain available for errors that do not identify a model. Cooldowns survive service
restarts, never shorten an existing deadline, and expired rows are pruned when a new cooldown is
recorded.
Public model aliases
A readable library configuration uses model aliases and routes:
config :llm_proxy,
  models: [
    fast: [
      routing: :ordered,
      routes: [
        [
          to: :openai,
          model: "gpt-4.1-mini",
          timeout: 15_000,
          failure_threshold: 3,
          cooldown_ms: 30_000
        ],
        [
          to: :anthropic,
          model: "claude-3-5-haiku-20241022",
          order: 2
        ]
      ]
    ]
  ]
Clients request fast; they do not need to know which deployment answered. The response and stored usage still record the actual provider and upstream model.
The lower-level :catalog configuration with explicit LLMProxy.Catalog.Model and deployment structs remains available for advanced and existing applications.
Routing strategies
Routing happens within each order group. Lower order groups are attempted first.
	:ordered — stable route order.
	:shuffle — randomize routes in an order group.
	:round_robin — rotate the first route across requests.
	:weighted_shuffle — randomize by route weight.
	:lowest_cost — order routes by LLMDB input and output pricing.
	:latency_aware — explore cold routes, then prefer routes with lower median latency.

Latency-aware routing never moves a deployment ahead of an earlier order group. Buffered calls
rank by complete attempt duration. Streams rank only by time to first observable content,
reasoning, or tool-call output, so downstream client pacing does not distort route selection.
Samples and stale deployment keys expire after five minutes; a route remains cold until it has
three usable samples. Routes within 10% of the best latency rotate rather than pinning all traffic
to one deployment. This state is bounded, ephemeral, node-local, and separate from durable usage
accounting and circuit breakers.
A route can define:
	Option	Purpose
	to	Named or built-in provider
	model	Upstream model ID
	order	Fallback group; lower values run first
	weight	Relative weight for :weighted_shuffle
	token_pool	Route-specific credential pool
	timeout / timeout_ms	Provider attempt deadline
	failure_threshold	Consecutive retryable failures before opening the circuit
	cooldown_ms	Time before an open deployment becomes eligible again
	hidden	Hide the public model from model listing when configured on the model
	metadata	Operator-defined catalog metadata

Failure handling
LLMProxy resolves an ordered list of deployment attempts, then:
	skips deployments with open circuit breakers;
	picks an available credential from the route's token pool;
	checks the finite provider-dispatch budget;
	executes with the route timeout;
	classifies failure replay as safe, uncertain, or forbidden;
	applies Retry-After cooldowns to rate-limited credentials;
	falls through only when the replay policy permits it;
	records the provider and model that ultimately handled the request.

Authentication failures and other forbidden replays are returned directly. Unavailable credentials, circuit skips, clear connection failures (including stream setup failures), and 429 refusals can safely move to another route. A timeout or 5xx response is uncertain because the upstream can have accepted billable work. The default :safe_only policy does not replay uncertain failures. Set replay_policy: :allow_uncertain only when duplicate cost and side effects are acceptable. Once stream setup succeeds and an enumerable is returned, a later lazy failure never starts another provider, so visible output is never duplicated.
max_retries + 1 is the strict dispatch limit for every request. Open-circuit and unsupported-protocol skips do not consume a dispatch. Routing telemetry includes the attempt number, limit, replay safety, decision, and reason. It never includes request content. Standalone routing policy belongs in the TOML configuration file rather than environment variables.
Public HTTP and SSE failures use the endpoint's native protocol envelope: OpenAI-compatible APIs contain one error object, while Anthropic Messages uses its type: "error" envelope. Structured provider message, type, code, status, and parameter fields are normalized and bounded without duplicate wrapper layers; headers, credentials, request bodies, tool arguments, internal Elixir terms, and synthetic inspected stream reasons are never forwarded. Circuit breakers move through closed, open, and half-open states per deployment.
Built-in providers
	OpenAI — API-key authentication and OpenAI APIs.
	Anthropic — API-key authentication and Anthropic Messages.
	OpenRouter — OpenAI-compatible API with OpenRouter headers.
	OpenAI Codex — ChatGPT subscription Codex backend with OAuth credentials; streaming uses ReqLLM's Responses WebSocket transport.

Configuration-driven providers cover other ReqLLM adapters and OpenAI-compatible endpoints.
OpenAI Codex OAuth
openai-codex uses provider-token records. Plain access tokens work until they expire. Refreshable seed entries use:
access_token|refresh_token|expires_unix_ms|account_id
account_id is optional. Refreshed credentials are persisted as token, refresh token, expiry, and account ID.
For standalone services, prefer the live Incant admin action described in Admin Integration. It runs against the active storage owner and persists refreshed credentials without starting a second database owner.
The release also includes bin/codex_login for local or manual recovery. If the release uses exclusive local storage, stop the service before using a separate-VM recovery command.
Codex session continuity and quota errors
Send a stable prompt_cache_key in Chat or Responses requests, or provide
metadata.session_id. Optional metadata.thread_id identifies a thread within
that session. LLMProxy scopes these identities to the authenticated API key
before forwarding them, sends hyphenated session/thread headers, and keeps
explicit cache-key overrides distinct from session identity. Requests without
identity do not share an invented global session. Continuity improves routing
compatibility but does not guarantee prompt-cache hits.
Codex WebSocket quota envelopes preserve their outer 429 status. A reported
future resets_at drives model-token cooldown and retry delay; otherwise the
configured cooldown applies. Credentials, arbitrary upstream headers and error
payloads are not exposed to clients.
The Codex compatibility repair temporarily pins ReqLLM to
dannote/req_llm@69f488da.
Return to a released upstream dependency once it includes the session-header
and prompt-cache-key fixes and passes the same regression tests.
Custom protocols
Implement LLMProxy.Providers.Behaviour only when the upstream needs a protocol or authentication flow ReqLLM cannot provide:
defmodule MyApp.LLM.CustomProvider do
  @behaviour LLMProxy.Providers.Behaviour

  alias LLMProxy.Providers.Result

  def name, do: "custom"
  def native_protocol, do: :openai
  def models, do: ["custom-model"]

  def call(body, actor_id) do
    # Authenticate, execute, and return an explicit Result variant.
    {:ok, Result.response(%{"choices" => []}, nil)}
  end

  def stream(body, actor_id) do
    {:ok, Result.stream([], nil)}
  end

  def extract_usage(_response), do: LLMProxy.Usage.zero()
  def to_openai_response(response, _model), do: response
end
Use these modules when implementing an extension:
	LLMProxy.Providers.Execution — attempts, fallback, timeouts, telemetry, and circuit breakers.
	LLMProxy.Providers.Result — explicit response, stream, and error variants.
	LLMProxy.Providers.HTTPResult — HTTP result conversion and Retry-After parsing.
	LLMProxy.TokenPool.Server — credential selection and cooldowns.

Providers may implement call_native/2 and stream_native/2 for native Messages or Responses passthrough. Native calls still receive catalog routing, timeout, circuit-breaker, and retry-after behavior.
Transport behavior
Configuration-driven providers use LLMProxy's normalized chat path, including conversation history, tools, reasoning deltas, streaming, and usage.
The ReqLLM Finch transport uses eight HTTP/1 pool shards with four connections each by default, allowing bounded concurrency for long-lived streams. Cowboy uses the provider receive timeout as its idle ceiling and resets the timer when data is sent. LLMProxy adds SSE comment heartbeats during upstream silence.
OpenAI Codex WebSocket setup has a finite configurable connection deadline (10 seconds by default). After the socket is established, LLMProxy does not impose a default transport receive deadline on model silence; pool checkout remains independently bounded. ReqLLM timeout errors retain connect, receive, total, or stream_idle phases in safe 504 error codes and messages. ReqLLM v1.18 does not automatically retry WebSocket connection failures, and LLMProxy does not retry a lazy stream after provider output becomes observable.
Named tool selection is canonicalized internally and rendered for the destination protocol: OpenAI Chat uses a nested function choice, OpenAI Responses uses a flat function choice through ReqLLM, and Anthropic Messages uses a tool choice. Unknown future choice variants remain unchanged for passthrough compatibility. Function tool definitions are likewise translated when fallback crosses these protocol boundaries.
Provider errors are projected onto canonical status, code, and message fields. Exception terms, stacktraces, request bodies, and upstream headers are not rendered to clients.
Related guides
	Library Mode
	Standalone Mode
	Governance and Observability
	Configuration Cheatsheet



  

    Governance and Observability

LLMProxy applies authentication, model access, limits, accounting, and tracing at the provider execution boundary. In-process, ReqLLM, SafeRPC, and HTTP callers therefore receive the same controls.
API keys
Create an application key through the storage facade:
{:ok, api_key, raw_key} =
  LLMProxy.Storage.create_key("production-worker", %{
    allowed_models: ["fast", "coding"]
  })
raw_key is returned once. LLMProxy stores its hash and looks up the record for later requests. Deliver the raw key through your normal secret-management channel.
HTTP clients authenticate with either header:
Authorization: Bearer sk-proxy-...
x-api-key: sk-proxy-...
In-process callers pass the raw key, an API-key schema/map, or %LLMProxy.Actor{}.
The configured master key represents operator access. It bypasses ordinary model and quota checks and should be reserved for bootstrap, administration, and trusted service operations.
Model access
Set allowed_models on an API key to constrain it to public catalog names:
%{
  allowed_models: ["fast", "coding"]
}
Clients never need direct access to upstream provider names or credentials. Catalog aliases are the policy boundary.
Composable limits
Most composable limits operate over stored usage windows. A concurrent-request
limit is an in-memory admission limit and does not use a window:
%{
  budget_limits: [
    LLMProxy.Limit.cost(:day, 10.00),
    LLMProxy.Limit.requests(:minute, 60),
    LLMProxy.Limit.input_tokens(:four_hours, 100_000),
    LLMProxy.Limit.output_tokens(:week, 500_000),
    LLMProxy.Limit.concurrent_requests(8)
  ]
}
Supported metrics:
	:cost_usd
	:requests
	:input_tokens
	:output_tokens
	:cache_read_tokens
	:cache_write_tokens
	:concurrent_requests

Accounting input_tokens excludes separately counted cache reads/writes. OpenAI
wire prompt_tokens and Responses input_tokens include cached input; LLMProxy
normalizes these once before calculating cost and restores the total when
rendering its internal usage structs back to those protocols. Raw ReqLLM usage
maps already contain wire-total input and are not incremented again.
The Codex accounting repair does not rewrite historical rows or lifetime key
counters. Older Chat rows may count cached input both as regular input and as
cache reads, inflating their estimated cost. Do not infer a provider quota
improvement solely from a drop in proxy cost estimates after upgrading.
Supported windows:
	:minute
	:hour
	:four_hours
	:day
	:week
	:month

concurrent_requests has no window. It limits active generation and moderation
calls for one API key in one LLMProxy runtime instance. A rejected call receives
HTTP 429 and Retry-After: 1 on HTTP routes. A stream keeps its slot until it
completes, halts, raises, or its consumer process exits.
Admission and release do not query storage. Aggregate content-free counters are
available from LLMProxy.ConcurrencyLimiter.status/0 and the standalone health
response. LLMProxy.ConcurrencyLimiter.status/1 returns the active count for a
key without a storage query.
When several LLMProxy instances serve the same keys, the limit applies to each
instance. Set the per-instance value to match the total capacity plan.
Stored maps may use equivalent strings such as "cost_usd", "4h", "24h", "7d", and "30d".
Existing fixed quota fields remain supported for four-hour and weekly token/message limits. New integrations should prefer budget_limits when they need several metrics or windows.
Usage and cost
Successful requests record:
	input and output tokens;
	cache read and write tokens;
	estimated USD cost from LLMDB pricing;
	provider and upstream model;
	request duration and time to first token when available;
	public model, tags, metadata, and trace ID;
	the API key and optional message record responsible for the call.

LLMProxy.Response exposes usage and routing information to in-process callers:
response.usage
response.provider_name
response.model
response.trace_id
response.cache_hit
HTTP wire responses retain their protocol shape. The trace ID is returned through x-request-id and x-llm-proxy-trace-id headers.
Traces and messages
Content capture is disabled for new API keys. Usage, cost, model, provider, latency, tags, metadata, and trace identifiers remain available when content capture is off.
Set capture_content: true only on keys allowed to retain prompts and model output. This enables user-message records and deterministic response caching. Set trace_requests: true as well when you need trace records. A trace remains content-free unless both settings are true.
{:ok, key, _raw_key} =
  LLMProxy.Storage.create_key("debug-worker", %{
    capture_content: true,
    trace_requests: true
  })

{:ok, key} = LLMProxy.Storage.set_content_capture(key.id, false)
The setting controls new message and trace-body writes as well as cache reads and writes. Disabling it does not remove content already stored by a message, trace, or external cache adapter; apply each storage owner's retention policy separately.
Existing installations get the following migration behavior:
	Existing keys with trace_requests: true keep content capture enabled. This preserves their explicit full-trace behavior.
	All other existing keys get capture_content: false. Their automatic user-message capture stops after migration.
	New keys get capture_content: false unless an operator enables it.

LLMProxy does not apply an automatic content-retention period. Define a retention period for your deployment. Delete expired message rows and trace bodies through the storage owner. Deleting an API key through LLMProxy.Storage.delete_key/1 deletes its messages, traces, feedback, and usage rows in one transaction.
The optional Incant message table marks captured text as sensitive. Local table/detail models and remote SafeRPC results contain only a redacted value. Direct storage access to messages and trace details is an approved-content path and must use operator authorization.
Before enabling body tracing:
	define retention and deletion policy;
	restrict access to trace storage and admin surfaces;
	avoid tracing keys that carry secrets or regulated data unless storage controls permit it;
	understand that metadata and tags may also contain user-defined values.

Message logs and traces share request identifiers so authorized operators can move from aggregate usage to an individual call.
Feedback
Submit feedback by request_id or trace_id through:
POST /feedback
POST /v1/feedback
The feedback record links to the stored trace and API key. Use it for operator review or downstream evaluation systems; LLMProxy does not bundle a hosted evaluation product.
Telemetry events
LLMProxy emits :telemetry events for routing attempts and circuit-breaker transitions.
Routing event prefixes include:
[:llm_proxy, :routing, :attempt, :start]
[:llm_proxy, :routing, :attempt, :stop]
[:llm_proxy, :routing, :attempt, :exception]
[:llm_proxy, :routing, :attempt, :skip]
[:llm_proxy, :routing, :stream_attempt, :start]
Circuit event prefixes include:
[:llm_proxy, :circuit, :open]
[:llm_proxy, :circuit, :half_open]
[:llm_proxy, :circuit, :closed]
[:llm_proxy, :circuit, :skip]
Metadata identifies provider, upstream model, and timeout. Stop and exception events add result-specific measurements or metadata.
Attempt events also include attempt_number, max_attempts, and replay_policy. Failure and route-skip events add replay_safety, replay_decision, and replay_reason. Skip reasons distinguish open circuits from unsupported native protocols without consuming the attempt budget. These values are bounded routing labels and do not include request or response content.
OpenTelemetry
Provider execution creates spans named by operation, such as:
llm_proxy.provider.call
llm_proxy.provider.stream
Spans include provider and model attributes plus the LLMProxy trace ID. HTTP, Ecto, and Req integrations are instrumented through their OpenTelemetry packages.
Standalone releases enable OTLP export when telemetry.otlp_endpoint is set in TOML. Without it, trace export is disabled.
Operational admin
The optional Incant integration presents API keys, provider tokens, traces, messages, and an operations dashboard without making Incant a runtime requirement for the gateway.
See Admin Integration for topology and access boundaries.


  

    Cache and Guardrails

LLMProxy exposes small behaviours for deterministic response caching and request/response policy. The gateway owns when hooks run; the host application owns storage and policy decisions.
Neither feature requires a hosted control plane or bundled policy engine.
Deterministic cache
Configure one cache adapter:
config :llm_proxy,
  cache: MyApp.LLMCache,
  cache_policy: [
    ttl_ms: 60_000,
    models: %{
      "no-cache-model" => [enabled: false],
      "slow-model" => [ttl_ms: 300_000]
    }
  ]
Implement LLMProxy.Cache:
defmodule MyApp.LLMCache do
  @behaviour LLMProxy.Cache

  @impl true
  def get(key, context) do
    case MyCache.get(key) do
      nil -> :miss
      response -> {:hit, response}
    end
  end

  @impl true
  def put(key, response, context) do
    MyCache.put(key, response, ttl: context[:cache_ttl_ms])
    :ok
  end
end
Adapters receive and return %LLMProxy.Response{} values containing model output and request context. LLMProxy therefore reads or writes the cache only for API keys with capture_content: true. External caches can serialize the response struct, but must restore it before returning a hit and must apply the operator's content-retention policy.
put/3 is optional. Adapter errors and unexpected values degrade to cache misses or ignored writes rather than breaking provider execution.
Cache keys
Keys are SHA-256 hashes derived from:
	request protocol and public model;
	normalized conversation messages;
	tools and tool choice;
	generation parameters such as token limit, temperature, top-p, and stop sequences;
	resolved provider and upstream-model attempts.

The attempt list is part of the key so catalog changes do not silently reuse a response produced by a different deployment plan.
Streaming requests are never cached.
Cache policy
Global and per-model settings support:
config :llm_proxy,
  cache_policy: [
    enabled: true,
    ttl_ms: 60_000,
    models: %{
      "fast" => [ttl_ms: 30_000],
      "fresh" => [enabled: false]
    }
  ]
Request metadata can bypass or narrow policy:
metadata: %{"no_cache" => true}
metadata: %{"cache" => false}
metadata: %{"cache_ttl_ms" => 15_000}
Only positive integer TTLs are accepted. Content capture is a mandatory outer gate: request metadata and model policy cannot enable caching for a key whose capture_content setting is false. A response is written only when response.cacheable is true. Cache hits set response.cache_hit and receive the current request and trace ID.
Guardrails
Configure guardrails in execution order:
config :llm_proxy,
  guardrails: [
    MyApp.BlockSecrets,
    MyApp.RedactOutput
  ]
Implement any callbacks needed by the module:
defmodule MyApp.BlockSecrets do
  @behaviour LLMProxy.Guardrail

  alias LLMProxy.Protocol.Request
  alias LLMProxy.Response
  alias LLMProxy.Stream.Event

  @impl true
  def before_request(%Request{} = request, context) do
    if allowed?(request, context), do: {:ok, request}, else: {:error, :blocked}
  end

  @impl true
  def after_response(%Response{} = response, _context) do
    {:ok, response}
  end

  @impl true
  def on_stream_event(%Event{} = event, _context) do
    {:ok, event}
  end
end
Callbacks are optional and run in configured order.
before_request/2
Runs after actor, key, quota, and model-access checks but before provider resolution and cache lookup. Return:
	{:ok, request} to continue with the original or transformed request;
	{:error, reason} to reject it.

A rejection becomes a permission-style error for callers.
after_response/2
Runs after a non-stream provider response is normalized and before cache write and usage tracking. Return a response to continue or an error to reject it.
on_stream_event/2
Runs for each normalized stream event. Return:
	{:ok, event} to emit it;
	{:ok, nil} to filter it;
	{:error, reason} to halt the stream.

Keep stream hooks fast and side-effect-light because they execute in the consumer's enumeration path.
Hook context
Cache and guardrail callbacks receive context that may include:
%{
  actor: %LLMProxy.Actor{},
  api_key: api_key,
  route: :chat,
  model: "upstream-model",
  provider: ProviderModule,
  provider_name: "openai-primary",
  trace_id: "...",
  cache_key: "...",
  metadata: %{}
}
Not every field exists at every stage. Request guardrails run before provider selection, while response and stream hooks receive the selected provider and upstream model.
Design guidance
Use guardrails for deterministic application policy such as allow, deny, validation, and masking. Keep external network calls, long-running classifiers, and stateful orchestration outside synchronous hooks unless their latency and failure semantics are deliberate.
Use the cache for exact normalized-request reuse. Semantic similarity search is intentionally not part of the core cache contract.


  

    Admin Integration

LLMProxy can expose an optional Incant admin surface for operational work. Incant is not required for routing, HTTP serving, accounting, or storage.
The integration follows a service-owned model:
	LLMProxy owns resource definitions, queries, policies, and actions.
	SafeRPC transports portable admin contracts and operation requests.
	A local or separate Incant host renders the UI and dispatches operations.
	The public LLM gateway does not mount an admin UI or admin HTTP API.

This separation lets operators place model traffic and administrative access on different listeners, users, and network policies.
Enable Incant
Add Incant alongside LLMProxy in the application that owns LLMProxy storage:
def deps do
  [
    {:llm_proxy, "~> 0.1"},
    {:incant, "~> 0.1"}
  ]
end
LLMProxy compiles its admin modules only when Incant is available. Without Incant, the gateway starts and serves normally.
Available surfaces
LLMProxy.Admin exposes:
	API keys — create, inspect, edit, reveal once, and revoke client credentials; configure model access, limits, tracing, and content capture.
	Provider tokens — manage upstream API keys and OAuth credentials by isolated pool.
	Traces — inspect recorded request/response traces and feedback.
	Messages — inspect redacted message records and linked usage. Raw captured text stays on an authorized storage path.
	Operations dashboard — review request volume, token usage, spend, latency, and recent failures.
	Provider Usage dashboard — review each configured Codex or GLM Coding Plan account, its live upstream windows, remaining capacity, reset time, availability, and refresh state.

Policies remain inside the LLMProxy service VM. A remote Incant host receives data and dispatches actions; it does not receive repos, schemas, callback functions, or provider secrets as executable terms.
Captured message text is marked as sensitive in the Incant resource contract. LLMProxy redacts it before local table/detail rendering and before remote SafeRPC transport. Treat direct database and storage-facade access as privileged content access.
Local admin in a host application
A Phoenix application that embeds both packages can mount LLMProxy.Admin directly through Incant's router:
defmodule MyAppWeb.Router do
  use MyAppWeb, :router
  use Incant.Router

  scope "/" do
    pipe_through [:browser, :require_operator]
    incant "/admin/llm", LLMProxy.Admin
  end
end
Use the host application's authentication and authorization pipeline around the mount. LLMProxy.Admin.Policy governs service-level resource and action access, but it does not replace operator authentication at the web boundary.
Remote admin over SafeRPC
Configure a Unix socket in the LLMProxy service:
config :llm_proxy,
  rpc_socket: "/run/llm-proxy/rpc.sock"
Or in standalone TOML:
[server]
rpc_socket = "/run/llm-proxy/rpc.sock"
When a socket is configured, LLMProxy.RPC.AdminServer serves two operation namespaces:
	LLMProxy.Admin when Incant is installed;
	LLMProxy.Ops for drain and lifecycle operations.

A central Incant application loads a service registry, discovers LLMProxy.Admin, and mounts the registry:
children = [
  {Incant.Service.RegistryServer, name: MyApp.IncantRegistry}
]
incant "/admin", registry: MyApp.IncantRegistry
The registry binding maps the LLMProxy service to its SafeRPC socket. See Incant's service-interface guide for the registry file format and standalone Incant host configuration.
Socket security
The SafeRPC server creates the socket with mode 0660. Security still depends on deployment ownership and directory permissions.
	Put the socket in a root-owned runtime directory.
	Grant access only to the LLMProxy and Incant service groups.
	Do not expose the Unix socket through an untrusted filesystem mount.
	Keep the Incant HTTP listener behind operator authentication and network policy.
	Treat API-key reveal results and OAuth verifiers as secrets.

SafeRPC is a local service boundary, not an internet-facing transport.
Codex OAuth
The provider-token resource includes actions to start and complete OpenAI Codex OAuth.
The start action returns an authorization URL plus state and verifier values. Open the URL, complete authorization, then submit the callback URL or code to the completion action. The verifier is temporary operator-only secret material.
On completion, LLMProxy stores refreshable credentials in provider_tokens. Later refreshes update the access token, refresh token, expiry, and account ID in the active service storage.
Prefer this live admin flow for standalone services because it uses the running storage owner. bin/codex_login remains available for local recovery, but starts a separate VM and may require the service to be stopped when storage ownership is exclusive.
Before any Codex token exists, Codex requests fail with No available OpenAI Codex OAuth tokens: no_tokens rather than falling through to an unrelated credential pool.
Live provider usage
The provider-usage tracker starts with LLMProxy and keeps one in-memory snapshot per supported provider-token record. It runs one sequential refresh task. A second automatic or manual refresh cannot overlap it. Snapshots do not contain access tokens, refresh tokens, cookies, or provider account IDs. SafeRPC receives only the redacted account label, percentages, timestamps, availability, freshness, and safe error text.
OpenAI Codex usage comes from the same account-rate-limit source used by the first-party Codex backend client. With the default https://chatgpt.com/backend-api base, LLMProxy uses GET /backend-api/wham/usage. A custom base without /backend-api uses its /api/codex/usage path. The request requires a valid Codex OAuth access token. ChatGPT-Account-Id is sent when the stored token or access-token claim provides it, but the ID is never returned to Incant.
GLM Coding Plan usage comes from the Z.AI monitor API on the configured provider origin. Providers using the zai, zai_coder, or zai_coding_plan ReqLLM adapter qualify automatically. A custom provider can set usage_adapter: "glm". The default source order is:
	/api/monitor/usage/quota/limit, used by Z.AI's first-party GLM usage plugin.
	/api/monitor/usage, used only as a bounded fallback after an authentication or not-found reply because current Coding Plan responses have also been observed there.

The GLM monitor surface is not in the general public Z.AI API reference. Response forms differ by plan and rollout. LLMProxy accepts TOKENS_LIMIT and current CREDIT_LIMIT windows. It also accepts the monthly TIME_LIMIT tool window. If a reply does not contain nextResetTime, the dashboard shows no reset value. It does not calculate one.
Configure a GLM Coding Plan provider and an isolated token pool:
[providers.glm-coding]
adapter = "zai_coding_plan"
base_url = "https://api.z.ai/api/coding/paas/v4"
token_pool = "glm-production"
Add each account API key as a separate provider_tokens row in glm-production, or seed the pool through LLM_PROXY_PROVIDER_KEYS. Use a short operational label such as prod-east. Usage output always masks a valid label, for example p***t, and adds the local token ID. Labels with unsafe characters, including email addresses, become Account #<local token id>.
The first-party GLM usage plugin sends the API key as the raw Authorization value, which is the default. If the account endpoint requires a bearer scheme, set usage_auth_scheme = "bearer". To select one qualified endpoint explicitly, set usage_paths = ["/api/monitor/usage"]. Usage URLs must use HTTPS, endpoint lists are limited to three paths, redirects are disabled, and responses are capped at 256,000 bytes before JSON decoding. Tokens with per-token endpoint overrides are reported as unsupported without sending their credentials; configure a provider-level usage origin instead.
Automatic refresh defaults to five minutes. The supported interval is one minute through one hour. The request deadline is one through 30 seconds. Standalone settings belong in TOML:
[provider_usage]
auto_refresh = true
refresh_interval_ms = 300000
request_timeout_ms = 10000
stale_after_ms = 600000
Library applications can set the same values in application configuration:
config :llm_proxy,
  provider_usage_auto_refresh: true,
  provider_usage_refresh_interval_ms: 300_000,
  provider_usage_request_timeout_ms: 10_000,
  provider_usage_stale_after_ms: 600_000
Set provider_usage.auto_refresh = false in standalone TOML to use only the Provider Tokens resource actions. Library applications set provider_usage_auto_refresh: false in Elixir configuration. Refresh provider usage starts a bounded refresh of all supported accounts. The row action refreshes one supported account. Both actions return before upstream I/O completes, so they stay inside the SafeRPC request deadline.
Disabled tokens appear as unavailable and are not decoded or sent. Authentication failures, unsupported or absent quota APIs, timeouts, rate limits, malformed responses, and stale retained data have separate states. A failed refresh keeps the last successful windows and marks them stale.
Token selection consumes this state. It skips an exhausted fresh account until the reported reset.
It also skips stale or failed account state until a successful refresh proves capacity again.
Backups
Admin state is operational state. Back up the configured LLMProxy database, including:
	API-key hashes and policy fields;
	provider tokens and OAuth refresh material;
	provider-token and model cooldown reset times;
	usage, messages, traces, and feedback required by retention policy.

Do not back up transient SafeRPC socket files. Restore the database, recreate runtime directories and permissions, run migrations, then let services recreate sockets.
Content capture has no automatic expiry. Set a retention period for captured messages and trace bodies, and apply it in the application that owns the database. LLMProxy.Storage.delete_key/1 removes all content and accounting rows owned by that key. Disabling capture stops new content writes but does not delete old rows.


  

    Standalone Deployment

The standalone OTP release owns its HTTP listener, DuckDB-backed storage, provider token pools, model catalog, and optional SafeRPC socket.
This guide covers the release itself. Package deployment systems should wrap these steps with immutable artifacts, secret injection, service supervision, backups, and rollback appropriate to the host.
Build a Mix release
From the LLMProxy source checkout:
MIX_ENV=prod mix deps.get --only prod
MIX_ENV=prod mix compile
MIX_ENV=prod mix release llm_proxy

The release is written to:
_build/prod/rel/llm_proxy
Its runtime configuration:
	uses DuckDB through the bundled QuackDB adapter;
	starts a managed local QuackDB process;
	binds the HTTP listener to 127.0.0.1;
	optionally loads /etc/llm-proxy/config.toml;
	reads secrets and operational values from the environment.

Build a ReleaseKit artifact
ReleaseKit can package the Mix release as an immutable tarball with a machine-readable manifest:
MIX_ENV=prod mix release_kit.artifact --out-dir _build/prod/artifacts

Output:
_build/prod/artifacts/llm_proxy-<version>.tar.gz
_build/prod/artifacts/llm_proxy.etf
Use the standard Mix release directly when your deployment system does not consume ReleaseKit manifests.
Filesystem layout
A typical host uses:
/opt/llm-proxy/releases/<release>/    immutable unpacked release
/opt/llm-proxy/current/               symlink to active release
/etc/llm-proxy/config.toml            non-secret runtime, provider, and model data
/var/lib/llm-proxy/llm_proxy.duckdb   persistent database
/run/llm-proxy/rpc.sock               optional SafeRPC socket
Keep the database and runtime directory outside immutable release paths. Do not store provider secrets in the TOML file or release archive.
Runtime environment
The standalone environment contains only secrets and the optional TOML locator:
MASTER_KEY="replace-with-a-long-random-key"
LLM_PROXY_PROVIDER_KEYS='{"openai":["sk-..."],"custom-production":["secret"]}'
LLM_PROXY_CONFIG_TOML="/etc/llm-proxy/config.toml"

Add LLM_PROXY_PROVIDER_TOKEN_KEYRING when using encrypted provider-token
storage. Configure the HTTP listener, public URL, database, RPC socket, routing,
and OTLP endpoint in TOML. Provider-specific API-key and Codex-token environment
variables are not supported; use named API-key pools and persisted Codex OAuth
credentials.
See the Configuration Cheatsheet for the
complete environment and TOML schema.
Migrate before startup
Run migrations from the new release with the same storage environment the service will use:
/opt/llm-proxy/current/bin/llm_proxy eval 'LLMProxy.ReleaseTasks.migrate()'

The migration task starts its own temporary QuackDB dependency, applies all pending migrations, checkpoints the database, and stops.
Do not run migration and the long-lived service against the same exclusive local database concurrently unless the storage deployment explicitly supports it.
Start and verify
Start under your service supervisor, or manually for a smoke test:
/opt/llm-proxy/current/bin/llm_proxy start

Verify health:
curl --fail --silent http://127.0.0.1:4000/health

A healthy response reports readiness, drain state, and active work counts. Then verify:
	/v1/models contains intended public aliases.
	An authenticated non-streaming completion succeeds.
	A streaming completion emits text and terminates normally.
	Usage, provider identity, and trace ID are recorded.
	The reverse proxy preserves streaming and request IDs.
	OTLP export works when configured.
	The SafeRPC socket has expected ownership and mode when enabled.

Reverse proxy
LLMProxy binds loopback only. Terminate public TLS and enforce network policy in a reverse proxy or ingress.
The proxy must:
	support long-lived streaming responses;
	avoid buffering SSE bodies;
	allow the configured request body limit;
	preserve Authorization, x-api-key, and request-ID headers;
	use an idle timeout longer than the expected stream silence window.

LLMProxy sends SSE comment heartbeats during upstream silence, but every intermediary must still permit streaming flushes.
Graceful replacement
When server.rpc_socket is configured in TOML, release tasks can coordinate drain state through the running service:
bin/llm_proxy eval 'LLMProxy.ReleaseTasks.drain_start()'
bin/llm_proxy eval 'LLMProxy.ReleaseTasks.drain_await(1_800_000)'

Drain mode stops accepting new tracked work while existing requests, streams, and agents finish. Check status with:
bin/llm_proxy eval 'LLMProxy.ReleaseTasks.drain_status()'

Cancel a drain if replacement is aborted:
bin/llm_proxy eval 'LLMProxy.ReleaseTasks.drain_cancel()'

After active work reaches zero, stop the old release and start the new one. Your service supervisor should enforce a bounded shutdown timeout longer than the application's drain window.
Rollback
Application rollback and schema rollback are different decisions.
	Stop or drain the current release.
	Point the active symlink at the previous immutable release.
	Start it with the same persistent database and secret environment.
	Verify health, catalog, completion, and storage access.

Bundled migrations are forward migrations. Do not reverse database changes automatically unless the release documents and tests a safe down migration. Take a database backup before any migration that could make rollback incompatible.
Provider-token encryption
Use a provider-token keyring that is separate from MASTER_KEY. Before the first
encryption, back up the database and all keyring values. Start with plaintext
compatibility enabled, then run:
bin/llm_proxy eval 'LLMProxy.ReleaseTasks.provider_tokens_status()'
bin/llm_proxy eval 'LLMProxy.ReleaseTasks.provider_tokens_encrypt()'
bin/llm_proxy eval 'LLMProxy.ReleaseTasks.provider_tokens_verify()'

Run these tasks only with a backup and a storage-concurrency plan appropriate
for the deployment. For bundled QuackDB, drain and stop the long-lived service
before an offline release task opens the same database. The tasks print counts
only; they do not print credentials.
Test provider calls before you set provider_tokens.allow_plaintext = false in
standalone TOML. Before that verification point, you can restore plaintext and
use the prior release:
bin/llm_proxy eval 'LLMProxy.ReleaseTasks.provider_tokens_decrypt()'

For key rotation, add the new and prior keys, set the new active key ID, and run:
bin/llm_proxy eval 'LLMProxy.ReleaseTasks.provider_tokens_rotate()'
bin/llm_proxy eval 'LLMProxy.ReleaseTasks.provider_tokens_verify()'

Remove a prior key only after rotation, verification, provider checks, and a new
database backup. Keep an offline recovery copy of every key needed by retained
backups.
Backups
Back up the DuckDB file while storage is in a consistent state. Include:
	API-key hashes and policies;
	provider API keys and OAuth refresh material;
	catalog-independent operational state;
	usage, traces, messages, and feedback required by retention policy.

Exclude:
	release archives already stored elsewhere;
	SafeRPC socket files;
	logs, caches, and temporary QuackDB runtime files.

Document restore order: restore data, install release, recreate runtime directories and permissions, migrate, start, and verify.


  

    Configuration

Library mode uses ordinary Elixir application configuration. Standalone mode reads non-secret runtime and routing data from strict TOML, while environment variables are reserved for secrets and the TOML file location.
Application Options
Repo
config :llm_proxy, repo: MyApp.Repo
Ecto repo used by the default storage adapter. Library hosts normally provide an already supervised repo. Standalone production uses LLMProxy.Storage.Repo.QuackDB.
Storage Adapter
config :llm_proxy, storage: MyApp.LLMProxyStorage
Module implementing LLMProxy.Storage.Adapter. Default: LLMProxy.Storage.Ecto.
HTTP Enabled
config :llm_proxy, http_enabled: false
Whether LLMProxy starts its own loopback Cowboy listener. Default: true. Disable in library mode unless a separate listener is intentional.
HTTP Port
config :llm_proxy, http: [port: 4000]
Port for the bundled listener. The listener binds 127.0.0.1.
Master Key
config :llm_proxy, master_key: System.fetch_env!("LLM_PROXY_MASTER_KEY")
Bootstrap/operator credential. It bypasses ordinary model and quota checks.
RPC Socket
config :llm_proxy, rpc_socket: "/run/llm-proxy/rpc.sock"
Starts the SafeRPC server for chat, operations, and optional Incant admin calls.
Public URL
config :llm_proxy, public_url: "https://llm.example.com"
Public base URL used by setup helpers and provider headers.
Request Body Limit
config :llm_proxy, body_limit_bytes: 32_000_000
Maximum authenticated JSON request body. Must be a positive integer. Default: 32 MB.
Remote Timeout
config :llm_proxy, remote_timeout_ms: 30_000
Default SafeRPC request timeout. Default: 30 seconds.
Provider Receive Timeout
config :llm_proxy, provider_receive_timeout_ms: :timer.minutes(10)
Provider transport timeout and standalone Cowboy idle ceiling. Default: 10 minutes.
Provider Cooldowns
config :llm_proxy, providers: %{
  "openrouter" => %{rate_limit_cooldown_ms: 30_000},
  "openai-codex" => %{
    rate_limit_cooldown_ms: 30_000,
    quota_cooldown_ms: :timer.hours(4)
  }
}
Equivalent standalone TOML:
[providers.openrouter]
rate_limit_cooldown_ms = 30000

[providers.openai-codex]
rate_limit_cooldown_ms = 30000
quota_cooldown_ms = 14400000
Both values are fallback durations, in milliseconds: positive integers no greater than 31 days.
rate_limit_cooldown_ms defaults to 30 seconds for ordinary throttling. quota_cooldown_ms
defaults to four hours and applies only when an adapter explicitly identifies subscription quota
exhaustion. The Codex adapter recognizes the structured usage_limit_reached error; a bare 429
is not sufficient. Neither OAuth authentication nor HTTP status alone implies exhausted quota.
Valid upstream Retry-After values (seconds or HTTP dates) take precedence over fallback durations;
Codex quota-reset timestamps take precedence for subscription exhaustion. A zero or elapsed retry
hint creates no new cooldown. Invalid or out-of-range hints fall back to configured durations.
Ordinary throttling is model-scoped when a model is known; Codex subscription exhaustion is
account-scoped. Configuration uses the named provider instance, even when routes share a token pool.
These settings do not change route circuit-breaker cooldown_ms, replay safety, or attempt budgets.
The old config :llm_proxy, token_cooldown_ms: ... is deprecated. An explicit value logs a warning
when used and supplies only the quota fallback if the provider has no quota_cooldown_ms override.
It no longer controls ordinary API throttling. Calling TokenPool.Server.mark_rate_limited/1
without a duration now uses the provider's short rate-limit fallback; subscription adapters should
classify quota errors explicitly rather than relying on that helper's former four-hour default.
Cooldown writes belong to provider execution and stream-failure handling, not HTTP rendering.
Result.retry_after_ms carries the selected delay and pre-stream HTTP errors include Retry-After.
Adapter error-conversion functions return metadata without persisting a cooldown; callers that use
adapters directly should use Provider/Execution or the shared RateLimit.record/1 boundary.
No streams are replayed after output has started.
Existing cooldown rows are preserved across upgrades. Audit any old, long API cooldowns separately;
do not bulk-delete subscription quota blocks. This change does not add live provider-health probes.
Provider Token Selection
config :llm_proxy, token_selection_strategy: :fill_first
:affinity is the default and preserves stable user-to-token affinity.
:fill_first selects the highest-priority healthy token within the preferred
credential kind, breaking ties by token ID. OAuth remains preferred over API
keys. Standalone TOML:
[provider_tokens]
selection_strategy = "fill_first"
This non-secret setting is not read from the environment. Provider-token
priorities are non-negative integers and can be edited through Incant's
priority-only form. Set an initial priority when adding a token:
LLMProxy.Storage.add_token("openai-codex", "oauth", access_token, %{priority: 100})
Provider Token Codec
config :llm_proxy,
  provider_token_codec: {
    LLMProxy.Provider.TokenCodec.AESGCM,
    active_key_id: "2026-08",
    keys: %{
      "2026-08" => System.fetch_env!("PROVIDER_TOKEN_KEY_2026_08"),
      "2026-02" => System.fetch_env!("PROVIDER_TOKEN_KEY_2026_02")
    },
    allow_plaintext: true
  }
Codec for provider API keys and OAuth tokens. AES-GCM keys must decode to 32
bytes. This keyring is separate from :master_key. Writes use only the active
key ID. Reads accept all key IDs in the keyring. The default plaintext codec is
for compatibility and does not protect stored credentials.
Deployment Failure Threshold
config :llm_proxy, deployment_failure_threshold: 3
Default consecutive retryable failures before opening a deployment circuit. Default: 3.
Deployment Cooldown
config :llm_proxy, deployment_cooldown_ms: 30_000
Default open-circuit cooldown. Default: 30 seconds.
Max Retries
config :llm_proxy, max_retries: 1
Compatibility retry/fallback limit for configured fallback chains. Default: 1. The strict provider-dispatch budget is max_retries + 1; open-circuit and unsupported-protocol route skips do not consume it.
Standalone TOML:
[routing]
max_retries = 1
Replay Policy
config :llm_proxy, replay_policy: :safe_only
:safe_only permits fallback only when LLMProxy has evidence that the upstream did not accept work, such as unavailable credentials, a clear connection failure, or a 429 refusal. This is the default.
:allow_uncertain also permits replay after timeouts and 5xx responses. Use it only when duplicate cost and side effects are acceptable. It restores the earlier fallback behavior.
Standalone TOML:
[routing]
replay_policy = "safe_only"
Fallbacks
config :llm_proxy,
  fallbacks: %{"primary" => ["secondary"]}
Compatibility map for model fallback chains. Catalog routes are preferred for new configurations.
Cache Adapter
config :llm_proxy, cache: MyApp.LLMCache
Module implementing LLMProxy.Cache. Unset by default.
Cache Policy
config :llm_proxy,
  cache_policy: [
    enabled: true,
    ttl_ms: 60_000,
    models: %{"fresh" => [enabled: false]}
  ]
Default and per-model deterministic cache policy.
Guardrails
config :llm_proxy, guardrails: [MyApp.RequestPolicy]
Ordered modules implementing LLMProxy.Guardrail.
Provider Configuration
Public Model Allowlist
config :llm_proxy, public_models: ["fast", "codex"]
Filters model discovery and request admission. Unset by default, which exposes all registered models for compatibility. In standalone mode, configure visible catalog aliases in TOML; direct provider model IDs are not exposed by the allowlist:
[catalog]
public_models = ["fast", "codex"]
An explicit empty list exposes no models. This non-secret setting is not read from the environment.
Built-in Provider Keys
config :llm_proxy,
  providers: %{
    "openai" => %{api_keys: "sk-a,sk-b"},
    "anthropic" => %{api_keys: "sk-ant-..."},
    "openrouter" => %{api_keys: "sk-or-..."},
    "openai-codex" => %{oauth_tokens: "access|refresh|expires_ms|account"}
  }
Runtime bootstrap values are persisted into provider-token storage.
Named Provider
config :llm_proxy,
  providers: %{
    "example-service" => %{
      adapter: "openai",
      base_url: "https://api.example.com/v1",
      token_pool: "example-production"
    }
  }
Uses an existing ReqLLM adapter without a custom provider module.
Provider Base URL
%{base_url: "https://api.example.com/v1"}
Default endpoint for a named or built-in provider.
Provider Token Pool
%{token_pool: "example-production"}
Default credential pool for provider routes.
GLM Usage Source
%{
  adapter: "zai_coding_plan",
  base_url: "https://api.z.ai/api/coding/paas/v4",
  token_pool: "glm-production",
  usage_adapter: "glm",
  usage_auth_scheme: "raw",
  usage_paths: ["/api/monitor/usage/quota/limit", "/api/monitor/usage"]
}
usage_adapter is optional for zai, zai_coder, and zai_coding_plan; when present it must be the string "glm". usage_auth_scheme must be "raw" or "bearer". usage_paths must be a non-empty list of at most three distinct absolute origin paths. Raw whitespace and control bytes are rejected; encode valid path characters when needed. Invalid values fail configuration loading rather than being coerced or ignored.
Anthropic Defaults
%{
  api_version: "2023-06-01",
  beta: "feature-a,feature-b",
  conversion_defaults: %{max_tokens: 4096}
}
Provider-specific headers and request-conversion defaults.
Model Configuration
Single Route
config :llm_proxy,
  models: [
    fast: [route: [to: :openai, model: "gpt-4.1-mini"]]
  ]
Public alias fast targets one upstream deployment.
Multiple Routes
config :llm_proxy,
  models: [
    fast: [
      routing: :ordered,
      routes: [
        [to: :openai, model: "gpt-4.1-mini"],
        [to: :anthropic, model: "claude-3-5-haiku-20241022", order: 2]
      ]
    ]
  ]
Routing
routing: :round_robin
:ordered, :shuffle, :round_robin, :weighted_shuffle, :lowest_cost, or
:latency_aware.
Route Timeout
timeout: 30_000
Per-attempt timeout in milliseconds. timeout_ms is also accepted.
Route Circuit Breaker
failure_threshold: 3,
cooldown_ms: 30_000
Overrides deployment defaults.
Route Order
order: 2
Fallback group. Lower groups are attempted first.
Route Weight
weight: 3
Relative weight for :weighted_shuffle.
Route Token Pool
token_pool: "special-production"
Overrides the provider's default pool.
Standalone Environment
Master Key
MASTER_KEY=...
Bootstrap/operator credential.
Provider API-Key Pools
LLM_PROXY_PROVIDER_KEYS={"example-production":["secret"]}
Secret JSON object mapping token-pool names to API-key arrays. Use pool names
such as openai, anthropic, or openrouter for built-in providers. Codex OAuth
credentials are provisioned through the admin login flow and persisted in
provider-token storage.
Provider Token Keyring
LLM_PROXY_PROVIDER_TOKEN_KEYRING={"active_key_id":"2026-08","keys":{"2026-08":"base64-encoded-32-byte-key"}}
Secret JSON keyring for standalone provider-token encryption. Keys must decode
to 32 bytes. Keep this keyring separate from MASTER_KEY; writes use the active
key ID and reads accept every retained key.
TOML Path
LLM_PROXY_CONFIG_TOML=/etc/llm-proxy/config.toml
Standalone TOML data file. Default: /etc/llm-proxy/config.toml.
Standalone TOML
Server
[server]
port = 4000
public_url = "https://llm.example.com"
body_limit_bytes = 32000000
rpc_socket = "/run/llm-proxy/rpc.sock"
The listener remains bound to loopback. Omit rpc_socket to disable SafeRPC.
Storage
[storage]
database = "/var/lib/llm-proxy/llm_proxy.duckdb"
quackdb_uri = "http://127.0.0.1:9494"
quackdb_endpoint = "quack:localhost:9494"
Routing Runtime
[routing]
max_retries = 1
replay_policy = "safe_only"
provider_connect_timeout_ms = 10000
token_selection_strategy = "affinity"
Fallback deployments belong in model routes, not a separate fallback map.
Provider Usage
[provider_usage]
auto_refresh = true
refresh_interval_ms = 300000
request_timeout_ms = 10000
stale_after_ms = 600000
The refresh interval must be from 60000 through 3600000. The request timeout
must be from 1000 through 30000. The stale time must be at least the refresh
interval and no more than 86400000. Omitted values use the built-in defaults.
Telemetry
[telemetry]
otlp_endpoint = "http://127.0.0.1:4318"
Omit the endpoint to keep trace export disabled.
Provider Token Rollout
[provider_tokens]
allow_plaintext = true
Keep plaintext compatibility enabled only during an explicit encryption rollout.
After migration and verification, set it to false; a missing keyring then fails
startup.
Provider
[providers.example-service]
adapter = "openai"
base_url = "https://api.example.com/v1"
token_pool = "example-production"
Optional provider usage keys are usage_adapter, usage_auth_scheme, and usage_paths.
Model
[[models]]
name = "example/model"
routing = "ordered"
Route
[[models.routes]]
to = "example-service"
model = "upstream-model"
timeout = 30000
failure_threshold = 3
cooldown_ms = 30000
order = 1
weight = 1
TOML contains data only. Unknown keys are rejected; arbitrary atoms are not created.


  

    HTTP API

The standalone router serves core routes at /. Phoenix library hosts can mount the same routes under a prefix such as /llm.
Authentication
Generation, moderation, and feedback routes accept either header:
Authorization: Bearer <llm-proxy-key>
x-api-key: <llm-proxy-key>
The key is an LLMProxy API key, not an upstream provider key. The configured master key is also accepted for operator calls.
Model listing and health are public.
Routes
Health
GET /health
Standalone router only. Reports version, readiness, drain state, serving state,
active request/stream/agent counts, and aggregate concurrent-admission counters.
Models
GET /v1/models
GET /models
Returns public catalog models in an OpenAI-compatible list envelope.
Chat Completions
POST /v1/chat/completions
POST /chat/completions
OpenAI Chat Completions request and response shape. Supports SSE streaming with "stream": true.
Anthropic Messages
POST /v1/messages
Anthropic Messages request and response shape. Supports native streaming when the selected provider implements it.
OpenAI Responses
POST /v1/responses
OpenAI Responses request and response shape. Supports native streaming when the selected provider implements it.
Moderations
POST /v1/moderations
POST /moderations
OpenAI Moderations request and response shape.
Feedback
POST /v1/feedback
POST /feedback
Attaches a rating and optional comment/metadata to a request or trace.
Chat Example
curl http://127.0.0.1:4000/v1/chat/completions \
  -H "authorization: Bearer $LLM_PROXY_KEY" \
  -H "content-type: application/json" \
  -d '{
    "model": "fast",
    "messages": [
      {"role": "user", "content": "Explain OTP supervision"}
    ],
    "temperature": 0.2
  }'

Streaming:
curl --no-buffer http://127.0.0.1:4000/v1/chat/completions \
  -H "authorization: Bearer $LLM_PROXY_KEY" \
  -H "content-type: application/json" \
  -d '{
    "model": "fast",
    "messages": [{"role": "user", "content": "Hello"}],
    "stream": true
  }'

LLMProxy emits SSE comment heartbeats during upstream silence. Clients should ignore comment lines according to the SSE specification.
Feedback Example
curl -X POST http://127.0.0.1:4000/v1/feedback \
  -H "authorization: Bearer $LLM_PROXY_KEY" \
  -H "content-type: application/json" \
  -d '{
    "request_id": "request-trace-id",
    "rating": "positive",
    "comment": "Useful answer",
    "metadata": {"source": "product-ui"}
  }'

rating must be positive, negative, or neutral. Supply either request_id or trace_id.
Request IDs
Generation routes accept a valid incoming x-request-id or generate one. Responses return:
x-request-id: <trace-id>
x-llm-proxy-trace-id: <trace-id>
The same identifier links HTTP responses, usage, messages, traces, telemetry, and feedback.
Request Bodies
Authenticated JSON routes enforce the configured body limit after authentication and quota checks. Default: 32 MB.
Requests above the body limit receive HTTP 413. Malformed protocol requests
receive structured 400 errors. Authentication failures receive 401,
model-access or policy failures receive 403, unknown models receive 404, and
upstream errors preserve a canonical provider status when available. Calls
rejected by a per-key concurrent-request limit receive HTTP 429 and
Retry-After: 1.
Phoenix Mounts
defmodule MyAppWeb.Router do
  use MyAppWeb, :router
  use LLMProxy.Router

  scope "/" do
    pipe_through :api
    llm_proxy "/llm", setup: false
  end
end
The example moves each core path below /llm:
/llm/v1/models
/llm/v1/chat/completions
/llm/v1/messages
/llm/v1/responses
/llm/v1/moderations
/llm/v1/feedback
Optional Setup Routes
Phoenix mounts may opt into setup helpers:
llm_proxy "/llm", setup: true
This adds:
GET /llm/setup/install.sh
GET /llm/setup/models
GET /llm/setup/config
GET /llm/setup/env
GET /llm/setup/extension
Setup routes are disabled by default and are intended for controlled local/onboarding flows. Review their authentication and network exposure before enabling them.
Admin Boundary
The public HTTP router does not expose LLMProxy admin resources. API-key management, provider tokens, traces, messages, and the operations dashboard are available through the optional Incant integration over a separately secured local or SafeRPC boundary.


  

    Architecture

LLMProxy has one provider-execution boundary with several transport adapters around it, including local Unix-socket calls through SafeRPC. Authentication, quota checks, policy, routing, accounting, and tracing do not belong in HTTP-only code.
Request path
LLMProxy.chat/2    ReqLLM provider    HTTP routes    SafeRPC
       │                 │                │             │
       └─────────────────┴────────┬───────┴─────────────┘
                                  ▼
                         LLMProxy.Provider
                                  │
                       actor and API-key lookup
                                  │
                    quota and public-model access
                                  │
                       before-request guardrails
                                  │
                  per-key concurrent admission
                                  │
                      cache key and catalog plan
                                  │
                  timeout / retry / fallback / circuit
                                  │
                    response and stream normalization
                                  │
                  guardrails / cache / usage / tracing
                                  │
                         caller-specific response
Core request contracts use ReqLLM.Context, ReqLLM.Message, and LLMProxy.Protocol.Request. OpenAI and Anthropic wire maps stay at protocol and transport boundaries.
Module map
LLMProxy
├── Provider                 in-process execution boundary and ReqLLM provider
│   ├── Credential           redacted request-scoped provider credential
│   └── TokenCodec           at-rest credential codec and key migration tools
├── HTTP
│   ├── Router               standalone Plug router
│   ├── RouteSpec            route table shared with Phoenix
│   └── Routes               protocol adapters
├── Phoenix.Router           Phoenix forwarding macros
├── Providers
│   ├── Registry             provider/model lookup and catalog resolution
│   ├── Execution            attempts, fallback, timeout, and retry handling
│   ├── CircuitBreaker       deployment health state
│   └── Routing              deployment ordering strategies
├── Protocol                 OpenAI/Anthropic request normalization
├── Catalog                  public model aliases and deployment data
├── TokenPool                credential selection and persisted cooldown state
├── Cache                    adapter, deterministic key, and policy
├── GuardrailPipeline        request, response, and stream policy hooks
├── ConcurrencyLimiter       monitored per-key request and stream leases
├── Accounting               usage, spend, traces, and message recording
├── Telemetry                telemetry events and OpenTelemetry spans
├── Stream                   normalized events, SSE writing, and heartbeats
├── Storage                  public facade and adapter boundary
├── Admin                    optional Incant resources and dashboard
└── RPC                      SafeRPC server for admin and operations
Transport adapters
Local Elixir
LLMProxy.chat/2 normalizes a prompt or ReqLLM context, then calls LLMProxy.Provider. It returns %LLMProxy.Response{} with the normalized ReqLLM response, provider identity, usage, trace ID, and cache metadata.
ReqLLM
LLMProxy.Provider registers as ReqLLM provider :llm_proxy. The adapter builds an internal request and halts the Req pipeline with the response produced by the same provider boundary.
A ReqLLM call can execute locally or pass its request through SafeRPC when a client/socket option is provided.
HTTP
LLMProxy.HTTP.RouteSpec is shared by the standalone Plug router and Phoenix macros. Route modules authenticate, parse wire requests, call the provider boundary, and render protocol-shaped responses or SSE events.
HTTP modules should not implement provider selection, accounting, or fallback.
SafeRPC
SafeRPC exposes typed operation tuples over a local Unix socket. Ordinary chat calls target LLMProxy; remote admin operations target LLMProxy.Admin; drain operations target LLMProxy.Ops.
The socket transports portable request and response data. Repos, schemas, callbacks, policies, and side effects remain in the LLMProxy service VM.
Catalog and providers
The catalog separates public model identity from deployment identity:
%LLMProxy.Catalog.Model{
  name: "fast",
  deployments: [
    %LLMProxy.Catalog.Deployment{
      provider_name: "openai-primary",
      provider: LLMProxy.Providers.ReqLLM,
      upstream_model: "gpt-4.1-mini",
      token_pool: "openai-production",
      timeout_ms: 30_000
    }
  ]
}
Named providers with an adapter execute through LLMProxy.Providers.ReqLLM. Built-in modules remain for native or specialized integrations.
Deployment attempts carry provider identity, upstream model, token pool, timeout, order, weight, and circuit-breaker settings. This keeps credential selection and health state attached to the route that needs them.
Storage
LLMProxy.Storage delegates to config :llm_proxy, storage: .... The default LLMProxy.Storage.Ecto implementation uses LLMProxy.Storage.Repo, which delegates to the configured Ecto repo.
LLMProxy.Storage
       │
       ▼
configured storage adapter
       │
       ▼
LLMProxy.Storage.Ecto
       │
       ▼
LLMProxy.Storage.Repo
       │
       ▼
host repo / bundled SQLite / bundled QuackDB
Library hosts usually provide their existing repo. The standalone production release uses the bundled QuackDB repo and supervises a managed local QuackDB process.
Provider-token schemas contain stored values only. A configured token codec
encodes writes before Ecto receives them. The token pool selects a stored row and
decodes it into a redacted LLMProxy.Provider.Credential only at the provider
boundary. Admin lists and schema inspection do not receive plaintext values.
Database-specific queries and migrations branch on the configured repo adapter. Provider execution depends on the storage facade, not a concrete database.
Resource cleanup test budget
The loopback resource stress test repeats normal, complete streaming, and
client-canceled streaming requests in one BEAM. Its listener uses two acceptors
and sixteen maximum connections. Its client pool uses one connection. The test
requires an inherited BEAM file-descriptor limit of 128 and reports the measured
limit when it is lower. After warm-up, the allowed growth is two BEAM ports and
eight processes. All provider work, drain leases, optional concurrency leases,
and the test listener must return to zero or stop before the test completes.
Optional integrations
Optional modules use compile-time availability checks:
	Incant admin modules load only when Incant is installed.
	SQLite repo modules load only when ecto_sqlite3 is installed.
	Phoenix router integration requires Phoenix in the host.
	Igniter installation support requires Igniter.

The gateway core remains usable without those packages.
Ownership rules
	Provider execution and fallback belong under LLMProxy.Provider and LLMProxy.Providers.
	HTTP modules parse and render only.
	Phoenix embedding helpers belong under LLMProxy.Phoenix.
	Deployment selection belongs under LLMProxy.Providers.Routing, not Phoenix routing.
	Endpoint/model differences belong in provider data unless they require a new protocol.
	Storage access goes through LLMProxy.Storage or LLMProxy.Storage.Repo facades.
	LLMProxy.Admin is the only service-owned admin surface; do not add a second public admin API.
	SafeRPC transports operations but does not move executable service internals between VMs.



  

    
LLMProxy.Accounting.UsageTracking 
    



      
Usage accounting workflow for key counters, usage rows, optional traces, and optional content capture.
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    Functions
  


    
      
        log_user_message(api_key, model, route, extractor)

      


    


    
      
        maybe_record_trace(api_key, model, request_body, response_body, usage, opts)

      


    


    
      
        track_usage(api_key, model, usage, opts \\ %{})
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      log_user_message(api_key, model, route, extractor)



        
          
        

    

  


  


  



  
    
      
    
    
      maybe_record_trace(api_key, model, request_body, response_body, usage, opts)



        
          
        

    

  


  

      

          @spec maybe_record_trace(map(), String.t(), map(), map(), LLMProxy.Usage.t(), map()) ::
  term()


      



  



    

  
    
      
    
    
      track_usage(api_key, model, usage, opts \\ %{})



        
          
        

    

  


  

      

          @spec track_usage(map(), String.t(), LLMProxy.Usage.t(), map()) :: :ok | term()


      



  


        

      


  

    
LLMProxy.Admin 
    



      
Service-owned Incant admin interface for LLMProxy.
This module is the stable admin surface that can be described locally with
Incant.Admin.describe/1 and later exposed over SafeRPC.

      


      
        Summary


  
    Functions
  


    
      
        describe(describe, meta, state)

      


        Describe this Incant admin surface.



    


    
      
        index(surface_id, params, context)

      


        Index an Incant surface.



    


    
      
        read(surface_id, id, context)

      


        Read one item from an Incant surface.



    


    
      
        run_action(request, meta, state)

      


        Run an Incant surface action.



    


    
      
        run_widget(request, meta, state)

      


        Run an Incant dashboard widget query.



    





      


      
        Functions


        


  
    
      
    
    
      describe(describe, meta, state)



        
          
        

    

  


  

      

          @spec describe(Incant.Service.Describe.t(), map(), term()) ::
  {:ok, Incant.Admin.Contract.t()} | {:error, term()}


      


Describe this Incant admin surface.

  



  
    
      
    
    
      index(surface_id, params, context)



        
          
        

    

  


  

      

          @spec index(String.t(), map(), map()) :: {:ok, map()} | {:error, term()}


          @spec index(Incant.Service.Index.t(), map(), term()) ::
  {:ok, map()} | {:error, term()}


      


Index an Incant surface.

  



  
    
      
    
    
      read(surface_id, id, context)



        
          
        

    

  


  

      

          @spec read(String.t(), term(), map()) :: {:ok, term()} | {:error, term()}


          @spec read(Incant.Service.Read.t(), map(), term()) :: {:ok, term()} | {:error, term()}


      


Read one item from an Incant surface.

  



  
    
      
    
    
      run_action(request, meta, state)



        
          
        

    

  


  

      

          @spec run_action(Incant.Service.RunAction.t(), map(), term()) ::
  {:ok, Incant.ActionResult.t()} | {:error, term()}


      


Run an Incant surface action.

  



  
    
      
    
    
      run_widget(request, meta, state)



        
          
        

    

  


  

      

          @spec run_widget(Incant.Service.RunWidget.t(), map(), term()) ::
  {:ok, term()} | {:error, term()}


      


Run an Incant dashboard widget query.

  


        

      


  

    
LLMProxy.Admin.CodexOAuth 
    



      
Incant action callbacks for connecting OpenAI Codex OAuth accounts.
These callbacks run inside the live LLMProxy service process, so token storage
uses the already-running repo/QuackDB connection instead of starting release
task storage in a second VM.

      


      
        Summary


  
    Functions
  


    
      
        complete(params, assigns)

      


    


    
      
        start(params, assigns)
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      complete(params, assigns)



        
          
        

    

  


  

      

          @spec complete(map(), map()) :: Incant.ActionResult.t()


      



  



  
    
      
    
    
      start(params, assigns)



        
          
        

    

  


  

      

          @spec start(map(), map()) :: Incant.ActionResult.t()


      



  


        

      


  

    
LLMProxy.Admin.CodexOAuth.CompleteInput 
    



      
Input required to complete an OpenAI Codex OAuth login.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(json)

      


        Decodes a JSON string into this struct.



    


    
      
        decode!(json)

      


        Decodes a JSON string into this struct, raising on failure.



    


    
      
        dump(struct)

      


        Dumps this struct into JSON-shaped data, respecting JSON field names.



    


    
      
        from_map(map)

      


        Builds this struct from a decoded JSON map.



    


    
      
        from_map!(map)

      


        Builds this struct from a decoded JSON map, raising on failure.



    


    
      
        json_schema()

      


        Returns a JSON Schema-compatible schema map.



    


    
      
        schema()

      


        Returns a JSON Schema-compatible schema map.



    


    
      
        to_map(struct)

      


        Converts this struct into a JSON-shaped map.
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      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Admin.CodexOAuth.CompleteInput{
  authorization_input: String.t(),
  state: String.t(),
  verifier: String.t()
}
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Decodes a JSON string into this struct.

  



  
    
      
    
    
      decode!(json)



        
          
        

    

  


  

Decodes a JSON string into this struct, raising on failure.

  



  
    
      
    
    
      dump(struct)



        
          
        

    

  


  

Dumps this struct into JSON-shaped data, respecting JSON field names.

  



  
    
      
    
    
      from_map(map)



        
          
        

    

  


  

Builds this struct from a decoded JSON map.

  



  
    
      
    
    
      from_map!(map)



        
          
        

    

  


  

Builds this struct from a decoded JSON map, raising on failure.

  



  
    
      
    
    
      json_schema()



        
          
        

    

  


  

Returns a JSON Schema-compatible schema map.

  



  
    
      
    
    
      schema()



        
          
        

    

  


  

Returns a JSON Schema-compatible schema map.

  



  
    
      
    
    
      to_map(struct)



        
          
        

    

  


  

Converts this struct into a JSON-shaped map.

  


        

      


  

    
LLMProxy.Admin.CodexOAuth.StartResult 
    



      
OpenAI Codex OAuth authorization details returned to the operator.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(json)

      


        Decodes a JSON string into this struct.



    


    
      
        decode!(json)

      


        Decodes a JSON string into this struct, raising on failure.



    


    
      
        dump(struct)

      


        Dumps this struct into JSON-shaped data, respecting JSON field names.



    


    
      
        from_map(map)

      


        Builds this struct from a decoded JSON map.



    


    
      
        from_map!(map)

      


        Builds this struct from a decoded JSON map, raising on failure.



    


    
      
        json_schema()

      


        Returns a JSON Schema-compatible schema map.



    


    
      
        schema()

      


        Returns a JSON Schema-compatible schema map.



    


    
      
        to_map(struct)

      


        Converts this struct into a JSON-shaped map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Admin.CodexOAuth.StartResult{
  authorization_url: String.t(),
  state: String.t(),
  verifier: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(json)



        
          
        

    

  


  

Decodes a JSON string into this struct.

  



  
    
      
    
    
      decode!(json)



        
          
        

    

  


  

Decodes a JSON string into this struct, raising on failure.

  



  
    
      
    
    
      dump(struct)



        
          
        

    

  


  

Dumps this struct into JSON-shaped data, respecting JSON field names.

  



  
    
      
    
    
      from_map(map)



        
          
        

    

  


  

Builds this struct from a decoded JSON map.

  



  
    
      
    
    
      from_map!(map)



        
          
        

    

  


  

Builds this struct from a decoded JSON map, raising on failure.

  



  
    
      
    
    
      json_schema()



        
          
        

    

  


  

Returns a JSON Schema-compatible schema map.

  



  
    
      
    
    
      schema()



        
          
        

    

  


  

Returns a JSON Schema-compatible schema map.

  



  
    
      
    
    
      to_map(struct)



        
          
        

    

  


  

Converts this struct into a JSON-shaped map.

  


        

      


  

    
LLMProxy.Admin.Dashboards.Operations 
    



      
Operations dashboard for LLMProxy usage, spend, and token activity.

      


      
        Summary


  
    Functions
  


    
      
        input_tokens(variables, context)

      


    


    
      
        output_tokens(variables, context)

      


    


    
      
        recent_usage(variables, context)

      


    


    
      
        service_usage(variables, context)

      


    


    
      
        total_keys(variables, context)

      


    


    
      
        total_requests(variables, context)

      


    


    
      
        total_spend(variables, context)

      


    





      


      
        Functions


        


  
    
      
    
    
      input_tokens(variables, context)



        
          
        

    

  


  


  



  
    
      
    
    
      output_tokens(variables, context)



        
          
        

    

  


  


  



  
    
      
    
    
      recent_usage(variables, context)



        
          
        

    

  


  


  



  
    
      
    
    
      service_usage(variables, context)



        
          
        

    

  


  


  



  
    
      
    
    
      total_keys(variables, context)



        
          
        

    

  


  


  



  
    
      
    
    
      total_requests(variables, context)



        
          
        

    

  


  


  



  
    
      
    
    
      total_spend(variables, context)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Admin.Dashboards.ProviderUsage 
    



      
Live, redacted provider usage-window dashboard.

      


      
        Summary


  
    Functions
  


    
      
        accounts(variables, context)

      


    


    
      
        attention(variables, context)

      


    


    
      
        available(variables, context)

      


    


    
      
        usage_windows(variables, context)

      


    





      


      
        Functions


        


  
    
      
    
    
      accounts(variables, context)



        
          
        

    

  


  


  



  
    
      
    
    
      attention(variables, context)



        
          
        

    

  


  


  



  
    
      
    
    
      available(variables, context)



        
          
        

    

  


  


  



  
    
      
    
    
      usage_windows(variables, context)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Admin.Policy 
    



      
Incant authorization policy for the LLMProxy admin surface.
This is intentionally permissive while the unified elixir.toys admin route
is still private/design-only. Keeping the policy explicit makes every admin
action go through a named authorization boundary before the route is exposed.

      




  

    
LLMProxy.Admin.Resources.ApiKey 
    



      
Admin resource for LLMProxy API keys.

      


      
        Summary


  
    Functions
  


    
      
        create(params, assigns)

      


    


    
      
        delete(map, assigns)

      


    


    
      
        disable(map, assigns)

      


    


    
      
        enable(map, assigns)

      


    





      


      
        Functions


        


  
    
      
    
    
      create(params, assigns)



        
          
        

    

  


  


  



  
    
      
    
    
      delete(map, assigns)



        
          
        

    

  


  


  



  
    
      
    
    
      disable(map, assigns)



        
          
        

    

  


  


  



  
    
      
    
    
      enable(map, assigns)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Admin.Resources.Message 
    



      
Admin resource for logged user messages.

      




  

    
LLMProxy.Admin.Resources.ProviderToken 
    



      
Admin resource for upstream provider tokens.

      


      
        Summary


  
    Functions
  


    
      
        disable(map, assigns)

      


    


    
      
        enable(map, assigns)

      


    


    
      
        priority_changeset(token, attrs)

      


    


    
      
        refresh_all_usage(params, assigns)

      


    


    
      
        refresh_usage(map, assigns)

      


    


    
      
        remove(map, assigns)

      


    





      


      
        Functions


        


  
    
      
    
    
      disable(map, assigns)



        
          
        

    

  


  


  



  
    
      
    
    
      enable(map, assigns)



        
          
        

    

  


  


  



  
    
      
    
    
      priority_changeset(token, attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      refresh_all_usage(params, assigns)



        
          
        

    

  


  


  



  
    
      
    
    
      refresh_usage(map, assigns)



        
          
        

    

  


  


  



  
    
      
    
    
      remove(map, assigns)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Admin.Resources.Trace 
    



      
Admin resource for recorded LLM traces.

      




  

    
LLMProxy.Application 
    



      
OTP application callback that starts LLMProxy storage, routing state, token pools, RPC, and HTTP serving.

      




  

    
LLMProxy.Cache.Policy 
    



      
Resolves configured and per-request cache policy into a strict runtime policy struct.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        resolve(request, context \\ %{})

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Cache.Policy{enabled: boolean(), ttl_ms: pos_integer() | nil}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      resolve(request, context \\ %{})



        
          
        

    

  


  

      

          @spec resolve(LLMProxy.Protocol.Request.t(), map()) :: t()


      



  


        

      


  

    
LLMProxy.Cache.Runtime 
    



      
Runtime dispatcher for optional cache adapters, cache-key generation, and cache writes.

      


      
        Summary


  
    Functions
  


    
      
        enabled?(request, context)

      


    


    
      
        get(key, context)

      


    


    
      
        key(request, attempts)

      


    


    
      
        policy(request, context)

      


    


    
      
        put(key, request, response, context)

      


    





      


      
        Functions


        


  
    
      
    
    
      enabled?(request, context)



        
          
        

    

  


  

      

          @spec enabled?(LLMProxy.Protocol.Request.t(), LLMProxy.Cache.context()) :: boolean()


      



  



  
    
      
    
    
      get(key, context)



        
          
        

    

  


  

      

          @spec get(String.t(), LLMProxy.Cache.context()) ::
  {:hit, LLMProxy.Response.t()} | :miss


      



  



  
    
      
    
    
      key(request, attempts)



        
          
        

    

  


  

      

          @spec key(LLMProxy.Protocol.Request.t(), [LLMProxy.Providers.Attempt.t()]) ::
  String.t()


      



  



  
    
      
    
    
      policy(request, context)



        
          
        

    

  


  

      

          @spec policy(LLMProxy.Protocol.Request.t(), LLMProxy.Cache.context()) ::
  LLMProxy.Cache.Policy.t()


      



  



  
    
      
    
    
      put(key, request, response, context)



        
          
        

    

  


  

      

          @spec put(
  String.t(),
  LLMProxy.Protocol.Request.t(),
  LLMProxy.Response.t(),
  LLMProxy.Cache.context()
) ::
  :ok


      



  


        

      


  

    
LLMProxy.ConcurrencyLimiter.Lease 
    



      
Concurrency lease returned by LLMProxy.ConcurrencyLimiter.
Obtain and release leases through the limiter rather than constructing them directly.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.ConcurrencyLimiter.Lease{
  key_id: String.t(),
  limit: non_neg_integer(),
  ref: reference()
}


      



  


        

      


  

    
LLMProxy.Config 
    



      
Runtime accessors and normalization helpers for LLMProxy application configuration.

      


      
        Summary


  
    Functions
  


    
      
        body_limit_bytes()

      


    


    
      
        catalog()

      


    


    
      
        deployment_cooldown_ms()

      


    


    
      
        deployment_failure_threshold()

      


    


    
      
        fallbacks()

      


    


    
      
        http_enabled?()

      


    


    
      
        http_port()

      


    


    
      
        master_key()

      


    


    
      
        max_attempts()

      


    


    
      
        max_retries()

      


    


    
      
        provider_config(provider)

      


    


    
      
        provider_connect_timeout_ms()

      


    


    
      
        provider_conversion_default(provider, key)

      


    


    
      
        provider_conversion_default(provider, key, default)

      


    


    
      
        provider_key_seeds()

      


    


    
      
        provider_receive_timeout_ms()

      


    


    
      
        provider_token_allow_plaintext?()

      


    


    
      
        provider_token_codec()

      


    


    
      
        provider_usage_auto_refresh?()

      


    


    
      
        provider_usage_refresh_interval_ms()

      


    


    
      
        provider_usage_request_timeout_ms()

      


    


    
      
        provider_usage_stale_after_ms()

      


    


    
      
        provider_value(provider, key)

      


    


    
      
        provider_value(provider, key, default)

      


    


    
      
        public_models()

      


    


    
      
        public_url()

      


    


    
      
        quackdb_server_options()

      


    


    
      
        quota_cooldown_ms(provider)

      


    


    
      
        rate_limit_cooldown_ms(provider)

      


    


    
      
        remote_timeout_ms()

      


    


    
      
        replay_policy()

      


    


    
      
        repo()

      


    


    
      
        rpc_socket()

      


    


    
      
        storage()

      


    


    
      
        token_cooldown_ms()

      


        Legacy subscription-quota fallback; never use for ordinary API throttling.



    


    
      
        token_selection_strategy()

      


    


    
      
        usage_window_4h_ms()

      


    


    
      
        usage_window_week_ms()

      


    


    
      
        valid_master_key?(key)

      


    





      


      
        Functions


        


  
    
      
    
    
      body_limit_bytes()



        
          
        

    

  


  


  



  
    
      
    
    
      catalog()



        
          
        

    

  


  


  



  
    
      
    
    
      deployment_cooldown_ms()



        
          
        

    

  


  


  



  
    
      
    
    
      deployment_failure_threshold()



        
          
        

    

  


  


  



  
    
      
    
    
      fallbacks()



        
          
        

    

  


  


  



  
    
      
    
    
      http_enabled?()



        
          
        

    

  


  


  



  
    
      
    
    
      http_port()



        
          
        

    

  


  


  



  
    
      
    
    
      master_key()



        
          
        

    

  


  


  



  
    
      
    
    
      max_attempts()



        
          
        

    

  


  


  



  
    
      
    
    
      max_retries()



        
          
        

    

  


  


  



  
    
      
    
    
      provider_config(provider)



        
          
        

    

  


  


  



  
    
      
    
    
      provider_connect_timeout_ms()



        
          
        

    

  


  


  



  
    
      
    
    
      provider_conversion_default(provider, key)



        
          
        

    

  


  


  



  
    
      
    
    
      provider_conversion_default(provider, key, default)



        
          
        

    

  


  


  



  
    
      
    
    
      provider_key_seeds()



        
          
        

    

  


  


  



  
    
      
    
    
      provider_receive_timeout_ms()



        
          
        

    

  


  


  



  
    
      
    
    
      provider_token_allow_plaintext?()



        
          
        

    

  


  


  



  
    
      
    
    
      provider_token_codec()



        
          
        

    

  


  


  



  
    
      
    
    
      provider_usage_auto_refresh?()



        
          
        

    

  


  


  



  
    
      
    
    
      provider_usage_refresh_interval_ms()



        
          
        

    

  


  


  



  
    
      
    
    
      provider_usage_request_timeout_ms()



        
          
        

    

  


  


  



  
    
      
    
    
      provider_usage_stale_after_ms()



        
          
        

    

  


  


  



  
    
      
    
    
      provider_value(provider, key)



        
          
        

    

  


  


  



  
    
      
    
    
      provider_value(provider, key, default)



        
          
        

    

  


  


  



  
    
      
    
    
      public_models()



        
          
        

    

  


  


  



  
    
      
    
    
      public_url()



        
          
        

    

  


  


  



  
    
      
    
    
      quackdb_server_options()



        
          
        

    

  


  


  



  
    
      
    
    
      quota_cooldown_ms(provider)



        
          
        

    

  


  


  



  
    
      
    
    
      rate_limit_cooldown_ms(provider)



        
          
        

    

  


  


  



  
    
      
    
    
      remote_timeout_ms()



        
          
        

    

  


  


  



  
    
      
    
    
      replay_policy()



        
          
        

    

  


  


  



  
    
      
    
    
      repo()



        
          
        

    

  


  


  



  
    
      
    
    
      rpc_socket()



        
          
        

    

  


  


  



  
    
      
    
    
      storage()



        
          
        

    

  


  


  



  
    
      
    
    
      token_cooldown_ms()



        
          
        

    

  


  

Legacy subscription-quota fallback; never use for ordinary API throttling.

  



  
    
      
    
    
      token_selection_strategy()



        
          
        

    

  


  


  



  
    
      
    
    
      usage_window_4h_ms()



        
          
        

    

  


  


  



  
    
      
    
    
      usage_window_week_ms()



        
          
        

    

  


  


  



  
    
      
    
    
      valid_master_key?(key)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Config.Catalog 
    



      
Boundary parser for catalog application configuration.
The parser converts the supported operator-facing catalog shape into strict
LLMProxy.Catalog.Model and LLMProxy.Catalog.Deployment structs. Downstream
catalog code receives structs only.

      


      
        Summary


  
    Functions
  


    
      
        parse(catalog_config, models_config)

      


    





      


      
        Functions


        


  
    
      
    
    
      parse(catalog_config, models_config)



        
          
        

    

  


  

      

          @spec parse(term(), term()) :: [LLMProxy.Catalog.Model.t()]


      



  


        

      


  

    
LLMProxy.Config.Provider 
    



      
Release config provider for strict standalone LLMProxy TOML configuration.
This provider is intended for the standalone OTP release and merges server,
storage, routing, telemetry, provider, and model data. It is no-op when the
configured TOML file is absent, so embedding applications remain configured
through ordinary Elixir application configuration.

      


      
        Summary


  
    Types
  


    
      
        state()

      


    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: [{:path, Config.Provider.config_path()}]


      



  


        

      


  

    
LLMProxy.Config.TOML 
    



      
Strict TOML decoder for standalone LLMProxy configuration.
The decoder translates a finite data-only schema into ordinary application
configuration. It never creates atoms from arbitrary TOML keys and does not
accept credentials or encryption keys.

      


      
        Summary


  
    Types
  


    
      
        decoded()

      


    


    
      
        reason()

      


    





  
    Functions
  


    
      
        decode(input, opts \\ [])

      


    


    
      
        decode_file(path, opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      decoded()



        
          
        

    

  


  

      

          @type decoded() :: keyword()


      



  



  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() :: Toml.reason()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      decode(input, opts \\ [])



        
          
        

    

  


  

      

          @spec decode(
  String.t(),
  keyword()
) :: {:ok, decoded()} | {:error, reason()}


      



  



    

  
    
      
    
    
      decode_file(path, opts \\ [])



        
          
        

    

  


  

      

          @spec decode_file(
  Path.t(),
  keyword()
) :: {:ok, decoded()} | {:error, reason()}


      



  


        

      


  

    
LLMProxy.GuardrailPipeline 
    



      
Runs configured LLMProxy.Guardrail callbacks around requests, responses, and stream events.

      


      
        Summary


  
    Functions
  


    
      
        after_response(response, context)

      


    


    
      
        before_request(request, context)

      


    


    
      
        on_stream_event(event, context)

      


    





      


      
        Functions


        


  
    
      
    
    
      after_response(response, context)



        
          
        

    

  


  

      

          @spec after_response(LLMProxy.Response.t(), LLMProxy.Guardrail.context()) ::
  {:ok, LLMProxy.Response.t()} | {:error, term()}


      



  



  
    
      
    
    
      before_request(request, context)



        
          
        

    

  


  

      

          @spec before_request(LLMProxy.Protocol.Request.t(), LLMProxy.Guardrail.context()) ::
  {:ok, LLMProxy.Protocol.Request.t()} | {:error, term()}


      



  



  
    
      
    
    
      on_stream_event(event, context)



        
          
        

    

  


  

      

          @spec on_stream_event(LLMProxy.Stream.Event.t(), LLMProxy.Guardrail.context()) ::
  {:ok, LLMProxy.Stream.Event.t() | nil} | {:error, term()}


      



  


        

      


  

    
LLMProxy.HTTP 
    



      
Req client factory that applies LLMProxy's HTTP instrumentation and test plug configuration.

      


      
        Summary


  
    Functions
  


    
      
        new(opts)

      


    


    
      
        request_meta(conn, request_id, route)

      


    


    
      
        send_json(conn, status, body)

      


    





      


      
        Functions


        


  
    
      
    
    
      new(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      request_meta(conn, request_id, route)



        
          
        

    

  


  


  



  
    
      
    
    
      send_json(conn, status, body)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.HTTP.ErrorResponse 
    



      
Renders sanitized public error envelopes for supported HTTP protocols.
Internal terms and exception details must be projected before this boundary.
This module accepts only stable message/code fields and chooses the native
Anthropic Messages envelope when the request path targets that API.

      


      
        Summary


  
    Types
  


    
      
        error_map()

      


    





  
    Functions
  


    
      
        openai_error(status, error)

      


    


    
      
        openai_error(status, code, message)

      


    


    
      
        put_retry_after(conn, delay_ms)

      


        Adds a normalized provider retry delay before response headers are sent.



    


    
      
        safe_message(message, fallback)

      


    


    
      
        send(conn, status, code, message)

      


    


    
      
        send_anthropic(conn, status, type, message)

      


    


    
      
        send_concurrency_limit_openai(conn)

      


    


    
      
        send_openai(conn, status, error)

      


    


    
      
        send_openai(conn, status, code, message)

      


    





      


      
        Types


        


  
    
      
    
    
      error_map()



        
          
        

    

  


  

      

          @type error_map() :: %{required(String.t()) => term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      openai_error(status, error)



        
          
        

    

  


  

      

          @spec openai_error(pos_integer(), map()) :: error_map()


      



  



  
    
      
    
    
      openai_error(status, code, message)



        
          
        

    

  


  

      

          @spec openai_error(pos_integer(), String.t(), term()) :: error_map()


      



  



  
    
      
    
    
      put_retry_after(conn, delay_ms)



        
          
        

    

  


  

Adds a normalized provider retry delay before response headers are sent.

  



  
    
      
    
    
      safe_message(message, fallback)



        
          
        

    

  


  

      

          @spec safe_message(term(), String.t()) :: String.t()


      



  



  
    
      
    
    
      send(conn, status, code, message)



        
          
        

    

  


  

      

          @spec send(Plug.Conn.t(), pos_integer(), String.t(), term()) :: Plug.Conn.t()


      



  



  
    
      
    
    
      send_anthropic(conn, status, type, message)



        
          
        

    

  


  

      

          @spec send_anthropic(Plug.Conn.t(), pos_integer(), String.t(), term()) ::
  Plug.Conn.t()


      



  



  
    
      
    
    
      send_concurrency_limit_openai(conn)



        
          
        

    

  


  

      

          @spec send_concurrency_limit_openai(Plug.Conn.t()) :: Plug.Conn.t()


      



  



  
    
      
    
    
      send_openai(conn, status, error)



        
          
        

    

  


  

      

          @spec send_openai(Plug.Conn.t(), pos_integer(), map()) :: Plug.Conn.t()


      



  



  
    
      
    
    
      send_openai(conn, status, code, message)



        
          
        

    

  


  

      

          @spec send_openai(Plug.Conn.t(), pos_integer(), String.t(), term()) :: Plug.Conn.t()


      



  


        

      


  

    
LLMProxy.HTTP.RouteSpec 
    



      
Route table shared by standalone Plug routing and Phoenix router embedding macros.

      


      
        Summary


  
    Types
  


    
      
        route()

      


    





  
    Functions
  


    
      
        core_routes()

      


    


    
      
        routes(opts \\ [])

      


    


    
      
        setup_routes()

      


    





      


      
        Types


        


  
    
      
    
    
      route()



        
          
        

    

  


  

      

          @type route() :: {String.t(), module()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      core_routes()



        
          
        

    

  


  

      

          @spec core_routes() :: [route()]


      



  



    

  
    
      
    
    
      routes(opts \\ [])



        
          
        

    

  


  

      

          @spec routes(keyword()) :: [route()]


      



  



  
    
      
    
    
      setup_routes()



        
          
        

    

  


  

      

          @spec setup_routes() :: [route()]


      



  


        

      


  

    
LLMProxy.HTTP.Routes.Chat 
    



      
OpenAI Chat Completions route adapter for authenticated HTTP requests and SSE streams.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
LLMProxy.HTTP.Routes.Dynamic 
    



      
Registry for dynamically registered routes from optional packages.
Optional packages can register additional routes at startup:
LLMProxy.HTTP.Routes.Dynamic.register("/private/messages", LLMProxyPrivate.Routes.Messages)
LLMProxy.HTTP.Routes.Dynamic.register("/private/responses", LLMProxyPrivate.Routes.Responses)

      


      
        Summary


  
    Functions
  


    
      
        dispatch(conn)

      


    


    
      
        init()

      


    


    
      
        register(prefix, plug_module)

      


    





      


      
        Functions


        


  
    
      
    
    
      dispatch(conn)



        
          
        

    

  


  


  



  
    
      
    
    
      init()



        
          
        

    

  


  


  



  
    
      
    
    
      register(prefix, plug_module)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.HTTP.Routes.Feedback 
    



      
Trace feedback endpoint for attaching user ratings and comments to request IDs or trace IDs.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
LLMProxy.HTTP.Routes.MessageEndpoint 
    



      
Anthropic Messages route adapter that preserves provider-native request and response shapes.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
LLMProxy.HTTP.Routes.ModelEndpoint 
    



      
Serves the OpenAI-compatible model list endpoint.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
LLMProxy.HTTP.Routes.ModerationEndpoint 
    



      
Serves OpenAI-compatible moderation requests.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
LLMProxy.HTTP.Routes.ModerationEndpoint.CreateRequest 
    



      
Parsed moderation request body.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        parse(body)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.HTTP.Routes.ModerationEndpoint.CreateRequest{
  input: String.t() | [String.t()] | map() | [map()],
  model: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      parse(body)



        
          
        

    

  


  

      

          @spec parse(map()) :: {:ok, t()} | {:error, String.t()}


      



  


        

      


  

    
LLMProxy.HTTP.Routes.Passthrough 
    



      
Shared provider-passthrough route flow.
Passthrough routes keep the upstream provider API shape at the HTTP boundary
while sharing common result dispatch and provider-error dispatch here.

      


      
        Summary


  
    Functions
  


    
      
        error_handler(send_error, provider_error_type, on_provider_error \\ fn _result -> :ok end)

      


    


    
      
        result_handler(non_stream, stream)

      


    


    
      
        send_error(conn, reason, handler)

      


    


    
      
        send_result(conn, result, api_key, trace_id, handler)

      


    





      


      
        Functions


        


    

  
    
      
    
    
      error_handler(send_error, provider_error_type, on_provider_error \\ fn _result -> :ok end)



        
          
        

    

  


  

      

          @spec error_handler(
  LLMProxy.HTTP.Routes.Passthrough.ErrorHandler.send_error(),
  LLMProxy.HTTP.Routes.Passthrough.ErrorHandler.provider_error_type(),
  LLMProxy.HTTP.Routes.Passthrough.ErrorHandler.on_provider_error()
) :: LLMProxy.HTTP.Routes.Passthrough.ErrorHandler.t()


      



  



  
    
      
    
    
      result_handler(non_stream, stream)



        
          
        

    

  


  

      

          @spec result_handler(
  LLMProxy.HTTP.Routes.Passthrough.ResultHandler.non_stream(),
  LLMProxy.HTTP.Routes.Passthrough.ResultHandler.stream()
) :: LLMProxy.HTTP.Routes.Passthrough.ResultHandler.t()


      



  



  
    
      
    
    
      send_error(conn, reason, handler)



        
          
        

    

  


  

      

          @spec send_error(
  Plug.Conn.t(),
  term(),
  LLMProxy.HTTP.Routes.Passthrough.ErrorHandler.t()
) ::
  Plug.Conn.t()


      



  



  
    
      
    
    
      send_result(conn, result, api_key, trace_id, handler)



        
          
        

    

  


  

      

          @spec send_result(
  Plug.Conn.t(),
  LLMProxy.Providers.Result.t(),
  map(),
  String.t(),
  LLMProxy.HTTP.Routes.Passthrough.ResultHandler.t()
) :: Plug.Conn.t()


      



  


        

      


  

    
LLMProxy.HTTP.Routes.Passthrough.ErrorHandler 
    



      
Route callbacks used to render and classify passthrough-route errors.

      


      
        Summary


  
    Types
  


    
      
        on_provider_error()

      


    


    
      
        provider_error_type()

      


    


    
      
        send_error()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      on_provider_error()



        
          
        

    

  


  

      

          @type on_provider_error() :: (LLMProxy.Providers.Result.t() -> :ok)


      



  



  
    
      
    
    
      provider_error_type()



        
          
        

    

  


  

      

          @type provider_error_type() :: (pos_integer() -> String.t())


      



  



  
    
      
    
    
      send_error()



        
          
        

    

  


  

      

          @type send_error() :: (Plug.Conn.t(), pos_integer(), String.t(), term() ->
                   Plug.Conn.t())


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.HTTP.Routes.Passthrough.ErrorHandler{
  on_provider_error: on_provider_error(),
  provider_error_type: provider_error_type(),
  send_error: send_error()
}


      



  


        

      


  

    
LLMProxy.HTTP.Routes.Passthrough.ResultHandler 
    



      
Route callbacks used to render passthrough non-streaming and streaming results.

      


      
        Summary


  
    Types
  


    
      
        non_stream()

      


    


    
      
        stream()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      non_stream()



        
          
        

    

  


  

      

          @type non_stream() :: (Plug.Conn.t(),
                 module(),
                 map(),
                 map(),
                 String.t(),
                 String.t() ->
                   Plug.Conn.t())


      



  



  
    
      
    
    
      stream()



        
          
        

    

  


  

      

          @type stream() :: (Plug.Conn.t(),
             module(),
             Enumerable.t(),
             map(),
             String.t(),
             map()
             | nil,
             String.t() ->
               Plug.Conn.t())


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.HTTP.Routes.Passthrough.ResultHandler{
  non_stream: non_stream(),
  stream: stream()
}


      



  


        

      


  

    
LLMProxy.HTTP.Routes.ResponseEndpoint 
    



      
OpenAI Responses route adapter that passes native request and stream events through LLMProxy execution.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
LLMProxy.HTTP.Routes.Setup 
    



      
Optional setup-helper routes for install scripts, model lists, and client configuration snippets.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
LLMProxy.HTTP.Routes.Setup.Auth 
    



      
Parsed setup endpoint authentication.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.HTTP.Routes.Setup.Auth{api_key: String.t()}


      



  


        

      


  

    
LLMProxy.Limit 
    



      
Composable usage and runtime limits for API keys.

      


      
        Summary


  
    Types
  


    
      
        metric()

      


    


    
      
        t()

      


    


    
      
        window()

      


    





  
    Functions
  


    
      
        cache_read_tokens(window, max)

      


    


    
      
        cache_write_tokens(window, max)

      


    


    
      
        check(arg1)

      


    


    
      
        concurrent_request_limit(arg1)

      


        Returns the most restrictive concurrent-request limit for an API key.



    


    
      
        concurrent_requests(max)

      


    


    
      
        cost(window, max)

      


    


    
      
        input_tokens(window, max)

      


    


    
      
        new(metric, window, max)

      


    


    
      
        normalize(limits)

      


    


    
      
        output_tokens(window, max)

      


    


    
      
        requests(window, max)

      


    


    
      
        valid?(limits)

      


    





      


      
        Types


        


  
    
      
    
    
      metric()



        
          
        

    

  


  

      

          @type metric() ::
  :concurrent_requests
  | :requests
  | :cache_write_tokens
  | :cache_read_tokens
  | :output_tokens
  | :input_tokens
  | :cost_usd


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Limit{max: number(), metric: metric(), window: window() | nil}


      



  



  
    
      
    
    
      window()



        
          
        

    

  


  

      

          @type window() :: :month | :week | :day | :four_hours | :hour | :minute


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cache_read_tokens(window, max)



        
          
        

    

  


  

      

          @spec cache_read_tokens(window(), non_neg_integer()) :: t()


      



  



  
    
      
    
    
      cache_write_tokens(window, max)



        
          
        

    

  


  

      

          @spec cache_write_tokens(window(), non_neg_integer()) :: t()


      



  



  
    
      
    
    
      check(arg1)



        
          
        

    

  


  

      

          @spec check(map()) :: :ok | {:error, String.t()}


      



  



  
    
      
    
    
      concurrent_request_limit(arg1)



        
          
        

    

  


  

      

          @spec concurrent_request_limit(map()) :: non_neg_integer() | nil


      


Returns the most restrictive concurrent-request limit for an API key.
Concurrent limits do not use a stored usage window. Runtime admission uses
this value without a storage query.

  



  
    
      
    
    
      concurrent_requests(max)



        
          
        

    

  


  

      

          @spec concurrent_requests(non_neg_integer()) :: t()


      



  



  
    
      
    
    
      cost(window, max)



        
          
        

    

  


  

      

          @spec cost(window(), number()) :: t()


      



  



  
    
      
    
    
      input_tokens(window, max)



        
          
        

    

  


  

      

          @spec input_tokens(window(), non_neg_integer()) :: t()


      



  



  
    
      
    
    
      new(metric, window, max)



        
          
        

    

  


  

      

          @spec new(metric(), window() | nil, number()) :: t()


      



  



  
    
      
    
    
      normalize(limits)



        
          
        

    

  


  

      

          @spec normalize(term()) :: {:ok, [t()]} | {:error, String.t()}


      



  



  
    
      
    
    
      output_tokens(window, max)



        
          
        

    

  


  

      

          @spec output_tokens(window(), non_neg_integer()) :: t()


      



  



  
    
      
    
    
      requests(window, max)



        
          
        

    

  


  

      

          @spec requests(window(), non_neg_integer()) :: t()


      



  



  
    
      
    
    
      valid?(limits)



        
          
        

    

  


  

      

          @spec valid?(term()) :: boolean()


      



  


        

      


  

    
LLMProxy.ModelDB 
    



      
LLMDB integration for provider model lists and pricing lookup used by routing and accounting.

      


      
        Summary


  
    Functions
  


    
      
        pricing(model, provider \\ nil)

      


    


    
      
        provider_id(arg1)

      


    


    
      
        provider_model_ids(provider)

      


    





      


      
        Functions


        


    

  
    
      
    
    
      pricing(model, provider \\ nil)



        
          
        

    

  


  

      

          @spec pricing(String.t(), module() | atom() | nil) :: LLMProxy.Pricing.Rates.t() | nil


      



  



  
    
      
    
    
      provider_id(arg1)



        
          
        

    

  


  

      

          @spec provider_id(module() | atom() | nil) :: atom() | nil


      



  



  
    
      
    
    
      provider_model_ids(provider)



        
          
        

    

  


  

      

          @spec provider_model_ids(atom()) :: [String.t()]


      



  


        

      


  

    
LLMProxy.Plugs.Auth 
    



      
Extracts and validates API key from Authorization header or x-api-key.
Assigns :api_key to the conn.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


    


    
      
        init(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Plugs.Drain 
    



      
Rejects new user work while LLMProxy is draining.
Active work is tracked by route handlers so long-running chunked/SSE streams
remain active until their stream enumeration completes.

      




  

    
LLMProxy.Plugs.JSONBodyParser 
    



      
Parses authenticated JSON request bodies with a bounded limit and a structured oversized response.
Keep this plug after authentication and quota checks so rejected clients cannot make the proxy
read or decode large JSON bodies.

      


      
        Summary


  
    Functions
  


    
      
        body_limit_bytes()

      


    





      


      
        Functions


        


  
    
      
    
    
      body_limit_bytes()



        
          
        

    

  


  

      

          @spec body_limit_bytes() :: pos_integer()


      



  


        

      


  

    
LLMProxy.Plugs.QuotaCheck 
    



      
Checks token/message/cache quotas for the authenticated API key.
Must run after LLMProxy.Plugs.Auth.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


    


    
      
        init(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Pricing 
    



      
Model pricing lookup and cost calculation.
Pricing comes from the typed LLMDB runtime catalog.

      


      
        Summary


  
    Functions
  


    
      
        calculate_cost(model, usage, provider \\ nil)

      


    


    
      
        get_pricing(model, provider \\ nil)

      


    


    
      
        init()

      


    





      


      
        Functions


        


    

  
    
      
    
    
      calculate_cost(model, usage, provider \\ nil)



        
          
        

    

  


  


  



    

  
    
      
    
    
      get_pricing(model, provider \\ nil)



        
          
        

    

  


  


  



  
    
      
    
    
      init()



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Pricing.Rates 
    



      
Per-million-token pricing rates used by LLMProxy cost accounting.
This is an internal contract. Callers pass atom-keyed, typed values only.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(attrs \\ [])

      


    


    
      
        put(rates, key, value)

      


    


    
      
        zero()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Pricing.Rates{
  cache_read: number(),
  cache_write: number(),
  input: number(),
  output: number()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(attrs \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      



  



  
    
      
    
    
      put(rates, key, value)



        
          
        

    

  


  

      

          @spec put(t(), :input | :output | :cache_read | :cache_write, number()) :: t()


      



  



  
    
      
    
    
      zero()



        
          
        

    

  


  

      

          @spec zero() :: t()


      



  


        

      


  

    
LLMProxy.Protocol behaviour
    



      
Protocol detection and conversion between LLM API formats.
Each protocol module knows how to:
	Render normalized requests to wire format
	Convert responses back to its format
	Handle streaming event conversion


      


      
        Summary


  
    Types
  


    
      
        protocol()

      


    





  
    Callbacks
  


    
      
        convert_response(response, from, model)

      


        Convert a non-streaming response from source protocol to this protocol's format



    


    
      
        extract_usage(response)

      


        Extract usage from a response in this protocol's native format



    


    
      
        protocol()

      


        Which protocol this module handles



    





  
    Functions
  


    
      
        get_module(atom)

      


    


    
      
        provider_protocol(provider)

      


        Wire protocol a provider speaks natively. Defaults to :openai when undeclared.



    


    
      
        provider_request_body(request, provider, model)

      


    





      


      
        Types


        


  
    
      
    
    
      protocol()



        
          
        

    

  


  

      

          @type protocol() :: :openai | :anthropic


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      convert_response(response, from, model)



        
          
        

    

  


  

      

          @callback convert_response(response :: map(), from :: protocol(), model :: String.t()) ::
  map()


      


Convert a non-streaming response from source protocol to this protocol's format

  



  
    
      
    
    
      extract_usage(response)



        
          
        

    

  


  

      

          @callback extract_usage(response :: map()) :: LLMProxy.Providers.Behaviour.usage()


      


Extract usage from a response in this protocol's native format

  



  
    
      
    
    
      protocol()



        
          
        

    

  


  

      

          @callback protocol() :: protocol()


      


Which protocol this module handles

  


        

      

      
        Functions


        


  
    
      
    
    
      get_module(atom)



        
          
        

    

  


  


  



  
    
      
    
    
      provider_protocol(provider)



        
          
        

    

  


  

      

          @spec provider_protocol(module() | nil) :: protocol()


      


Wire protocol a provider speaks natively. Defaults to :openai when undeclared.

  



  
    
      
    
    
      provider_request_body(request, provider, model)



        
          
        

    

  


  

      

          @spec provider_request_body(LLMProxy.Protocol.Request.t(), module(), String.t()) ::
  map()


      



  


        

      


  

    
LLMProxy.Protocol.Anthropic 
    



      
Anthropic Messages API protocol.
Handles conversion between Anthropic format and OpenAI format.

      


      
        Summary


  
    Functions
  


    
      
        request_body(request, opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      request_body(request, opts \\ [])



        
          
        

    

  


  

      

          @spec request_body(
  LLMProxy.Protocol.Request.t(),
  keyword()
) :: map()


      



  


        

      


  

    
LLMProxy.Protocol.OpenAI 
    



      
OpenAI chat completion protocol.
Handles conversion between OpenAI format and other protocols.

      


      
        Summary


  
    Functions
  


    
      
        request_body(request)

      


    


    
      
        stream_event(event, atom, model)

      


    





      


      
        Functions


        


  
    
      
    
    
      request_body(request)



        
          
        

    

  


  

      

          @spec request_body(LLMProxy.Protocol.Request.t()) :: map()


      



  



  
    
      
    
    
      stream_event(event, atom, model)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Protocol.Request 
    



      
Boundary parser that normalizes OpenAI Chat, Anthropic Messages, and OpenAI Responses requests.

      


      
        Summary


  
    Types
  


    
      
        protocol()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        native_body(request)

      


    


    
      
        parse(protocol, body)

      


    


    
      
        user_text(request)

      


    





      


      
        Types


        


  
    
      
    
    
      protocol()



        
          
        

    

  


  

      

          @type protocol() :: :openai_chat | :anthropic_messages | :openai_responses


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Protocol.Request{
  body: map(),
  max_tokens: non_neg_integer() | nil,
  messages: [ReqLLM.Message.t()],
  metadata: map() | nil,
  model: String.t() | nil,
  protocol: protocol(),
  reasoning_effort:
    :none | :minimal | :low | :medium | :high | :xhigh | :max | nil,
  stop: [String.t()] | String.t() | nil,
  stream: boolean() | nil,
  tags: [String.t()] | nil,
  temperature: number() | nil,
  tool_choice: term(),
  tools: [map()] | nil,
  top_p: number() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      native_body(request)



        
          
        

    

  


  

      

          @spec native_body(t()) :: map()


      



  



  
    
      
    
    
      parse(protocol, body)



        
          
        

    

  


  

      

          @spec parse(protocol(), map()) ::
  {:ok, t()} | {:error, LLMProxy.Protocol.Request.Error.t()}


      



  



  
    
      
    
    
      user_text(request)



        
          
        

    

  


  

      

          @spec user_text(t()) :: String.t()


      



  


        

      


  

    
LLMProxy.Protocol.Request.Error 
    



      
Structured request-parse error returned by protocol request boundary parsers.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(code, message)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Protocol.Request.Error{code: String.t(), message: String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(code, message)



        
          
        

    

  


  

      

          @spec new(String.t(), String.t()) :: t()


      



  


        

      


  

    
LLMProxy.ProviderUsage 
    



      
Live upstream usage-window state for configured provider accounts.
Provider credentials stay behind the provider-token codec boundary. Public
functions return only redacted account labels, quota values, timestamps, and
safe status text.

      


      
        Summary


  
    Functions
  


    
      
        account_count()

      


    


    
      
        attention_count()

      


    


    
      
        available_count()

      


    


    
      
        refresh_account(id)

      


    


    
      
        refresh_all()

      


    


    
      
        rows()

      


    


    
      
        snapshots()

      


    


    
      
        token_available?(token_id, at \\ DateTime.utc_now())

      


    





      


      
        Functions


        


  
    
      
    
    
      account_count()



        
          
        

    

  


  

      

          @spec account_count() :: non_neg_integer()


      



  



  
    
      
    
    
      attention_count()



        
          
        

    

  


  

      

          @spec attention_count() :: non_neg_integer()


      



  



  
    
      
    
    
      available_count()



        
          
        

    

  


  

      

          @spec available_count() :: non_neg_integer()


      



  



  
    
      
    
    
      refresh_account(id)



        
          
        

    

  


  

      

          @spec refresh_account(pos_integer()) ::
  {:ok, :started | :already_refreshing} | {:error, :unsupported | :unavailable}


      



  



  
    
      
    
    
      refresh_all()



        
          
        

    

  


  

      

          @spec refresh_all() :: {:ok, :started | :already_refreshing} | {:error, :unavailable}


      



  



  
    
      
    
    
      rows()



        
          
        

    

  


  

      

          @spec rows() :: %{columns: [atom()], rows: [map()]}


      



  



  
    
      
    
    
      snapshots()



        
          
        

    

  


  

      

          @spec snapshots() :: [LLMProxy.ProviderUsage.Snapshot.t()]


      



  



    

  
    
      
    
    
      token_available?(token_id, at \\ DateTime.utc_now())



        
          
        

    

  


  

      

          @spec token_available?(integer(), DateTime.t()) :: boolean()


      



  


        

      


  

    
LLMProxy.ProviderUsage.Adapter behaviour
    



      
Provider-specific boundary for live usage acquisition.

      


      
        Summary


  
    Callbacks
  


    
      
        fetch(t, t)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      fetch(t, t)



        
          
        

    

  


  

      

          @callback fetch(LLMProxy.Provider.Credential.t(), LLMProxy.ProviderUsage.Source.t()) ::
  {:ok, LLMProxy.ProviderUsage.Result.t()} | {:error, term()}


      



  


        

      


  

    
LLMProxy.ProviderUsage.Adapters.Codex 
    



      
Live OpenAI Codex usage adapter.

      




  

    
LLMProxy.ProviderUsage.Adapters.GLM 
    



      
Live Z.AI GLM Coding Plan usage adapter.

      




  

    
LLMProxy.ProviderUsage.Result 
    



      
Normalized provider result without credential data.

      


      
        Summary


  
    Types
  


    
      
        availability()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      availability()



        
          
        

    

  


  

      

          @type availability() :: :available | :limited | :unavailable | :unknown


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.ProviderUsage.Result{
  availability: availability(),
  expires_at: DateTime.t() | nil,
  plan: String.t() | nil,
  windows: [LLMProxy.ProviderUsage.Window.t()]
}


      



  


        

      


  

    
LLMProxy.ProviderUsage.Server 
    



      
Supervised cache and bounded refresh scheduler for provider usage.
One task refreshes accounts sequentially. A second manual or automatic
request cannot start another task while that refresh is active.

      


      
        Summary


  
    Types
  


    
      
        scope()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        refresh_account(id, server \\ __MODULE__)

      


    


    
      
        refresh_all(server \\ __MODULE__)

      


    


    
      
        snapshots(server \\ __MODULE__)

      


    


    
      
        start_link(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      scope()



        
          
        

    

  


  

      

          @type scope() :: :all | {:account, integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      refresh_account(id, server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec refresh_account(integer(), GenServer.server()) ::
  {:ok, :started | :already_refreshing}


      



  



    

  
    
      
    
    
      refresh_all(server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec refresh_all(GenServer.server()) :: {:ok, :started | :already_refreshing}


      



  



    

  
    
      
    
    
      snapshots(server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec snapshots(GenServer.server()) :: [LLMProxy.ProviderUsage.Snapshot.t()]


      



  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.ProviderUsage.Snapshot 
    



      
Cached, redacted usage state for one provider-token record.

      


      
        Summary


  
    Types
  


    
      
        state()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: :fresh | :refreshing | :stale | :error | :disabled


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.ProviderUsage.Snapshot{
  account_label: String.t(),
  attempted_at: DateTime.t() | nil,
  availability: LLMProxy.ProviderUsage.Result.availability(),
  error: String.t() | nil,
  plan: String.t() | nil,
  provider_label: String.t(),
  refreshed_at: DateTime.t() | nil,
  state: state(),
  token_id: integer(),
  windows: [LLMProxy.ProviderUsage.Window.t()]
}


      



  


        

      


  

    
LLMProxy.ProviderUsage.Source 
    



      
Resolves provider-token records to qualified live usage sources.
Codex is a built-in source. GLM sources come from named providers that use a
Z.AI adapter or explicitly set usage_adapter: "glm".

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        accounts()

      


    


    
      
        supported_account?(id)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.ProviderUsage.Source{
  account_label: String.t(),
  adapter: module(),
  auth_scheme: :raw | :bearer | nil,
  base_url: String.t() | nil,
  config_error: String.t() | nil,
  provider_label: String.t(),
  stored_token: LLMProxy.Schemas.ProviderToken.t(),
  token_id: integer(),
  usage_paths: [String.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      accounts()



        
          
        

    

  


  

      

          @spec accounts() :: [t()]


      



  



  
    
      
    
    
      supported_account?(id)



        
          
        

    

  


  

      

          @spec supported_account?(integer()) :: boolean()


      



  


        

      


  

    
LLMProxy.ProviderUsage.Window 
    



      
One authoritative upstream usage window.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.ProviderUsage.Window{
  duration_seconds: non_neg_integer() | nil,
  label: String.t(),
  remaining_percent: number(),
  resets_at: DateTime.t() | nil,
  used_percent: number()
}


      



  


        

      


  

    
LLMProxy.Providers.Anthropic 
    



      
Built-in Anthropic Messages provider for native and OpenAI-compatible LLMProxy execution.

      


      
        Summary


  
    Functions
  


    
      
        call(body, user_id, attempt)

      


    


    
      
        call_native(body, user_id, attempt)

      


    


    
      
        stream(body, user_id, attempt)

      


    


    
      
        stream_native(body, user_id, attempt)

      


    





      


      
        Functions


        


  
    
      
    
    
      call(body, user_id, attempt)



        
          
        

    

  


  


  



  
    
      
    
    
      call_native(body, user_id, attempt)



        
          
        

    

  


  


  



  
    
      
    
    
      stream(body, user_id, attempt)



        
          
        

    

  


  


  



  
    
      
    
    
      stream_native(body, user_id, attempt)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Providers.Attempt 
    



      
Normalized provider deployment attempt used by routing, fallback, cache keys, and circuit breakers.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        key(attempt)

      


    


    
      
        new(attempt)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Providers.Attempt{
  cooldown_ms: pos_integer(),
  failure_threshold: pos_integer(),
  metadata: map(),
  model: String.t(),
  provider: module(),
  provider_name: String.t(),
  timeout_ms: pos_integer() | nil,
  token_pool: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      key(attempt)



        
          
        

    

  


  

      

          @spec key(t()) :: {String.t(), String.t()}


      



  



  
    
      
    
    
      new(attempt)



        
          
        

    

  


  

      

          @spec new(LLMProxy.Catalog.Deployment.t() | {module(), String.t()} | t()) :: t()


      



  


        

      


  

    
LLMProxy.Providers.Behaviour behaviour
    



      
Behaviour for LLM provider implementations.
Providers receive native request bodies and return LLMProxy.Providers.Result structs.
Wire JSON stays at protocol/provider boundaries.

      


      
        Summary


  
    Types
  


    
      
        call_result()

      


    


    
      
        stream()

      


    


    
      
        stream_result()

      


    


    
      
        usage()

      


    





  
    Callbacks
  


    
      
        call(body, user_id)

      


        Non-streaming call. Body is in the provider's native protocol format.



    


    
      
        call_native(body, user_id)

      


        Non-streaming native passthrough. Routes pass the validated native wire body explicitly.



    


    
      
        extract_usage(response)

      


        Extract usage from a non-streaming response body



    


    
      
        models()

      


        List of model IDs this provider handles



    


    
      
        name()

      


        Provider name, e.g. "anthropic", "openrouter"



    


    
      
        native_protocol()

      


        The native API protocol this provider speaks (:openai or :anthropic)



    


    
      
        stream(body, user_id)

      


        Streaming call. Body is in the provider's native protocol format.



    


    
      
        stream_error(reason, token)

      


        Legacy stream-error projection without model identity



    


    
      
        stream_error(reason, token, model)

      


        Project an exception raised while lazily consuming a provider stream



    


    
      
        stream_native(body, user_id)

      


        Streaming native passthrough. Routes pass the validated native wire body explicitly.



    


    
      
        to_openai_response(response, model)

      


        Convert native response to OpenAI chat completion format



    





      


      
        Types


        


  
    
      
    
    
      call_result()



        
          
        

    

  


  

      

          @type call_result() ::
  {:ok, LLMProxy.Providers.Result.t()} | {:error, LLMProxy.Providers.Result.t()}


      



  



  
    
      
    
    
      stream()



        
          
        

    

  


  

      

          @type stream() :: Enumerable.t()


      



  



  
    
      
    
    
      stream_result()



        
          
        

    

  


  

      

          @type stream_result() ::
  {:ok, LLMProxy.Providers.Result.t()} | {:error, LLMProxy.Providers.Result.t()}


      



  



  
    
      
    
    
      usage()



        
          
        

    

  


  

      

          @type usage() :: LLMProxy.Usage.t()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      call(body, user_id)



        
          
        

    

  


  

      

          @callback call(body :: map(), user_id :: String.t()) :: call_result()


      


Non-streaming call. Body is in the provider's native protocol format.

  



  
    
      
    
    
      call_native(body, user_id)


        (optional)


        
          
        

    

  


  

      

          @callback call_native(body :: map(), user_id :: String.t()) :: call_result()


      


Non-streaming native passthrough. Routes pass the validated native wire body explicitly.

  



  
    
      
    
    
      extract_usage(response)



        
          
        

    

  


  

      

          @callback extract_usage(response :: map()) :: usage()


      


Extract usage from a non-streaming response body

  



  
    
      
    
    
      models()



        
          
        

    

  


  

      

          @callback models() :: [String.t()]


      


List of model IDs this provider handles

  



  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @callback name() :: String.t()


      


Provider name, e.g. "anthropic", "openrouter"

  



  
    
      
    
    
      native_protocol()



        
          
        

    

  


  

      

          @callback native_protocol() :: :openai | :anthropic


      


The native API protocol this provider speaks (:openai or :anthropic)

  



  
    
      
    
    
      stream(body, user_id)



        
          
        

    

  


  

      

          @callback stream(body :: map(), user_id :: String.t()) :: stream_result()


      


Streaming call. Body is in the provider's native protocol format.

  



  
    
      
    
    
      stream_error(reason, token)


        (optional)


        
          
        

    

  


  

      

          @callback stream_error(reason :: term(), token :: map() | nil) ::
  LLMProxy.Providers.Result.t()


      


Legacy stream-error projection without model identity

  



  
    
      
    
    
      stream_error(reason, token, model)


        (optional)


        
          
        

    

  


  

      

          @callback stream_error(reason :: term(), token :: map() | nil, model :: String.t()) ::
  LLMProxy.Providers.Result.t()


      


Project an exception raised while lazily consuming a provider stream

  



  
    
      
    
    
      stream_native(body, user_id)


        (optional)


        
          
        

    

  


  

      

          @callback stream_native(body :: map(), user_id :: String.t()) :: stream_result()


      


Streaming native passthrough. Routes pass the validated native wire body explicitly.

  



  
    
      
    
    
      to_openai_response(response, model)



        
          
        

    

  


  

      

          @callback to_openai_response(response :: map(), model :: String.t()) :: map()


      


Convert native response to OpenAI chat completion format

  


        

      


  

    
LLMProxy.Providers.CircuitBreaker 
    



      
GenServer-backed deployment circuit breaker for routing skips, half-open probes, and cooldowns.

      


      
        Summary


  
    Types
  


    
      
        state()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        available?(attempt)

      


    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        failure(attempt, cooldown_ms \\ nil)

      


    


    
      
        reset()

      


    


    
      
        start_link(opts)

      


    


    
      
        status(attempt)

      


    


    
      
        success(attempt)

      


    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: :closed | :open | :half_open


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Providers.CircuitBreaker{
  cooldown_ms: non_neg_integer() | nil,
  failures: non_neg_integer(),
  opened_at: integer() | nil,
  state: state()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      available?(attempt)



        
          
        

    

  


  

      

          @spec available?(LLMProxy.Providers.Attempt.t()) :: boolean()


      



  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      failure(attempt, cooldown_ms \\ nil)



        
          
        

    

  


  

      

          @spec failure(LLMProxy.Providers.Attempt.t(), non_neg_integer() | nil) :: :ok


      



  



  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      



  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      status(attempt)



        
          
        

    

  


  

      

          @spec status(LLMProxy.Providers.Attempt.t()) :: t()


      



  



  
    
      
    
    
      success(attempt)



        
          
        

    

  


  

      

          @spec success(LLMProxy.Providers.Attempt.t()) :: :ok


      



  


        

      


  

    
LLMProxy.Providers.HTTPResult 
    



      
Converts upstream HTTP responses and exceptions into LLMProxy.Providers.Result values.
Cooldowns are recorded at the provider execution boundary, not during conversion.

      


      
        Summary


  
    Functions
  


    
      
        extract(body)

      


    


    
      
        handle_exception(exception)

      


    


    
      
        handle_response(token, response, model \\ nil)

      


    


    
      
        post(req, body, token, model \\ nil)

      


    


    
      
        provider_details(body)

      


    


    
      
        result(error, status, token, opts \\ [])

      


    


    
      
        retry_after_ms(headers)

      


        Parses a bounded Retry-After delay from HTTP headers, in milliseconds.



    





      


      
        Functions


        


  
    
      
    
    
      extract(body)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_exception(exception)



        
          
        

    

  


  


  



    

  
    
      
    
    
      handle_response(token, response, model \\ nil)



        
          
        

    

  


  


  



    

  
    
      
    
    
      post(req, body, token, model \\ nil)



        
          
        

    

  


  


  



  
    
      
    
    
      provider_details(body)



        
          
        

    

  


  


  



    

  
    
      
    
    
      result(error, status, token, opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      retry_after_ms(headers)



        
          
        

    

  


  

Parses a bounded Retry-After delay from HTTP headers, in milliseconds.

  


        

      


  

    
LLMProxy.Providers.OpenAI 
    



      
Built-in OpenAI provider backed by the shared OpenAI-compatible provider implementation.

      


      
        Summary


  
    Functions
  


    
      
        call(body, user_id, attempt)

      


    


    
      
        stream(body, user_id, attempt)

      


    





      


      
        Functions


        


  
    
      
    
    
      call(body, user_id, attempt)



        
          
        

    

  


  


  



  
    
      
    
    
      stream(body, user_id, attempt)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Providers.OpenAICodex 
    



      
Adapter for the ChatGPT Codex backend exposed by ReqLLM.
The provider uses LLMProxy's token pool for OAuth tokens and delegates Codex
request construction, OAuth account handling, and WebSocket streaming to
ReqLLM.Providers.OpenAICodex. It converts ReqLLM's canonical response and
stream chunk structs back into the OpenAI-compatible wire shapes that LLMProxy
HTTP routes expose.

      




  

    
LLMProxy.Providers.OpenAICodex.Events 
    



      
Converts ReqLLM Codex stream chunks into LLMProxy stream events.
Codex execution stays in LLMProxy.Providers.OpenAICodex; this module owns
only the wire-shape adaptation from ReqLLM.StreamChunk to the OpenAI Chat
and OpenAI Responses event formats exposed by LLMProxy routes.

      


      
        Summary


  
    Functions
  


    
      
        openai_chat_event(chunk, model)

      


    


    
      
        openai_chat_events(stream, model)

      


    


    
      
        responses_event(chunk)

      


    





      


      
        Functions


        


  
    
      
    
    
      openai_chat_event(chunk, model)



        
          
        

    

  


  

      

          @spec openai_chat_event(ReqLLM.StreamChunk.t(), String.t()) ::
  LLMProxy.Stream.Event.t() | nil


      



  



  
    
      
    
    
      openai_chat_events(stream, model)



        
          
        

    

  


  

      

          @spec openai_chat_events(Enumerable.t(), String.t()) :: Enumerable.t()


      



  



  
    
      
    
    
      responses_event(chunk)



        
          
        

    

  


  

      

          @spec responses_event(ReqLLM.StreamChunk.t()) :: LLMProxy.Stream.Event.t() | nil


      



  


        

      


  

    
LLMProxy.Providers.OpenAICodex.OAuth 
    



      
OAuth credential refresh boundary for the OpenAI Codex provider.
ReqLLM returns refreshed OpenAI credentials as provider JSON with string keys.
This module is the only place in LLMProxy that parses that external shape and
converts it into typed data and atom-keyed storage updates.

      


      
        Summary


  
    Types
  


    
      
        refresh_fun()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        from_refresh_response(refreshed)

      


    


    
      
        new(access, refresh, expires_at, account_id \\ nil)

      


    


    
      
        refresh_if_needed(token, refresh_fun)

      


    


    
      
        storage_attrs(credentials)

      


    





      


      
        Types


        


  
    
      
    
    
      refresh_fun()



        
          
        

    

  


  

      

          @type refresh_fun() :: (map(), keyword() -> {:ok, map()} | {:error, term()})


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Providers.OpenAICodex.OAuth{
  access: String.t(),
  account_id: String.t() | nil,
  expires_at: DateTime.t(),
  refresh: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_refresh_response(refreshed)



        
          
        

    

  


  

      

          @spec from_refresh_response(map()) :: {:ok, t()} | {:error, term()}


      



  



    

  
    
      
    
    
      new(access, refresh, expires_at, account_id \\ nil)



        
          
        

    

  


  

      

          @spec new(String.t(), String.t(), DateTime.t(), String.t() | nil) ::
  {:ok, t()} | {:error, String.t()}


      



  



  
    
      
    
    
      refresh_if_needed(token, refresh_fun)



        
          
        

    

  


  

      

          @spec refresh_if_needed(
  LLMProxy.Provider.Credential.t() | LLMProxy.Schemas.ProviderToken.t(),
  refresh_fun()
) ::
  {:ok, LLMProxy.Provider.Credential.t() | LLMProxy.Schemas.ProviderToken.t()}
  | {:error, term()}


      



  



  
    
      
    
    
      storage_attrs(credentials)



        
          
        

    

  


  

      

          @spec storage_attrs(t()) :: map()


      



  


        

      


  

    
LLMProxy.Providers.OpenAICodex.OAuth.Login 
    



      
Interactive OpenAI Codex OAuth login for standalone LLMProxy releases.
The browser-facing OAuth protocol returns JSON/string-keyed provider data.
This module owns that external boundary and converts successful token responses
into LLMProxy.Providers.OpenAICodex.OAuth credentials for storage.

      


      
        Summary


  
    Types
  


    
      
        post_fun()

      


    





  
    Functions
  


    
      
        account_id(jwt)

      


    


    
      
        authorize_url(challenge, state, originator \\ "llm_proxy")

      


    


    
      
        exchange_code(code, verifier, post_fun \\ &Req.post/2)

      


    


    
      
        new_state()

      


    


    
      
        new_verifier()

      


    


    
      
        parse_authorization_input(input, state)

      


    


    
      
        parse_token_response(body)

      


    


    
      
        pkce_challenge(verifier)

      


    





      


      
        Types


        


  
    
      
    
    
      post_fun()



        
          
        

    

  


  

      

          @type post_fun() :: (String.t(), keyword() ->
                 {:ok, Req.Response.t()} | {:error, term()})


      



  


        

      

      
        Functions


        


  
    
      
    
    
      account_id(jwt)



        
          
        

    

  


  

      

          @spec account_id(String.t()) :: String.t() | nil


      



  



    

  
    
      
    
    
      authorize_url(challenge, state, originator \\ "llm_proxy")



        
          
        

    

  


  

      

          @spec authorize_url(String.t(), String.t(), String.t()) :: String.t()


      



  



    

  
    
      
    
    
      exchange_code(code, verifier, post_fun \\ &Req.post/2)



        
          
        

    

  


  

      

          @spec exchange_code(String.t(), String.t(), post_fun()) ::
  {:ok, LLMProxy.Providers.OpenAICodex.OAuth.t()} | {:error, term()}


      



  



  
    
      
    
    
      new_state()



        
          
        

    

  


  

      

          @spec new_state() :: String.t()


      



  



  
    
      
    
    
      new_verifier()



        
          
        

    

  


  

      

          @spec new_verifier() :: String.t()


      



  



  
    
      
    
    
      parse_authorization_input(input, state)



        
          
        

    

  


  

      

          @spec parse_authorization_input(String.t(), String.t()) ::
  {:ok, String.t()} | {:error, term()}


      



  



  
    
      
    
    
      parse_token_response(body)



        
          
        

    

  


  

      

          @spec parse_token_response(map() | String.t()) ::
  {:ok, LLMProxy.Providers.OpenAICodex.OAuth.t()} | {:error, term()}


      



  



  
    
      
    
    
      pkce_challenge(verifier)



        
          
        

    

  


  

      

          @spec pkce_challenge(String.t()) :: String.t()


      



  


        

      


  

    
LLMProxy.Providers.OpenAICodex.OAuth.Login.AccessTokenClaims 
    



      
Codex access-token JWT claims used by LLMProxy.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        cast_auth(auth)

      


    


    
      
        decode(json)

      


        Decodes a JSON string into this struct.



    


    
      
        decode!(json)

      


        Decodes a JSON string into this struct, raising on failure.



    


    
      
        dump(struct)

      


        Dumps this struct into JSON-shaped data, respecting JSON field names.



    


    
      
        from_map(map)

      


        Builds this struct from a decoded JSON map.



    


    
      
        from_map!(map)

      


        Builds this struct from a decoded JSON map, raising on failure.



    


    
      
        json_schema()

      


        Returns a JSON Schema-compatible schema map.



    


    
      
        schema()

      


        Returns a JSON Schema-compatible schema map.



    


    
      
        to_map(struct)

      


        Converts this struct into a JSON-shaped map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Providers.OpenAICodex.OAuth.Login.AccessTokenClaims{
  auth: LLMProxy.Providers.OpenAICodex.OAuth.Login.AuthClaims.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cast_auth(auth)



        
          
        

    

  


  


  



  
    
      
    
    
      decode(json)



        
          
        

    

  


  

Decodes a JSON string into this struct.

  



  
    
      
    
    
      decode!(json)



        
          
        

    

  


  

Decodes a JSON string into this struct, raising on failure.

  



  
    
      
    
    
      dump(struct)



        
          
        

    

  


  

Dumps this struct into JSON-shaped data, respecting JSON field names.

  



  
    
      
    
    
      from_map(map)



        
          
        

    

  


  

Builds this struct from a decoded JSON map.

  



  
    
      
    
    
      from_map!(map)



        
          
        

    

  


  

Builds this struct from a decoded JSON map, raising on failure.

  



  
    
      
    
    
      json_schema()



        
          
        

    

  


  

Returns a JSON Schema-compatible schema map.

  



  
    
      
    
    
      schema()



        
          
        

    

  


  

Returns a JSON Schema-compatible schema map.

  



  
    
      
    
    
      to_map(struct)



        
          
        

    

  


  

Converts this struct into a JSON-shaped map.

  


        

      


  

    
LLMProxy.Providers.OpenAICodex.OAuth.Login.AuthClaims 
    



      
OpenAI auth claim payload embedded in the Codex access-token JWT.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(json)

      


        Decodes a JSON string into this struct.



    


    
      
        decode!(json)

      


        Decodes a JSON string into this struct, raising on failure.



    


    
      
        dump(struct)

      


        Dumps this struct into JSON-shaped data, respecting JSON field names.



    


    
      
        from_map(map)

      


        Builds this struct from a decoded JSON map.



    


    
      
        from_map!(map)

      


        Builds this struct from a decoded JSON map, raising on failure.



    


    
      
        json_schema()

      


        Returns a JSON Schema-compatible schema map.



    


    
      
        schema()

      


        Returns a JSON Schema-compatible schema map.



    


    
      
        to_map(struct)

      


        Converts this struct into a JSON-shaped map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Providers.OpenAICodex.OAuth.Login.AuthClaims{
  chatgpt_account_id: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(json)



        
          
        

    

  


  

Decodes a JSON string into this struct.

  



  
    
      
    
    
      decode!(json)



        
          
        

    

  


  

Decodes a JSON string into this struct, raising on failure.

  



  
    
      
    
    
      dump(struct)



        
          
        

    

  


  

Dumps this struct into JSON-shaped data, respecting JSON field names.

  



  
    
      
    
    
      from_map(map)



        
          
        

    

  


  

Builds this struct from a decoded JSON map.

  



  
    
      
    
    
      from_map!(map)



        
          
        

    

  


  

Builds this struct from a decoded JSON map, raising on failure.

  



  
    
      
    
    
      json_schema()



        
          
        

    

  


  

Returns a JSON Schema-compatible schema map.

  



  
    
      
    
    
      schema()



        
          
        

    

  


  

Returns a JSON Schema-compatible schema map.

  



  
    
      
    
    
      to_map(struct)



        
          
        

    

  


  

Converts this struct into a JSON-shaped map.

  


        

      


  

    
LLMProxy.Providers.OpenAICodex.OAuth.Login.TokenResponse 
    



      
OpenAI OAuth token endpoint response.
This struct is the JSON boundary for auth.openai.com/oauth/token.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(json)

      


        Decodes a JSON string into this struct.



    


    
      
        decode!(json)

      


        Decodes a JSON string into this struct, raising on failure.



    


    
      
        dump(struct)

      


        Dumps this struct into JSON-shaped data, respecting JSON field names.



    


    
      
        expires_datetime(expires_in)

      


    


    
      
        from_map(map)

      


        Builds this struct from a decoded JSON map.



    


    
      
        from_map!(map)

      


        Builds this struct from a decoded JSON map, raising on failure.



    


    
      
        json_schema()

      


        Returns a JSON Schema-compatible schema map.



    


    
      
        schema()

      


        Returns a JSON Schema-compatible schema map.



    


    
      
        to_map(struct)

      


        Converts this struct into a JSON-shaped map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Providers.OpenAICodex.OAuth.Login.TokenResponse{
  access_token: String.t(),
  expires_at: DateTime.t(),
  refresh_token: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(json)



        
          
        

    

  


  

Decodes a JSON string into this struct.

  



  
    
      
    
    
      decode!(json)



        
          
        

    

  


  

Decodes a JSON string into this struct, raising on failure.

  



  
    
      
    
    
      dump(struct)



        
          
        

    

  


  

Dumps this struct into JSON-shaped data, respecting JSON field names.

  



  
    
      
    
    
      expires_datetime(expires_in)



        
          
        

    

  


  


  



  
    
      
    
    
      from_map(map)



        
          
        

    

  


  

Builds this struct from a decoded JSON map.

  



  
    
      
    
    
      from_map!(map)



        
          
        

    

  


  

Builds this struct from a decoded JSON map, raising on failure.

  



  
    
      
    
    
      json_schema()



        
          
        

    

  


  

Returns a JSON Schema-compatible schema map.

  



  
    
      
    
    
      schema()



        
          
        

    

  


  

Returns a JSON Schema-compatible schema map.

  



  
    
      
    
    
      to_map(struct)



        
          
        

    

  


  

Converts this struct into a JSON-shaped map.

  


        

      


  

    
LLMProxy.Providers.OpenAICodex.OAuth.RefreshResponse 
    



      
ReqLLM OpenAI Codex OAuth refresh response.
This struct is the JSON boundary for refresh credentials returned by ReqLLM.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(json)

      


        Decodes a JSON string into this struct.



    


    
      
        decode!(json)

      


        Decodes a JSON string into this struct, raising on failure.



    


    
      
        dump(struct)

      


        Dumps this struct into JSON-shaped data, respecting JSON field names.



    


    
      
        expires_datetime(expires)

      


    


    
      
        from_map(map)

      


        Builds this struct from a decoded JSON map.



    


    
      
        from_map!(map)

      


        Builds this struct from a decoded JSON map, raising on failure.



    


    
      
        json_schema()

      


        Returns a JSON Schema-compatible schema map.



    


    
      
        schema()

      


        Returns a JSON Schema-compatible schema map.



    


    
      
        to_map(struct)

      


        Converts this struct into a JSON-shaped map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Providers.OpenAICodex.OAuth.RefreshResponse{
  access: String.t(),
  account_id: String.t() | nil,
  expires_at: DateTime.t(),
  refresh: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(json)



        
          
        

    

  


  

Decodes a JSON string into this struct.

  



  
    
      
    
    
      decode!(json)



        
          
        

    

  


  

Decodes a JSON string into this struct, raising on failure.

  



  
    
      
    
    
      dump(struct)



        
          
        

    

  


  

Dumps this struct into JSON-shaped data, respecting JSON field names.

  



  
    
      
    
    
      expires_datetime(expires)



        
          
        

    

  


  


  



  
    
      
    
    
      from_map(map)



        
          
        

    

  


  

Builds this struct from a decoded JSON map.

  



  
    
      
    
    
      from_map!(map)



        
          
        

    

  


  

Builds this struct from a decoded JSON map, raising on failure.

  



  
    
      
    
    
      json_schema()



        
          
        

    

  


  

Returns a JSON Schema-compatible schema map.

  



  
    
      
    
    
      schema()



        
          
        

    

  


  

Returns a JSON Schema-compatible schema map.

  



  
    
      
    
    
      to_map(struct)



        
          
        

    

  


  

Converts this struct into a JSON-shaped map.

  


        

      


  

    
LLMProxy.Providers.OpenAICompatible 
    



      
Shared HTTP client implementation for upstream providers with OpenAI-compatible chat endpoints.

      


      
        Summary


  
    Functions
  


    
      
        call(provider_name, body, user_id, opts)

      


    


    
      
        extract_usage(response)

      


    


    
      
        stream(provider_name, body, user_id, opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      call(provider_name, body, user_id, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      extract_usage(response)



        
          
        

    

  


  


  



  
    
      
    
    
      stream(provider_name, body, user_id, opts)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Providers.OpenAICompatible.Definition 
    



      
Macro frontend for defining OpenAI-compatible upstream providers.
The generated provider implements LLMProxy.Providers.Behaviour and delegates
token selection, request execution, streaming, and usage extraction to the
shared OpenAI-compatible client.

      




  

    
LLMProxy.Providers.OpenRouter 
    



      
Built-in OpenRouter provider backed by the shared OpenAI-compatible provider implementation.

      


      
        Summary


  
    Functions
  


    
      
        call(body, user_id, attempt)

      


    


    
      
        stream(body, user_id, attempt)

      


    





      


      
        Functions


        


  
    
      
    
    
      call(body, user_id, attempt)



        
          
        

    

  


  


  



  
    
      
    
    
      stream(body, user_id, attempt)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Providers.ReplayPolicy 
    



      
Decides if a failed provider attempt can be replayed on another deployment.
Safe failures prove that the upstream did not accept work. Uncertain failures
can have billable or side-effecting work in progress. Forbidden failures are
request or authorization failures that another deployment must not replay.

      


      
        Summary


  
    Types
  


    
      
        decision()

      


    


    
      
        policy()

      


    





  
    Functions
  


    
      
        decide(result, arg2, arg3, arg4)

      


    





      


      
        Types


        


  
    
      
    
    
      decision()



        
          
        

    

  


  

      

          @type decision() :: {:retry | :stop, atom()}


      



  



  
    
      
    
    
      policy()



        
          
        

    

  


  

      

          @type policy() :: :safe_only | :allow_uncertain


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decide(result, arg2, arg3, arg4)



        
          
        

    

  


  

      

          @spec decide(LLMProxy.Providers.Result.t(), boolean(), boolean(), policy()) ::
  decision()


      



  


        

      


  

    
LLMProxy.Providers.ReqLLM 
    



      
Configuration-driven upstream provider backed by ReqLLM.
A catalog route selects a named provider configuration. That configuration
declares the ReqLLM adapter and base URL; the route selects an isolated token
pool. No provider-specific Elixir module is required for endpoint or model-ID
differences.

      


      
        Summary


  
    Functions
  


    
      
        call(body, user_id, attempt)

      


    


    
      
        stream(body, user_id, attempt)

      


    





      


      
        Functions


        


  
    
      
    
    
      call(body, user_id, attempt)



        
          
        

    

  


  


  



  
    
      
    
    
      stream(body, user_id, attempt)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Providers.Result 
    



      
Provider execution result tagged by response kind.
Providers return this struct from native and compatibility calls so routing,
fallback, HTTP route rendering, and token accounting can branch on an explicit
:kind instead of inferring meaning from nullable fields.

      


      
        Summary


  
    Types
  


    
      
        kind()

      


    


    
      
        replay_safety()

      


    


    
      
        t()

      


    


    
      
        token()

      


    





  
    Functions
  


    
      
        client_error(result)

      


    


    
      
        error(error, status, token, opts \\ [])

      


    


    
      
        response(body, token)

      


    


    
      
        stream(stream, token)

      


    


    
      
        stream_failure(provider, model, token, reason, configured_provider \\ nil)

      


    


    
      
        unavailable_tokens(reason)

      


    


    
      
        with_attempt(arg, attempt)

      


    


    
      
        with_attempt(arg, provider, model)

      


    





      


      
        Types


        


  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() :: :response | :stream | :error


      



  



  
    
      
    
    
      replay_safety()



        
          
        

    

  


  

      

          @type replay_safety() :: :safe | :uncertain | :forbidden


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Providers.Result{
  error: String.t() | nil,
  kind: kind(),
  model: String.t() | nil,
  provider: module() | nil,
  provider_body: term() | nil,
  provider_name: String.t() | nil,
  rate_limit_kind: :throttle | :quota | :none,
  rate_limit_scope: :model | :account,
  replay_safety: replay_safety() | nil,
  response: map() | nil,
  retry_after_ms: non_neg_integer() | nil,
  status: pos_integer() | nil,
  stream: Enumerable.t() | nil,
  token: token()
}


      



  



  
    
      
    
    
      token()



        
          
        

    

  


  

      

          @type token() :: map() | nil


      



  


        

      

      
        Functions


        


  
    
      
    
    
      client_error(result)



        
          
        

    

  


  

      

          @spec client_error(t()) :: map()


      



  



    

  
    
      
    
    
      error(error, status, token, opts \\ [])



        
          
        

    

  


  

      

          @spec error(String.t(), pos_integer(), token(), keyword()) :: t()


      



  



  
    
      
    
    
      response(body, token)



        
          
        

    

  


  

      

          @spec response(map(), token()) :: t()


      



  



  
    
      
    
    
      stream(stream, token)



        
          
        

    

  


  

      

          @spec stream(Enumerable.t(), token()) :: t()


      



  



    

  
    
      
    
    
      stream_failure(provider, model, token, reason, configured_provider \\ nil)



        
          
        

    

  


  

      

          @spec stream_failure(module(), String.t(), token(), term(), String.t() | nil) :: t()


      



  



  
    
      
    
    
      unavailable_tokens(reason)



        
          
        

    

  


  

      

          @spec unavailable_tokens(term()) :: {:error, t()}


      



  



  
    
      
    
    
      with_attempt(arg, attempt)



        
          
        

    

  


  

      

          @spec with_attempt({:ok, t()} | {:error, t()}, LLMProxy.Providers.Attempt.t()) ::
  {:ok, t()} | {:error, t()}


      



  



  
    
      
    
    
      with_attempt(arg, provider, model)



        
          
        

    

  


  

      

          @spec with_attempt({:ok, t()} | {:error, t()}, module(), String.t()) ::
  {:ok, t()} | {:error, t()}


      



  


        

      


  

    
LLMProxy.Providers.Routing.Performance 
    



      
Keeps bounded, per-deployment performance observations for latency-aware routing.
State is intentionally node-local and ephemeral. Durable request accounting remains
in storage, while this process only serves the routing hot path.

      


      
        Summary


  
    Types
  


    
      
        stats()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        observe(attempt, sample, event \\ nil)

      


    


    
      
        order(model, deployments, request)

      


    


    
      
        reset()

      


    


    
      
        start_link(opts)

      


    


    
      
        stats(attempt, request)

      


    





      


      
        Types


        


  
    
      
    
    
      stats()



        
          
        

    

  


  

      

          @type stats() :: %{
  success_count: non_neg_integer(),
  ttft_count: non_neg_integer(),
  error_count: non_neg_integer(),
  median_duration_ms: number() | nil,
  median_ttft_ms: number() | nil,
  updated_at: integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      observe(attempt, sample, event \\ nil)



        
          
        

    

  


  

      

          @spec observe(
  LLMProxy.Providers.Attempt.t(),
  LLMProxy.Providers.Routing.Sample.t(),
  atom() | nil
) ::
  :ok


      



  



  
    
      
    
    
      order(model, deployments, request)



        
          
        

    

  


  

      

          @spec order(
  String.t(),
  [LLMProxy.Catalog.Deployment.t()],
  LLMProxy.Protocol.Request.t()
) :: [
  LLMProxy.Catalog.Deployment.t()
]


      



  



  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      



  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      stats(attempt, request)



        
          
        

    

  


  

      

          @spec stats(LLMProxy.Providers.Attempt.t(), LLMProxy.Protocol.Request.t()) :: stats()


      



  


        

      


  

    
LLMProxy.Providers.Routing.RoundRobin 
    



      
GenServer-backed routing strategy that rotates deployments within each order group by model name.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        order(name, deployments)

      


    


    
      
        reset()

      


    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      order(name, deployments)



        
          
        

    

  


  

      

          @spec order(String.t(), [term()]) :: [term()]


      



  



  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      



  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
LLMProxy.Providers.Routing.Sample 
    



      
One deployment-attempt performance observation used by adaptive routing.

      


      
        Summary


  
    Types
  


    
      
        outcome()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        validate!(sample)

      


    





      


      
        Types


        


  
    
      
    
    
      outcome()



        
          
        

    

  


  

      

          @type outcome() :: :success | :error


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Providers.Routing.Sample{
  duration_ms: non_neg_integer(),
  observed_at: integer(),
  operation: :openai_chat | :openai_responses | :anthropic_messages,
  outcome: outcome(),
  output_tokens: non_neg_integer() | nil,
  stream: boolean(),
  ttft_ms: non_neg_integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      validate!(sample)



        
          
        

    

  


  

      

          @spec validate!(t()) :: t()


      



  


        

      


  

    
LLMProxy.RPC.AdminServer 
    



      
SafeRPC socket server for LLMProxy local RPC surfaces.
The same local socket serves the Incant admin surface (LLMProxy.Admin) and
operational lifecycle surface (LLMProxy.Ops). The boundary is the SafeRPC
operation module/function tuple, not a separate transport.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(opts)

      


    


    
      
        handle_cast(op, payload, state)

      


        Callback implementation for SafeRPC.Server.handle_cast/3.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_cast(op, payload, state)



        
          
        

    

  


  

Callback implementation for SafeRPC.Server.handle_cast/3.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Schemas.ApiKey 
    



      
Ecto schema for LLMProxy API keys, quotas, budgets, content policy, model access,
and aggregate usage counters.

      


      
        Summary


  
    Functions
  


    
      
        changeset(api_key, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(api_key, attrs)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Schemas.MessageLog 
    



      
Ecto schema for captured user-message snippets used by operations and admin views.

      


      
        Summary


  
    Functions
  


    
      
        changeset(log, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(log, attrs)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Schemas.ProviderToken 
    



      
Ecto schema for upstream provider API keys, OAuth tokens, labels, proxies, and enabled state.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(token, attrs)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Schemas.ProviderToken{
  __meta__: term(),
  account_id: String.t() | nil,
  added_at: DateTime.t() | nil,
  enabled: boolean(),
  expires_at: DateTime.t() | nil,
  id: integer() | nil,
  kind: String.t() | nil,
  label: String.t() | nil,
  priority: non_neg_integer(),
  provider: String.t() | nil,
  proxy: String.t() | nil,
  refresh_token: String.t() | nil,
  token: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(token, attrs)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Schemas.ProviderTokenCooldown 
    



      
Persistent provider-token cooldown for one model or the complete account.

      


      
        Summary


  
    Functions
  


    
      
        changeset(cooldown, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(cooldown, attrs)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Schemas.ServiceUsage 
    



      
Ecto schema for non-provider service usage counters tied to an API key and endpoint.

      


      
        Summary


  
    Functions
  


    
      
        changeset(log, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(log, attrs)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Schemas.Trace 
    



      
Ecto schema for optional traced request and response payloads with usage and latency metadata.

      


      
        Summary


  
    Functions
  


    
      
        changeset(trace, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(trace, attrs)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Schemas.TraceFeedback 
    



      
Ecto schema for user feedback associated with traces or request IDs.

      


      
        Summary


  
    Functions
  


    
      
        changeset(feedback, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(feedback, attrs)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Schemas.UsageLog 
    



      
Ecto schema for per-request token, cost, latency, provider, tag, and metadata usage records.

      


      
        Summary


  
    Functions
  


    
      
        changeset(log, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(log, attrs)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Storage.Ecto 
    



      
Context functions for all database operations: keys, usage, quotas, tokens.

      


      
        Summary


  
    Functions
  


    
      
        add_token(provider, kind, token, opts \\ %{})

      


        Callback implementation for LLMProxy.Storage.Adapter.add_token/4.



    


    
      
        check_model_access(key, model)

      


        Callback implementation for LLMProxy.Storage.Adapter.check_model_access/2.



    


    
      
        check_quota(key)

      


        Callback implementation for LLMProxy.Storage.Adapter.check_quota/1.



    


    
      
        check_service_quota(key, service)

      


        Callback implementation for LLMProxy.Storage.Adapter.check_service_quota/2.



    


    
      
        create_key(name, opts \\ %{})

      


        Callback implementation for LLMProxy.Storage.Adapter.create_key/2.



    


    
      
        delete_key(id)

      


        Callback implementation for LLMProxy.Storage.Adapter.delete_key/1.



    


    
      
        find_key(raw_key)

      


        Callback implementation for LLMProxy.Storage.Adapter.find_key/1.



    


    
      
        find_trace_by_request_id(request_id)

      


        Callback implementation for LLMProxy.Storage.Adapter.find_trace_by_request_id/1.



    


    
      
        get_cache_ratio_in_window(key_id, window_ms)

      


        Callback implementation for LLMProxy.Storage.Adapter.get_cache_ratio_in_window/2.



    


    
      
        get_daily_stats(opts \\ %{})

      


        Callback implementation for LLMProxy.Storage.Adapter.get_daily_stats/1.



    


    
      
        get_message_count_in_window(key_id, window_ms)

      


        Callback implementation for LLMProxy.Storage.Adapter.get_message_count_in_window/2.



    


    
      
        get_messages(opts \\ %{})

      


        Callback implementation for LLMProxy.Storage.Adapter.get_messages/1.



    


    
      
        get_service_usage_in_window(key_id, service, window_ms)

      


        Callback implementation for LLMProxy.Storage.Adapter.get_service_usage_in_window/3.



    


    
      
        get_stats(opts \\ %{})

      


        Callback implementation for LLMProxy.Storage.Adapter.get_stats/1.



    


    
      
        get_tokens(provider, kind)

      


        Callback implementation for LLMProxy.Storage.Adapter.get_tokens/2.



    


    
      
        get_trace(id)

      


        Callback implementation for LLMProxy.Storage.Adapter.get_trace/1.



    


    
      
        get_trace_feedback(trace_id)

      


        Callback implementation for LLMProxy.Storage.Adapter.get_trace_feedback/1.



    


    
      
        get_traces(opts \\ %{})

      


        Callback implementation for LLMProxy.Storage.Adapter.get_traces/1.



    


    
      
        get_usage_in_window(key_id, window_ms)

      


        Callback implementation for LLMProxy.Storage.Adapter.get_usage_in_window/2.



    


    
      
        list_keys(opts \\ %{})

      


        Callback implementation for LLMProxy.Storage.Adapter.list_keys/1.



    


    
      
        list_tokens(opts \\ %{})

      


        Callback implementation for LLMProxy.Storage.Adapter.list_tokens/1.



    


    
      
        list_trace_feedback(trace_or_request_id)

      


        Callback implementation for LLMProxy.Storage.Adapter.list_trace_feedback/1.



    


    
      
        log_message(attrs)

      


        Callback implementation for LLMProxy.Storage.Adapter.log_message/1.



    


    
      
        record_service_usage(attrs)

      


        Callback implementation for LLMProxy.Storage.Adapter.record_service_usage/1.



    


    
      
        record_trace(attrs)

      


        Callback implementation for LLMProxy.Storage.Adapter.record_trace/1.



    


    
      
        record_trace_feedback(attrs)

      


        Callback implementation for LLMProxy.Storage.Adapter.record_trace_feedback/1.



    


    
      
        record_usage(attrs)

      


        Callback implementation for LLMProxy.Storage.Adapter.record_usage/1.



    


    
      
        remove_token(id)

      


        Callback implementation for LLMProxy.Storage.Adapter.remove_token/1.



    


    
      
        seed_tokens_from_env(entries)

      


        Callback implementation for LLMProxy.Storage.Adapter.seed_tokens_from_env/1.



    


    
      
        set_content_capture(id, enabled)

      


        Callback implementation for LLMProxy.Storage.Adapter.set_content_capture/2.



    


    
      
        set_key_enabled(id, enabled)

      


        Callback implementation for LLMProxy.Storage.Adapter.set_key_enabled/2.



    


    
      
        set_token_enabled(id, enabled)

      


        Callback implementation for LLMProxy.Storage.Adapter.set_token_enabled/2.



    


    
      
        update_key_models(id, allowed_models)

      


        Callback implementation for LLMProxy.Storage.Adapter.update_key_models/2.



    


    
      
        update_key_quota(id, quota_attrs)

      


        Callback implementation for LLMProxy.Storage.Adapter.update_key_quota/2.



    


    
      
        update_key_usage(key, usage)

      


        Callback implementation for LLMProxy.Storage.Adapter.update_key_usage/2.



    


    
      
        update_message_usage(id, usage)

      


        Callback implementation for LLMProxy.Storage.Adapter.update_message_usage/2.



    


    
      
        update_token_oauth(id, attrs)

      


        Callback implementation for LLMProxy.Storage.Adapter.update_token_oauth/2.



    


    
      
        update_token_proxy(id, proxy)

      


        Callback implementation for LLMProxy.Storage.Adapter.update_token_proxy/2.



    





      


      
        Functions


        


    

  
    
      
    
    
      add_token(provider, kind, token, opts \\ %{})



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.add_token/4.

  



  
    
      
    
    
      check_model_access(key, model)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.check_model_access/2.

  



  
    
      
    
    
      check_quota(key)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.check_quota/1.

  



  
    
      
    
    
      check_service_quota(key, service)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.check_service_quota/2.

  



    

  
    
      
    
    
      create_key(name, opts \\ %{})



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.create_key/2.

  



  
    
      
    
    
      delete_key(id)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.delete_key/1.

  



  
    
      
    
    
      find_key(raw_key)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.find_key/1.

  



  
    
      
    
    
      find_trace_by_request_id(request_id)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.find_trace_by_request_id/1.

  



  
    
      
    
    
      get_cache_ratio_in_window(key_id, window_ms)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.get_cache_ratio_in_window/2.

  



    

  
    
      
    
    
      get_daily_stats(opts \\ %{})



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.get_daily_stats/1.

  



  
    
      
    
    
      get_message_count_in_window(key_id, window_ms)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.get_message_count_in_window/2.

  



    

  
    
      
    
    
      get_messages(opts \\ %{})



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.get_messages/1.

  



  
    
      
    
    
      get_service_usage_in_window(key_id, service, window_ms)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.get_service_usage_in_window/3.

  



    

  
    
      
    
    
      get_stats(opts \\ %{})



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.get_stats/1.

  



  
    
      
    
    
      get_tokens(provider, kind)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.get_tokens/2.

  



  
    
      
    
    
      get_trace(id)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.get_trace/1.

  



  
    
      
    
    
      get_trace_feedback(trace_id)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.get_trace_feedback/1.

  



    

  
    
      
    
    
      get_traces(opts \\ %{})



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.get_traces/1.

  



  
    
      
    
    
      get_usage_in_window(key_id, window_ms)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.get_usage_in_window/2.

  



    

  
    
      
    
    
      list_keys(opts \\ %{})



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.list_keys/1.

  



    

  
    
      
    
    
      list_tokens(opts \\ %{})



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.list_tokens/1.

  



  
    
      
    
    
      list_trace_feedback(trace_or_request_id)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.list_trace_feedback/1.

  



  
    
      
    
    
      log_message(attrs)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.log_message/1.

  



  
    
      
    
    
      record_service_usage(attrs)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.record_service_usage/1.

  



  
    
      
    
    
      record_trace(attrs)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.record_trace/1.

  



  
    
      
    
    
      record_trace_feedback(attrs)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.record_trace_feedback/1.

  



  
    
      
    
    
      record_usage(attrs)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.record_usage/1.

  



  
    
      
    
    
      remove_token(id)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.remove_token/1.

  



  
    
      
    
    
      seed_tokens_from_env(entries)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.seed_tokens_from_env/1.

  



  
    
      
    
    
      set_content_capture(id, enabled)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.set_content_capture/2.

  



  
    
      
    
    
      set_key_enabled(id, enabled)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.set_key_enabled/2.

  



  
    
      
    
    
      set_token_enabled(id, enabled)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.set_token_enabled/2.

  



  
    
      
    
    
      update_key_models(id, allowed_models)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.update_key_models/2.

  



  
    
      
    
    
      update_key_quota(id, quota_attrs)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.update_key_quota/2.

  



  
    
      
    
    
      update_key_usage(key, usage)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.update_key_usage/2.

  



  
    
      
    
    
      update_message_usage(id, usage)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.update_message_usage/2.

  



  
    
      
    
    
      update_token_oauth(id, attrs)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.update_token_oauth/2.

  



  
    
      
    
    
      update_token_proxy(id, proxy)



        
          
        

    

  


  

Callback implementation for LLMProxy.Storage.Adapter.update_token_proxy/2.

  


        

      


  

    
LLMProxy.Storage.JSON 
    



      
Ecto type for storing map and list values as JSON strings across supported SQL adapters.

      


      
        Summary


  
    Functions
  


    
      
        cast(value)

      


        Callback implementation for Ecto.Type.cast/1.



    


    
      
        dump(value)

      


        Callback implementation for Ecto.Type.dump/1.



    


    
      
        embed_as(_)

      


        Callback implementation for Ecto.Type.embed_as/1.



    


    
      
        equal?(term1, term2)

      


        Callback implementation for Ecto.Type.equal?/2.



    


    
      
        load(value)

      


        Callback implementation for Ecto.Type.load/1.



    


    
      
        type()

      


        Callback implementation for Ecto.Type.type/0.



    





      


      
        Functions


        


  
    
      
    
    
      cast(value)



        
          
        

    

  


  

Callback implementation for Ecto.Type.cast/1.

  



  
    
      
    
    
      dump(value)



        
          
        

    

  


  

Callback implementation for Ecto.Type.dump/1.

  



  
    
      
    
    
      embed_as(_)



        
          
        

    

  


  

Callback implementation for Ecto.Type.embed_as/1.

  



  
    
      
    
    
      equal?(term1, term2)



        
          
        

    

  


  

Callback implementation for Ecto.Type.equal?/2.

  



  
    
      
    
    
      load(value)



        
          
        

    

  


  

Callback implementation for Ecto.Type.load/1.

  



  
    
      
    
    
      type()



        
          
        

    

  


  

Callback implementation for Ecto.Type.type/0.

  


        

      


  

    
LLMProxy.Storage.QuackDBServer 
    



      
Starts the bundled QuackDB server and wires its generated token into the bundled Ecto repo.
QuackDB owns local server token generation when no token is supplied. LLMProxy
reads that generated token from the running server process and updates the
bundled QuackDB repo configuration before the repo starts, avoiding an
operator-managed QUACKDB_TOKEN secret.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(options)

      


    


    
      
        start_link(options)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(options)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      



  



  
    
      
    
    
      start_link(options)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
LLMProxy.Storage.Repo 
    



      
Facade for the configured LLMProxy Ecto repo.
Application code calls this module instead of concrete repo modules so local
SQLite storage, production QuackDB storage, and host-provided repos share one
internal storage boundary.

      


      
        Summary


  
    Functions
  


    
      
        adapter()

      


    


    
      
        aggregate(queryable, aggregate, field, opts \\ [])

      


    


    
      
        all(queryable, opts \\ [])

      


    


    
      
        bundled?()

      


    


    
      
        config()

      


    


    
      
        configured()

      


    


    
      
        delete(struct, opts \\ [])

      


    


    
      
        delete_all(queryable, opts \\ [])

      


    


    
      
        get(queryable, id, opts \\ [])

      


    


    
      
        get_by(queryable, clauses, opts \\ [])

      


    


    
      
        insert(changeset, opts \\ [])

      


    


    
      
        one(queryable, opts \\ [])

      


    


    
      
        query(sql, params \\ [], opts \\ [])

      


    


    
      
        rollback(value)

      


    


    
      
        transaction(fun_or_multi, opts \\ [])

      


    


    
      
        update(changeset, opts \\ [])

      


    


    
      
        update_all(queryable, updates, opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      adapter()



        
          
        

    

  


  


  



    

  
    
      
    
    
      aggregate(queryable, aggregate, field, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      all(queryable, opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      bundled?()



        
          
        

    

  


  


  



  
    
      
    
    
      config()



        
          
        

    

  


  


  



  
    
      
    
    
      configured()



        
          
        

    

  


  


  



    

  
    
      
    
    
      delete(struct, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      delete_all(queryable, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      get(queryable, id, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      get_by(queryable, clauses, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      insert(changeset, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      one(queryable, opts \\ [])



        
          
        

    

  


  


  



    

    

  
    
      
    
    
      query(sql, params \\ [], opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      rollback(value)



        
          
        

    

  


  


  



    

  
    
      
    
    
      transaction(fun_or_multi, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      update(changeset, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      update_all(queryable, updates, opts \\ [])



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Storage.Repo.QuackDB 
    



      
Bundled QuackDB Ecto repo for production DuckDB-backed storage.

      


      
        Summary


  
    Functions
  


    
      
        aggregate(queryable, aggregate, opts \\ [])

      


        Callback implementation for Ecto.Repo.aggregate/3.



    


    
      
        aggregate(queryable, aggregate, field, opts)

      


        Callback implementation for Ecto.Repo.aggregate/4.



    


    
      
        all(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.all/2.



    


    
      
        all_by(queryable, clauses, opts \\ [])

      


        Callback implementation for Ecto.Repo.all_by/3.



    


    
      
        checked_out?()

      


        Callback implementation for Ecto.Repo.checked_out?/0.



    


    
      
        checkout(fun, opts \\ [])

      


        Callback implementation for Ecto.Repo.checkout/2.



    


    
      
        child_spec(opts)

      


    


    
      
        config()

      


        Callback implementation for Ecto.Repo.config/0.



    


    
      
        default_options(operation)

      


        Callback implementation for Ecto.Repo.default_options/1.



    


    
      
        delete(struct, opts \\ [])

      


        Callback implementation for Ecto.Repo.delete/2.



    


    
      
        delete!(struct, opts \\ [])

      


        Callback implementation for Ecto.Repo.delete!/2.



    


    
      
        delete_all(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.delete_all/2.



    


    
      
        disconnect_all(interval, opts \\ [])

      


        Forces all connections in the repo pool to disconnect within the given interval.



    


    
      
        exists?(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.exists?/2.



    


    
      
        explain(operation, queryable, opts \\ [])

      


        Executes an EXPLAIN statement or similar for the given query according to its kind and the
adapter in the given repository.



    


    
      
        get(queryable, id, opts \\ [])

      


        Callback implementation for Ecto.Repo.get/3.



    


    
      
        get!(queryable, id, opts \\ [])

      


        Callback implementation for Ecto.Repo.get!/3.



    


    
      
        get_by(queryable, clauses, opts \\ [])

      


        Callback implementation for Ecto.Repo.get_by/3.



    


    
      
        get_by!(queryable, clauses, opts \\ [])

      


        Callback implementation for Ecto.Repo.get_by!/3.



    


    
      
        get_dynamic_repo()

      


        Callback implementation for Ecto.Repo.get_dynamic_repo/0.



    


    
      
        in_transaction?()

      


        Callback implementation for Ecto.Repo.in_transaction?/0.



    


    
      
        insert(struct, opts \\ [])

      


        Callback implementation for Ecto.Repo.insert/2.



    


    
      
        insert!(struct, opts \\ [])

      


        Callback implementation for Ecto.Repo.insert!/2.



    


    
      
        insert_all(schema_or_source, entries, opts \\ [])

      


        Callback implementation for Ecto.Repo.insert_all/3.



    


    
      
        insert_or_update(changeset, opts \\ [])

      


        Callback implementation for Ecto.Repo.insert_or_update/2.



    


    
      
        insert_or_update!(changeset, opts \\ [])

      


        Callback implementation for Ecto.Repo.insert_or_update!/2.



    


    
      
        load(schema_or_types, data)

      


        Callback implementation for Ecto.Repo.load/2.



    


    
      
        one(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.one/2.



    


    
      
        one!(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.one!/2.



    


    
      
        preload(struct_or_structs_or_nil, preloads, opts \\ [])

      


        Callback implementation for Ecto.Repo.preload/3.



    


    
      
        prepare_query(operation, query, opts)

      


        Callback implementation for Ecto.Repo.prepare_query/3.



    


    
      
        prepare_transaction(fun_or_multi, opts)

      


        Callback implementation for Ecto.Repo.prepare_transaction/2.



    


    
      
        put_dynamic_repo(dynamic)

      


        Callback implementation for Ecto.Repo.put_dynamic_repo/1.



    


    
      
        query(sql, params \\ [], opts \\ [])

      


        Runs a custom SQL query.



    


    
      
        query!(sql, params \\ [], opts \\ [])

      


        Same as query/3 but returns result directly without :ok tuple
and raises on invalid queries



    


    
      
        query_many(sql, params \\ [], opts \\ [])

      


        Runs a custom SQL query that returns multiple results on the given repo.



    


    
      
        query_many!(sql, params \\ [], opts \\ [])

      


        Same as query_many/4 but returns result directly without :ok tuple
and raises on invalid queries



    


    
      
        reload(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.reload/2.



    


    
      
        reload!(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.reload!/2.



    


    
      
        rollback(value)

      


        Callback implementation for Ecto.Repo.rollback/1.



    


    
      
        start_link(opts \\ [])

      


        Callback implementation for Ecto.Repo.start_link/1.



    


    
      
        stop(timeout \\ 5000)

      


        Callback implementation for Ecto.Repo.stop/1.



    


    
      
        stream(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.stream/2.



    


    
      
        to_sql(operation, queryable, opts \\ [])

      


        Converts the given query to SQL according to its kind and the
adapter in the given repository.



    


    
      
        transact(fun_or_multi, opts \\ [])

      


        Callback implementation for Ecto.Repo.transact/2.



    


    
      
        transaction(fun_or_multi, opts \\ [])

      


        Callback implementation for Ecto.Repo.transaction/2.



    


    
      
        update(struct, opts \\ [])

      


        Callback implementation for Ecto.Repo.update/2.



    


    
      
        update!(struct, opts \\ [])

      


        Callback implementation for Ecto.Repo.update!/2.



    


    
      
        update_all(queryable, updates, opts \\ [])

      


        Callback implementation for Ecto.Repo.update_all/3.



    





      


      
        Functions


        


    

  
    
      
    
    
      aggregate(queryable, aggregate, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.aggregate/3.

  



  
    
      
    
    
      aggregate(queryable, aggregate, field, opts)



        
          
        

    

  


  

Callback implementation for Ecto.Repo.aggregate/4.

  



    

  
    
      
    
    
      all(queryable, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.all/2.

  



    

  
    
      
    
    
      all_by(queryable, clauses, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.all_by/3.

  



  
    
      
    
    
      checked_out?()



        
          
        

    

  


  

Callback implementation for Ecto.Repo.checked_out?/0.

  



    

  
    
      
    
    
      checkout(fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.checkout/2.

  



  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      config()



        
          
        

    

  


  

Callback implementation for Ecto.Repo.config/0.

  



  
    
      
    
    
      default_options(operation)



        
          
        

    

  


  

Callback implementation for Ecto.Repo.default_options/1.

  



    

  
    
      
    
    
      delete(struct, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.delete/2.

  



    

  
    
      
    
    
      delete!(struct, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.delete!/2.

  



    

  
    
      
    
    
      delete_all(queryable, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.delete_all/2.

  



    

  
    
      
    
    
      disconnect_all(interval, opts \\ [])



        
          
        

    

  


  

      

          @spec disconnect_all(non_neg_integer(), opts :: Keyword.t()) :: :ok


      


Forces all connections in the repo pool to disconnect within the given interval.
Once this function is called, the pool will disconnect all of its connections
as they are checked in or as they are pinged. Checked in and idle connections
will be randomly disconnected within the given time interval.
If the connection has a backoff configured (which is the case by default),
disconnecting means an attempt at a new connection will be done immediately
after, without starting a new process for each connection. However, if backoff
has been disabled, the connection process will terminate. In such cases,
disconnecting all connections may cause the pool supervisor to restart
depending on the max_restarts/max_seconds configuration of the pool,
so you will want to set those carefully.
If you need connections to be restarted periodically, set the :max_lifetime
option in your repository configuration instead.

  



    

  
    
      
    
    
      exists?(queryable, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.exists?/2.

  



    

  
    
      
    
    
      explain(operation, queryable, opts \\ [])



        
          
        

    

  


  

      

          @spec explain(
  :all | :update_all | :delete_all,
  Ecto.Queryable.t(),
  opts :: Keyword.t()
) ::
  String.t() | Exception.t() | [map()]


      


Executes an EXPLAIN statement or similar for the given query according to its kind and the
adapter in the given repository.
Examples
# Postgres
iex> MyRepo.explain(:all, Post)
"Seq Scan on posts p0  (cost=0.00..12.12 rows=1 width=443)"

iex> Ecto.Adapters.SQL.explain(Repo, :all, Post)
"Seq Scan on posts p0  (cost=0.00..12.12 rows=1 width=443)"

# MySQL
iex> MyRepo.explain(:all, from(p in Post, where: p.title == "title")) |> IO.puts()
+----+-------------+-------+------------+------+---------------+------+---------+------+------+----------+-------------+
| id | select_type | table | partitions | type | possible_keys | key  | key_len | ref  | rows | filtered | Extra       |
+----+-------------+-------+------------+------+---------------+------+---------+------+------+----------+-------------+
|  1 | SIMPLE      | p0    | NULL       | ALL  | NULL          | NULL | NULL    | NULL |    1 |    100.0 | Using where |
+----+-------------+-------+------------+------+---------------+------+---------+------+------+----------+-------------+

# Shared opts
iex> MyRepo.explain(:all, Post, analyze: true, timeout: 20_000)
"Seq Scan on posts p0  (cost=0.00..11.70 rows=170 width=443) (actual time=0.013..0.013 rows=0 loops=1)\nPlanning Time: 0.031 ms\nExecution Time: 0.021 ms"
It's safe to execute it for updates and deletes, no data change will be committed:
iex> MyRepo.explain(Repo, :update_all, from(p in Post, update: [set: [title: "new title"]]))
"Update on posts p0  (cost=0.00..11.70 rows=170 width=449)\n  ->  Seq Scan on posts p0  (cost=0.00..11.70 rows=170 width=449)"
This function is also available under the repository with name explain:
iex> MyRepo.explain(:all, from(p in Post, where: p.title == "title"))
"Seq Scan on posts p0  (cost=0.00..12.12 rows=1 width=443)\n  Filter: ((title)::text = 'title'::text)"
Options
Built-in adapters support passing opts to the EXPLAIN statement according to the following:
	Adapter	Supported opts
	Postgrex	analyze, verbose, costs, settings, buffers, timing, summary, format, plan, wrap_in_transaction
	MyXQL	format, wrap_in_transaction

All options except format are boolean valued and default to false.
The allowed format values are :map, :yaml, and :text:
	:map is the deserialized JSON encoding.
	:yaml and :text return the result as a string.

The built-in adapters support the following formats:
	Postgrex: :map, :yaml and :text
	MyXQL: :map and :text

The wrap_in_transaction option is a boolean that controls whether the command is run inside of a
transaction that is rolled back. This is useful when, for example, you'd like to use analyze: true
on an update or delete query without modifying data. Defaults to true.
The :plan option in Postgrex can take the values :custom or :fallback_generic. When :custom
is specified, the explain plan generated will consider the specific values of the query parameters
that are supplied. When using :fallback_generic, the specific values of the query parameters will
be ignored. :fallback_generic does not use PostgreSQL's built-in support for a generic explain
plan (available as of PostgreSQL 16), but instead uses a special implementation that works for PostgreSQL
versions 12 and above. Defaults to :custom.
Any other value passed to opts will be forwarded to the underlying adapter query function, including
shared Repo options such as :timeout. Non built-in adapters may have specific behaviour and you should
consult their documentation for more details.
For version compatibility, please check your database's documentation:
	Postgrex: PostgreSQL doc.
	MyXQL: MySQL doc.
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Callback implementation for Ecto.Repo.get/3.

  



    

  
    
      
    
    
      get!(queryable, id, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.get!/3.

  



    

  
    
      
    
    
      get_by(queryable, clauses, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.get_by/3.

  



    

  
    
      
    
    
      get_by!(queryable, clauses, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.get_by!/3.

  



  
    
      
    
    
      get_dynamic_repo()



        
          
        

    

  


  

Callback implementation for Ecto.Repo.get_dynamic_repo/0.

  



  
    
      
    
    
      in_transaction?()



        
          
        

    

  


  

Callback implementation for Ecto.Repo.in_transaction?/0.

  



    

  
    
      
    
    
      insert(struct, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.insert/2.

  



    

  
    
      
    
    
      insert!(struct, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.insert!/2.

  



    

  
    
      
    
    
      insert_all(schema_or_source, entries, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.insert_all/3.

  



    

  
    
      
    
    
      insert_or_update(changeset, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.insert_or_update/2.

  



    

  
    
      
    
    
      insert_or_update!(changeset, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.insert_or_update!/2.

  



  
    
      
    
    
      load(schema_or_types, data)



        
          
        

    

  


  

Callback implementation for Ecto.Repo.load/2.

  



    

  
    
      
    
    
      one(queryable, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.one/2.

  



    

  
    
      
    
    
      one!(queryable, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.one!/2.

  



    

  
    
      
    
    
      preload(struct_or_structs_or_nil, preloads, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.preload/3.

  



  
    
      
    
    
      prepare_query(operation, query, opts)



        
          
        

    

  


  

Callback implementation for Ecto.Repo.prepare_query/3.

  



  
    
      
    
    
      prepare_transaction(fun_or_multi, opts)



        
          
        

    

  


  

Callback implementation for Ecto.Repo.prepare_transaction/2.

  



  
    
      
    
    
      put_dynamic_repo(dynamic)



        
          
        

    

  


  

Callback implementation for Ecto.Repo.put_dynamic_repo/1.

  



    

    

  
    
      
    
    
      query(sql, params \\ [], opts \\ [])



        
          
        

    

  


  

      

          @spec query(iodata(), Ecto.Adapters.SQL.query_params(), Keyword.t()) ::
  {:ok, Ecto.Adapters.SQL.query_result()} | {:error, Exception.t()}


      


Runs a custom SQL query.
If the query was successful, it will return an :ok tuple containing
a map with at least two keys:
	:num_rows - the number of rows affected
	:rows - the result set as a list. nil may be returned
instead of the list if the command does not yield any row
as result (but still yields the number of affected rows,
like a delete command without returning would)

Options
	:log - When false, does not log the query
	:timeout - Execute request timeout, accepts: :infinity (default: 15000);

Examples
iex> MyRepo.query("SELECT $1::integer + $2", [40, 2])
{:ok, %{rows: [[42]], num_rows: 1}}

iex> Ecto.Adapters.SQL.query(MyRepo, "SELECT $1::integer + $2", [40, 2])
{:ok, %{rows: [[42]], num_rows: 1}}

  



    

    

  
    
      
    
    
      query!(sql, params \\ [], opts \\ [])



        
          
        

    

  


  

      

          @spec query!(iodata(), Ecto.Adapters.SQL.query_params(), Keyword.t()) ::
  Ecto.Adapters.SQL.query_result()


      


Same as query/3 but returns result directly without :ok tuple
and raises on invalid queries

  



    

    

  
    
      
    
    
      query_many(sql, params \\ [], opts \\ [])



        
          
        

    

  


  

      

          @spec query_many(iodata(), Ecto.Adapters.SQL.query_params(), Keyword.t()) ::
  {:ok, [Ecto.Adapters.SQL.query_result()]} | {:error, Exception.t()}


      


Runs a custom SQL query that returns multiple results on the given repo.
In case of success, it must return an :ok tuple containing a list of
maps with at least two keys:
	:num_rows - the number of rows affected

	:rows - the result set as a list. nil may be returned
instead of the list if the command does not yield any row
as result (but still yields the number of affected rows,
like a delete command without returning would)


Options
	:log - When false, does not log the query
	:timeout - Execute request timeout, accepts: :infinity (default: 15000);

Examples
iex> MyRepo.query_many("SELECT $1; SELECT $2;", [40, 2])
{:ok, [%{rows: [[40]], num_rows: 1}, %{rows: [[2]], num_rows: 1}]}

iex> Ecto.Adapters.SQL.query_many(MyRepo, "SELECT $1; SELECT $2;", [40, 2])
{:ok, [%{rows: [[40]], num_rows: 1}, %{rows: [[2]], num_rows: 1}]}

  



    

    

  
    
      
    
    
      query_many!(sql, params \\ [], opts \\ [])



        
          
        

    

  


  

      

          @spec query_many!(iodata(), Ecto.Adapters.SQL.query_params(), Keyword.t()) :: [
  Ecto.Adapters.SQL.query_result()
]


      


Same as query_many/4 but returns result directly without :ok tuple
and raises on invalid queries
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Callback implementation for Ecto.Repo.reload/2.

  



    

  
    
      
    
    
      reload!(queryable, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.reload!/2.

  



  
    
      
    
    
      rollback(value)



        
          
        

    

  


  

      

          @spec rollback(term()) :: no_return()


      


Callback implementation for Ecto.Repo.rollback/1.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.start_link/1.

  



    

  
    
      
    
    
      stop(timeout \\ 5000)



        
          
        

    

  


  

Callback implementation for Ecto.Repo.stop/1.

  



    

  
    
      
    
    
      stream(queryable, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.stream/2.

  



    

  
    
      
    
    
      to_sql(operation, queryable, opts \\ [])



        
          
        

    

  


  

      

          @spec to_sql(:all | :update_all | :delete_all, Ecto.Queryable.t(), Keyword.t()) ::
  {String.t(), Ecto.Adapters.SQL.query_params()}


      


Converts the given query to SQL according to its kind and the
adapter in the given repository.
Examples
The examples below are meant for reference. Each adapter will
return a different result:
iex> MyRepo.to_sql(:all, Post)
{"SELECT p.id, p.title, p.inserted_at, p.created_at FROM posts as p", []}

iex> MyRepo.to_sql(:update_all, from(p in Post, update: [set: [title: ^"hello"]]))
{"UPDATE posts AS p SET title = $1", ["hello"]}

iex> Ecto.Adapters.SQL.to_sql(:all, MyRepo, Post)
{"SELECT p.id, p.title, p.inserted_at, p.created_at FROM posts as p", []}

  



    

  
    
      
    
    
      transact(fun_or_multi, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.transact/2.

  



    

  
    
      
    
    
      transaction(fun_or_multi, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.transaction/2.

  



    

  
    
      
    
    
      update(struct, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.update/2.

  



    

  
    
      
    
    
      update!(struct, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.update!/2.

  



    

  
    
      
    
    
      update_all(queryable, updates, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.update_all/3.

  


        

      


  

    
LLMProxy.Storage.Repo.SQLite 
    



      
Bundled SQLite Ecto repo for local development, tests, and standalone storage.

      


      
        Summary


  
    Functions
  


    
      
        aggregate(queryable, aggregate, opts \\ [])

      


        Callback implementation for Ecto.Repo.aggregate/3.



    


    
      
        aggregate(queryable, aggregate, field, opts)

      


        Callback implementation for Ecto.Repo.aggregate/4.



    


    
      
        all(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.all/2.



    


    
      
        all_by(queryable, clauses, opts \\ [])

      


        Callback implementation for Ecto.Repo.all_by/3.



    


    
      
        checked_out?()

      


        Callback implementation for Ecto.Repo.checked_out?/0.



    


    
      
        checkout(fun, opts \\ [])

      


        Callback implementation for Ecto.Repo.checkout/2.



    


    
      
        child_spec(opts)

      


    


    
      
        config()

      


        Callback implementation for Ecto.Repo.config/0.



    


    
      
        default_options(operation)

      


        Callback implementation for Ecto.Repo.default_options/1.



    


    
      
        delete(struct, opts \\ [])

      


        Callback implementation for Ecto.Repo.delete/2.



    


    
      
        delete!(struct, opts \\ [])

      


        Callback implementation for Ecto.Repo.delete!/2.



    


    
      
        delete_all(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.delete_all/2.



    


    
      
        disconnect_all(interval, opts \\ [])

      


        Forces all connections in the repo pool to disconnect within the given interval.



    


    
      
        exists?(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.exists?/2.



    


    
      
        explain(operation, queryable, opts \\ [])

      


        Executes an EXPLAIN statement or similar for the given query according to its kind and the
adapter in the given repository.



    


    
      
        get(queryable, id, opts \\ [])

      


        Callback implementation for Ecto.Repo.get/3.



    


    
      
        get!(queryable, id, opts \\ [])

      


        Callback implementation for Ecto.Repo.get!/3.



    


    
      
        get_by(queryable, clauses, opts \\ [])

      


        Callback implementation for Ecto.Repo.get_by/3.



    


    
      
        get_by!(queryable, clauses, opts \\ [])

      


        Callback implementation for Ecto.Repo.get_by!/3.



    


    
      
        get_dynamic_repo()

      


        Callback implementation for Ecto.Repo.get_dynamic_repo/0.



    


    
      
        in_transaction?()

      


        Callback implementation for Ecto.Repo.in_transaction?/0.



    


    
      
        insert(struct, opts \\ [])

      


        Callback implementation for Ecto.Repo.insert/2.



    


    
      
        insert!(struct, opts \\ [])

      


        Callback implementation for Ecto.Repo.insert!/2.



    


    
      
        insert_all(schema_or_source, entries, opts \\ [])

      


        Callback implementation for Ecto.Repo.insert_all/3.



    


    
      
        insert_or_update(changeset, opts \\ [])

      


        Callback implementation for Ecto.Repo.insert_or_update/2.



    


    
      
        insert_or_update!(changeset, opts \\ [])

      


        Callback implementation for Ecto.Repo.insert_or_update!/2.



    


    
      
        load(schema_or_types, data)

      


        Callback implementation for Ecto.Repo.load/2.



    


    
      
        one(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.one/2.



    


    
      
        one!(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.one!/2.



    


    
      
        preload(struct_or_structs_or_nil, preloads, opts \\ [])

      


        Callback implementation for Ecto.Repo.preload/3.



    


    
      
        prepare_query(operation, query, opts)

      


        Callback implementation for Ecto.Repo.prepare_query/3.



    


    
      
        prepare_transaction(fun_or_multi, opts)

      


        Callback implementation for Ecto.Repo.prepare_transaction/2.



    


    
      
        put_dynamic_repo(dynamic)

      


        Callback implementation for Ecto.Repo.put_dynamic_repo/1.



    


    
      
        query(sql, params \\ [], opts \\ [])

      


        Runs a custom SQL query.



    


    
      
        query!(sql, params \\ [], opts \\ [])

      


        Same as query/3 but returns result directly without :ok tuple
and raises on invalid queries



    


    
      
        query_many(sql, params \\ [], opts \\ [])

      


        Runs a custom SQL query that returns multiple results on the given repo.



    


    
      
        query_many!(sql, params \\ [], opts \\ [])

      


        Same as query_many/4 but returns result directly without :ok tuple
and raises on invalid queries



    


    
      
        reload(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.reload/2.



    


    
      
        reload!(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.reload!/2.



    


    
      
        rollback(value)

      


        Callback implementation for Ecto.Repo.rollback/1.



    


    
      
        start_link(opts \\ [])

      


        Callback implementation for Ecto.Repo.start_link/1.



    


    
      
        stop(timeout \\ 5000)

      


        Callback implementation for Ecto.Repo.stop/1.



    


    
      
        stream(queryable, opts \\ [])

      


        Callback implementation for Ecto.Repo.stream/2.



    


    
      
        to_sql(operation, queryable, opts \\ [])

      


        Converts the given query to SQL according to its kind and the
adapter in the given repository.



    


    
      
        transact(fun_or_multi, opts \\ [])

      


        Callback implementation for Ecto.Repo.transact/2.



    


    
      
        transaction(fun_or_multi, opts \\ [])

      


        Callback implementation for Ecto.Repo.transaction/2.



    


    
      
        update(struct, opts \\ [])

      


        Callback implementation for Ecto.Repo.update/2.



    


    
      
        update!(struct, opts \\ [])

      


        Callback implementation for Ecto.Repo.update!/2.



    


    
      
        update_all(queryable, updates, opts \\ [])

      


        Callback implementation for Ecto.Repo.update_all/3.



    





      


      
        Functions
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Callback implementation for Ecto.Repo.aggregate/3.
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Callback implementation for Ecto.Repo.all_by/3.
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Callback implementation for Ecto.Repo.checked_out?/0.
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Callback implementation for Ecto.Repo.config/0.
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Callback implementation for Ecto.Repo.default_options/1.
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Callback implementation for Ecto.Repo.delete/2.
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Callback implementation for Ecto.Repo.delete!/2.
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Callback implementation for Ecto.Repo.delete_all/2.
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          @spec disconnect_all(non_neg_integer(), opts :: Keyword.t()) :: :ok


      


Forces all connections in the repo pool to disconnect within the given interval.
Once this function is called, the pool will disconnect all of its connections
as they are checked in or as they are pinged. Checked in and idle connections
will be randomly disconnected within the given time interval.
If the connection has a backoff configured (which is the case by default),
disconnecting means an attempt at a new connection will be done immediately
after, without starting a new process for each connection. However, if backoff
has been disabled, the connection process will terminate. In such cases,
disconnecting all connections may cause the pool supervisor to restart
depending on the max_restarts/max_seconds configuration of the pool,
so you will want to set those carefully.
If you need connections to be restarted periodically, set the :max_lifetime
option in your repository configuration instead.
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          @spec explain(
  :all | :update_all | :delete_all,
  Ecto.Queryable.t(),
  opts :: Keyword.t()
) ::
  String.t() | Exception.t() | [map()]


      


Executes an EXPLAIN statement or similar for the given query according to its kind and the
adapter in the given repository.
Examples
# Postgres
iex> MyRepo.explain(:all, Post)
"Seq Scan on posts p0  (cost=0.00..12.12 rows=1 width=443)"

iex> Ecto.Adapters.SQL.explain(Repo, :all, Post)
"Seq Scan on posts p0  (cost=0.00..12.12 rows=1 width=443)"

# MySQL
iex> MyRepo.explain(:all, from(p in Post, where: p.title == "title")) |> IO.puts()
+----+-------------+-------+------------+------+---------------+------+---------+------+------+----------+-------------+
| id | select_type | table | partitions | type | possible_keys | key  | key_len | ref  | rows | filtered | Extra       |
+----+-------------+-------+------------+------+---------------+------+---------+------+------+----------+-------------+
|  1 | SIMPLE      | p0    | NULL       | ALL  | NULL          | NULL | NULL    | NULL |    1 |    100.0 | Using where |
+----+-------------+-------+------------+------+---------------+------+---------+------+------+----------+-------------+

# Shared opts
iex> MyRepo.explain(:all, Post, analyze: true, timeout: 20_000)
"Seq Scan on posts p0  (cost=0.00..11.70 rows=170 width=443) (actual time=0.013..0.013 rows=0 loops=1)\nPlanning Time: 0.031 ms\nExecution Time: 0.021 ms"
It's safe to execute it for updates and deletes, no data change will be committed:
iex> MyRepo.explain(Repo, :update_all, from(p in Post, update: [set: [title: "new title"]]))
"Update on posts p0  (cost=0.00..11.70 rows=170 width=449)\n  ->  Seq Scan on posts p0  (cost=0.00..11.70 rows=170 width=449)"
This function is also available under the repository with name explain:
iex> MyRepo.explain(:all, from(p in Post, where: p.title == "title"))
"Seq Scan on posts p0  (cost=0.00..12.12 rows=1 width=443)\n  Filter: ((title)::text = 'title'::text)"
Options
Built-in adapters support passing opts to the EXPLAIN statement according to the following:
	Adapter	Supported opts
	Postgrex	analyze, verbose, costs, settings, buffers, timing, summary, format, plan, wrap_in_transaction
	MyXQL	format, wrap_in_transaction

All options except format are boolean valued and default to false.
The allowed format values are :map, :yaml, and :text:
	:map is the deserialized JSON encoding.
	:yaml and :text return the result as a string.

The built-in adapters support the following formats:
	Postgrex: :map, :yaml and :text
	MyXQL: :map and :text

The wrap_in_transaction option is a boolean that controls whether the command is run inside of a
transaction that is rolled back. This is useful when, for example, you'd like to use analyze: true
on an update or delete query without modifying data. Defaults to true.
The :plan option in Postgrex can take the values :custom or :fallback_generic. When :custom
is specified, the explain plan generated will consider the specific values of the query parameters
that are supplied. When using :fallback_generic, the specific values of the query parameters will
be ignored. :fallback_generic does not use PostgreSQL's built-in support for a generic explain
plan (available as of PostgreSQL 16), but instead uses a special implementation that works for PostgreSQL
versions 12 and above. Defaults to :custom.
Any other value passed to opts will be forwarded to the underlying adapter query function, including
shared Repo options such as :timeout. Non built-in adapters may have specific behaviour and you should
consult their documentation for more details.
For version compatibility, please check your database's documentation:
	Postgrex: PostgreSQL doc.
	MyXQL: MySQL doc.
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Callback implementation for Ecto.Repo.get/3.
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Callback implementation for Ecto.Repo.get!/3.
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Callback implementation for Ecto.Repo.get_by/3.
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Callback implementation for Ecto.Repo.get_by!/3.
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Callback implementation for Ecto.Repo.get_dynamic_repo/0.
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Callback implementation for Ecto.Repo.in_transaction?/0.
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Callback implementation for Ecto.Repo.insert/2.
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Callback implementation for Ecto.Repo.insert!/2.
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Callback implementation for Ecto.Repo.insert_all/3.
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Callback implementation for Ecto.Repo.insert_or_update/2.
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Callback implementation for Ecto.Repo.insert_or_update!/2.
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Callback implementation for Ecto.Repo.load/2.
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Callback implementation for Ecto.Repo.one/2.
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Callback implementation for Ecto.Repo.one!/2.
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Callback implementation for Ecto.Repo.preload/3.
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Callback implementation for Ecto.Repo.prepare_query/3.
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Callback implementation for Ecto.Repo.prepare_transaction/2.
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Callback implementation for Ecto.Repo.put_dynamic_repo/1.
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          @spec query(iodata(), Ecto.Adapters.SQL.query_params(), Keyword.t()) ::
  {:ok, Ecto.Adapters.SQL.query_result()} | {:error, Exception.t()}


      


Runs a custom SQL query.
If the query was successful, it will return an :ok tuple containing
a map with at least two keys:
	:num_rows - the number of rows affected
	:rows - the result set as a list. nil may be returned
instead of the list if the command does not yield any row
as result (but still yields the number of affected rows,
like a delete command without returning would)

Options
	:log - When false, does not log the query
	:timeout - Execute request timeout, accepts: :infinity (default: 15000);

Examples
iex> MyRepo.query("SELECT $1::integer + $2", [40, 2])
{:ok, %{rows: [[42]], num_rows: 1}}

iex> Ecto.Adapters.SQL.query(MyRepo, "SELECT $1::integer + $2", [40, 2])
{:ok, %{rows: [[42]], num_rows: 1}}
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          @spec query!(iodata(), Ecto.Adapters.SQL.query_params(), Keyword.t()) ::
  Ecto.Adapters.SQL.query_result()


      


Same as query/3 but returns result directly without :ok tuple
and raises on invalid queries
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          @spec query_many(iodata(), Ecto.Adapters.SQL.query_params(), Keyword.t()) ::
  {:ok, [Ecto.Adapters.SQL.query_result()]} | {:error, Exception.t()}


      


Runs a custom SQL query that returns multiple results on the given repo.
In case of success, it must return an :ok tuple containing a list of
maps with at least two keys:
	:num_rows - the number of rows affected

	:rows - the result set as a list. nil may be returned
instead of the list if the command does not yield any row
as result (but still yields the number of affected rows,
like a delete command without returning would)


Options
	:log - When false, does not log the query
	:timeout - Execute request timeout, accepts: :infinity (default: 15000);

Examples
iex> MyRepo.query_many("SELECT $1; SELECT $2;", [40, 2])
{:ok, [%{rows: [[40]], num_rows: 1}, %{rows: [[2]], num_rows: 1}]}

iex> Ecto.Adapters.SQL.query_many(MyRepo, "SELECT $1; SELECT $2;", [40, 2])
{:ok, [%{rows: [[40]], num_rows: 1}, %{rows: [[2]], num_rows: 1}]}
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          @spec query_many!(iodata(), Ecto.Adapters.SQL.query_params(), Keyword.t()) :: [
  Ecto.Adapters.SQL.query_result()
]


      


Same as query_many/4 but returns result directly without :ok tuple
and raises on invalid queries
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Callback implementation for Ecto.Repo.reload/2.
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Callback implementation for Ecto.Repo.reload!/2.
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          @spec rollback(term()) :: no_return()


      


Callback implementation for Ecto.Repo.rollback/1.
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Callback implementation for Ecto.Repo.start_link/1.
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Callback implementation for Ecto.Repo.stop/1.
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Callback implementation for Ecto.Repo.stream/2.
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          @spec to_sql(:all | :update_all | :delete_all, Ecto.Queryable.t(), Keyword.t()) ::
  {String.t(), Ecto.Adapters.SQL.query_params()}


      


Converts the given query to SQL according to its kind and the
adapter in the given repository.
Examples
The examples below are meant for reference. Each adapter will
return a different result:
iex> MyRepo.to_sql(:all, Post)
{"SELECT p.id, p.title, p.inserted_at, p.created_at FROM posts as p", []}

iex> MyRepo.to_sql(:update_all, from(p in Post, update: [set: [title: ^"hello"]]))
{"UPDATE posts AS p SET title = $1", ["hello"]}

iex> Ecto.Adapters.SQL.to_sql(:all, MyRepo, Post)
{"SELECT p.id, p.title, p.inserted_at, p.created_at FROM posts as p", []}

  



    

  
    
      
    
    
      transact(fun_or_multi, opts \\ [])



        
          
        

    

  


  

Callback implementation for Ecto.Repo.transact/2.
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Callback implementation for Ecto.Repo.transaction/2.
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Callback implementation for Ecto.Repo.update/2.
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Callback implementation for Ecto.Repo.update!/2.
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Callback implementation for Ecto.Repo.update_all/3.
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SQL adapter detection and support checks for storage queries and migrations.
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LLMProxy.Stream.Event 
    



      
Server-sent stream event with protocol wire-event constructors.
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          @type kind() ::
  :start
  | :content
  | :reasoning
  | :tool_call
  | :usage
  | :finish
  | :error
  | :metadata
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          @type t() :: %LLMProxy.Stream.Event{
  data: map() | String.t(),
  event: String.t() | nil,
  kind: kind(),
  usage: LLMProxy.Usage.t() | nil
}
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LLMProxy.Stream.Heartbeat 
    



      
Adds periodic heartbeat markers while an upstream enumerable is silent.
The producer is pulled at most one event ahead so slow HTTP clients cannot cause
unbounded buffering. Consumers render heartbeat markers as SSE comments.
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          @type t() :: %LLMProxy.Stream.Heartbeat{}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      wrap(stream)



        
          
        

    

  


  

      

          @spec wrap(Enumerable.t()) :: Enumerable.t()


      



  



  
    
      
    
    
      wrap(stream, opts)



        
          
        

    

  


  

      

          @spec wrap(Enumerable.t(), pos_integer() | keyword()) :: Enumerable.t()


      



  



  
    
      
    
    
      wrap(stream, interval_ms, opts)



        
          
        

    

  


  

      

          @spec wrap(Enumerable.t(), pos_integer(), keyword()) :: Enumerable.t()


      



  


        

      


  

    
LLMProxy.Stream.Heartbeat.Failure 
    



      
A boundary marker for failures raised by a lazy upstream stream.
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          @type t() :: %LLMProxy.Stream.Heartbeat.Failure{reason: term()}


      



  


        

      


  

    
LLMProxy.Stream.SSEWriter 
    



      
Helpers for writing SSE events to a Plug.Conn chunked response.
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Manages provider tokens with rate-limit cooldowns.
Picks tokens using the configured affinity or fill-first strategy.
Priority: OAuth tokens first, then API keys as fallback.
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See Supervisor.
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      pick_token(provider, user_id \\ "", model \\ nil)



        
          
        

    

  


  


  



    

    

  
    
      
    
    
      pick_token_by_kind(provider, kind, user_id \\ "", model \\ nil)



        
          
        

    

  


  


  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.TokenPool.Server.State 
    



      
Runtime token-pool server state.

      




  

    
LLMProxy.Trace 
    



      
Request and trace ID generation plus Plug response-header propagation.

      


      
        Summary


  
    Functions
  


    
      
        ensure_conn(conn)

      


    


    
      
        new_id()

      


    


    
      
        proxy_header()

      


    


    
      
        request_header()

      


    





      


      
        Functions


        


  
    
      
    
    
      ensure_conn(conn)



        
          
        

    

  


  

      

          @spec ensure_conn(Plug.Conn.t()) :: {Plug.Conn.t(), String.t()}


      



  



  
    
      
    
    
      new_id()



        
          
        

    

  


  

      

          @spec new_id() :: String.t()


      



  



  
    
      
    
    
      proxy_header()



        
          
        

    

  


  

      

          @spec proxy_header() :: String.t()


      



  



  
    
      
    
    
      request_header()



        
          
        

    

  


  

      

          @spec request_header() :: String.t()


      



  


        

      


  

    
LLMProxy 
    



      
Elixir-native LLM gateway for in-process, ReqLLM, SafeRPC, and HTTP calls.
LLMProxy applies model routing, provider fallback, API-key governance, usage
accounting, and tracing through one provider execution boundary. It can run
inside an existing application or as a standalone OpenAI-compatible service.

      


      
        Summary


  
    Functions
  


    
      
        chat(messages, opts \\ [])

      


        Calls the proxy in-process using ReqLLM messages or a plain prompt.



    


    
      
        chat(request, meta, state)

      


        Run a chat completion through LLMProxy.



    


    
      
        models(payload, meta, state)

      


        List available models.



    


    
      
        status(payload, meta, state)

      


        Return service status.



    





      


      
        Functions


        


    

  
    
      
    
    
      chat(messages, opts \\ [])



        
          
        

    

  


  

Calls the proxy in-process using ReqLLM messages or a plain prompt.
Pass either :actor with %LLMProxy.Actor{} or :api_key with an existing
LLMProxy API key schema/map so quota and usage accounting can run.

  



  
    
      
    
    
      chat(request, meta, state)



        
          
        

    

  


  

      

          @spec chat(LLMProxy.Protocol.Request.t(), map(), term()) ::
  {:ok, LLMProxy.Response.t()} | {:error, term()}


      


Run a chat completion through LLMProxy.

  



  
    
      
    
    
      models(payload, meta, state)



        
          
        

    

  


  

      

          @spec models(map(), map(), term()) :: {:ok, [map()]}


      


List available models.

  



  
    
      
    
    
      status(payload, meta, state)



        
          
        

    

  


  

      

          @spec status(map(), map(), term()) :: {:ok, map()}


      


Return service status.

  


        

      


  

    
LLMProxy.Actor 
    



      
Authenticated caller identity used below transport boundaries.

      


      
        Summary


  
    Types
  


    
      
        kind()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        from_api_key(api_key)

      


    


    
      
        master_key()

      


    


    
      
        system(opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() :: :api_key | :user | :system | :master


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Actor{
  api_key: map() | nil,
  id: String.t(),
  kind: kind(),
  limits: map(),
  metadata: map(),
  name: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_api_key(api_key)



        
          
        

    

  


  

      

          @spec from_api_key(map()) :: t()


      



  



  
    
      
    
    
      master_key()



        
          
        

    

  


  

      

          @spec master_key() :: map()


      



  



    

  
    
      
    
    
      system(opts \\ [])



        
          
        

    

  


  

      

          @spec system(keyword()) :: t()


      



  


        

      


  

    
LLMProxy.Provider 
    



      
Core in-process LLMProxy provider and ReqLLM adapter.
HTTP routes and local Elixir calls use this module as the execution boundary.
The ReqLLM callbacks expose the same execution path through ReqLLM's provider API.

      


      
        Summary


  
    Types
  


    
      
        call_error()

      


    





  
    Functions
  


    
      
        attach(request, model_input, user_opts)

      


        Default implementation of attach/3.



    


    
      
        attach_stream(model, context, opts, finch_name)

      


        Default implementation of attach_stream/4.



    


    
      
        base_url()

      


    


    
      
        build_body(request)

      


        Default implementation of build_body/1.



    


    
      
        call(request, actor_or_key, opts \\ [])

      


    


    
      
        call_native(request, actor_or_key, opts \\ [])

      


    


    
      
        chat(messages, opts \\ [])

      


    


    
      
        chat_request(messages, opts)

      


    


    
      
        decode_response(request_response)

      


        Default implementation of decode_response/1.



    


    
      
        decode_stream_event(event, model)

      


        Default implementation of decode_stream_event/2.



    


    
      
        default_base_url()

      


    


    
      
        encode_body(request)

      


        Default implementation of encode_body/1.



    


    
      
        extract_usage(body, model)

      


        Default implementation of extract_usage/2.



    


    
      
        prepare_request(operation, model_spec, input, opts)

      


        Default implementation of prepare_request/4.



    


    
      
        provider_extended_generation_schema()

      


    


    
      
        provider_id()

      


    


    
      
        provider_schema()

      


    


    
      
        stream(request, actor_or_key, opts \\ [])

      


    


    
      
        stream_native(request, actor_or_key, opts \\ [])

      


    


    
      
        supported_provider_options()

      


    


    
      
        translate_options(operation, model, opts)

      


        Default implementation of translate_options/3.



    





      


      
        Types


        


  
    
      
    
    
      call_error()



        
          
        

    

  


  

      

          @type call_error() ::
  {:request, LLMProxy.Protocol.Request.Error.t()}
  | {:permission, String.t()}
  | {:not_found, String.t()}
  | {:missing_api_key, term()}
  | {:invalid_api_key, String.t()}
  | {:concurrency_limit, non_neg_integer()}
  | {:guardrail, term()}
  | {:provider, LLMProxy.Providers.Result.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      attach(request, model_input, user_opts)



        
          
        

    

  


  

Default implementation of attach/3.
Sets up Bearer token authentication and standard pipeline steps.

  



  
    
      
    
    
      attach_stream(model, context, opts, finch_name)



        
          
        

    

  


  

Default implementation of attach_stream/4.
Builds complete streaming requests using OpenAI-compatible format.

  



  
    
      
    
    
      base_url()



        
          
        

    

  


  


  



  
    
      
    
    
      build_body(request)



        
          
        

    

  


  

Default implementation of build_body/1.
Builds request body using OpenAI-compatible format for chat and embedding operations.

  



    

  
    
      
    
    
      call(request, actor_or_key, opts \\ [])



        
          
        

    

  


  

      

          @spec call(
  LLMProxy.Protocol.Request.t(),
  LLMProxy.Actor.t() | map() | String.t(),
  keyword()
) ::
  {:ok, LLMProxy.Response.t()} | {:error, call_error()}


      



  



    

  
    
      
    
    
      call_native(request, actor_or_key, opts \\ [])



        
          
        

    

  


  

      

          @spec call_native(
  LLMProxy.Protocol.Request.t(),
  LLMProxy.Actor.t() | map() | String.t(),
  keyword()
) ::
  {:ok, LLMProxy.Providers.Result.t()} | {:error, call_error()}


      



  



    

  
    
      
    
    
      chat(messages, opts \\ [])



        
          
        

    

  


  

      

          @spec chat(
  String.t() | list() | ReqLLM.Context.t(),
  keyword()
) ::
  {:ok, LLMProxy.Response.t()}
  | {:error, call_error() | {:request, LLMProxy.Protocol.Request.Error.t()}}


      



  



  
    
      
    
    
      chat_request(messages, opts)



        
          
        

    

  


  

      

          @spec chat_request(
  String.t() | list() | ReqLLM.Context.t(),
  keyword()
) ::
  {:ok, LLMProxy.Protocol.Request.t()}
  | {:error, LLMProxy.Protocol.Request.Error.t() | term()}


      



  



  
    
      
    
    
      decode_response(request_response)



        
          
        

    

  


  

Default implementation of decode_response/1.
Handles success/error responses with standard ReqLLM.Response creation.

  



  
    
      
    
    
      decode_stream_event(event, model)



        
          
        

    

  


  

Default implementation of decode_stream_event/2.
Decodes SSE events using OpenAI-compatible format.

  



  
    
      
    
    
      default_base_url()



        
          
        

    

  


  


  



  
    
      
    
    
      encode_body(request)



        
          
        

    

  


  

Default implementation of encode_body/1.
Encodes request body using OpenAI-compatible format for chat and embedding operations.

  



  
    
      
    
    
      extract_usage(body, model)



        
          
        

    

  


  

Default implementation of extract_usage/2.
Extracts usage data from standard usage field in response body.

  



  
    
      
    
    
      prepare_request(operation, model_spec, input, opts)



        
          
        

    

  


  

Default implementation of prepare_request/4.
Handles :chat, :object, and :embedding operations using OpenAI-compatible patterns.

  



  
    
      
    
    
      provider_extended_generation_schema()



        
          
        

    

  


  


  



  
    
      
    
    
      provider_id()



        
          
        

    

  


  


  



  
    
      
    
    
      provider_schema()



        
          
        

    

  


  


  



    

  
    
      
    
    
      stream(request, actor_or_key, opts \\ [])



        
          
        

    

  


  

      

          @spec stream(
  LLMProxy.Protocol.Request.t(),
  LLMProxy.Actor.t() | map() | String.t(),
  keyword()
) ::
  {:ok, LLMProxy.Providers.Result.t()} | {:error, call_error()}


      



  



    

  
    
      
    
    
      stream_native(request, actor_or_key, opts \\ [])



        
          
        

    

  


  

      

          @spec stream_native(
  LLMProxy.Protocol.Request.t(),
  LLMProxy.Actor.t() | map() | String.t(),
  keyword()
) ::
  {:ok, LLMProxy.Providers.Result.t()} | {:error, call_error()}


      



  



  
    
      
    
    
      supported_provider_options()



        
          
        

    

  


  


  



  
    
      
    
    
      translate_options(operation, model, opts)



        
          
        

    

  


  

Default implementation of translate_options/3.
Pass-through implementation that returns options unchanged.

  


        

      


  

    
LLMProxy.Response 
    



      
Internal non-stream LLMProxy response.
The generated model turn is stored as a canonical ReqLLM.Response struct.
HTTP routes render protocol wire maps at the boundary with to_openai/1.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        put_text(response, text)

      


    


    
      
        to_openai(response)

      


    


    
      
        to_openai_chat_completion(response, model, id, usage, empty_content, created_at \\ nil)

      


    


    
      
        to_responses(response, model, created_at \\ nil)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Response{
  cache_hit: boolean(),
  cache_ttl_ms: pos_integer() | nil,
  cacheable: boolean(),
  message: ReqLLM.Response.t(),
  model: String.t(),
  provider: module(),
  provider_name: String.t() | nil,
  provider_response: term(),
  request: LLMProxy.Protocol.Request.t(),
  trace_id: String.t() | nil,
  usage: LLMProxy.Usage.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      put_text(response, text)



        
          
        

    

  


  

      

          @spec put_text(t(), String.t()) :: t()


      



  



  
    
      
    
    
      to_openai(response)



        
          
        

    

  


  

      

          @spec to_openai(t()) :: map()


      



  



    

  
    
      
    
    
      to_openai_chat_completion(response, model, id, usage, empty_content, created_at \\ nil)



        
          
        

    

  


  

      

          @spec to_openai_chat_completion(
  ReqLLM.Response.t(),
  String.t(),
  String.t(),
  LLMProxy.Usage.t() | map() | nil,
  String.t() | nil,
  pos_integer() | nil
) :: map()


      



  



    

  
    
      
    
    
      to_responses(response, model, created_at \\ nil)



        
          
        

    

  


  

      

          @spec to_responses(ReqLLM.Response.t(), String.t(), pos_integer() | nil) :: map()


      



  


        

      


  

    
LLMProxy.Usage 
    



      
Token usage accounting and protocol usage-map rendering.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_anthropic(usage)

      


    


    
      
        from_openai(usage)

      


    


    
      
        from_responses(usage)

      


    


    
      
        merge_max(usage, event_usage)

      


    


    
      
        new(input_tokens, output_tokens, cache_read_tokens \\ 0, cache_write_tokens \\ 0)

      


    


    
      
        put_output_tokens(usage, output_tokens)

      


    


    
      
        to_openai(usage)

      


    


    
      
        to_req_llm(usage)

      


    


    
      
        to_responses(usage)

      


    


    
      
        zero()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Usage{
  cache_read_tokens: non_neg_integer(),
  cache_write_tokens: non_neg_integer(),
  input_tokens: non_neg_integer(),
  output_tokens: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_anthropic(usage)



        
          
        

    

  


  

      

          @spec from_anthropic(map()) :: t()


      



  



  
    
      
    
    
      from_openai(usage)



        
          
        

    

  


  

      

          @spec from_openai(map()) :: t()


      



  



  
    
      
    
    
      from_responses(usage)



        
          
        

    

  


  

      

          @spec from_responses(map()) :: t()


      



  



  
    
      
    
    
      merge_max(usage, event_usage)



        
          
        

    

  


  

      

          @spec merge_max(t(), t()) :: t()


      



  



    

    

  
    
      
    
    
      new(input_tokens, output_tokens, cache_read_tokens \\ 0, cache_write_tokens \\ 0)



        
          
        

    

  


  

      

          @spec new(non_neg_integer(), non_neg_integer(), non_neg_integer(), non_neg_integer()) ::
  t()


      



  



  
    
      
    
    
      put_output_tokens(usage, output_tokens)



        
          
        

    

  


  

      

          @spec put_output_tokens(t(), non_neg_integer()) :: t()


      



  



  
    
      
    
    
      to_openai(usage)



        
          
        

    

  


  

      

          @spec to_openai(map() | t() | nil) :: map()


      



  



  
    
      
    
    
      to_req_llm(usage)



        
          
        

    

  


  

      

          @spec to_req_llm(t()) :: map()


      



  



  
    
      
    
    
      to_responses(usage)



        
          
        

    

  


  

      

          @spec to_responses(map() | t() | nil) :: map()


      



  



  
    
      
    
    
      zero()



        
          
        

    

  


  

      

          @spec zero() :: t()


      



  


        

      


  

    
LLMProxy.Provider.Credential 
    



      
Decrypted provider credentials for one provider request.
Storage schemas keep encoded values. The token pool creates this runtime value
only after it selects a credential for use at a provider boundary.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Provider.Credential{
  account_id: String.t() | nil,
  added_at: DateTime.t() | nil,
  enabled: boolean(),
  expires_at: DateTime.t() | nil,
  id: integer(),
  kind: String.t(),
  label: String.t() | nil,
  provider: String.t(),
  proxy: String.t() | nil,
  refresh_token: String.t() | nil,
  token: String.t()
}


      



  


        

      


  

    
LLMProxy.Provider.TokenCodec behaviour
    



      
Configurable encoding boundary for provider API keys and OAuth tokens.
A codec receives the credential field as context. This lets a codec bind its
ciphertext to the field and prevents an access token from being used as a
refresh token. Configure a module or a {module, options} tuple with
:provider_token_codec.

      


      
        Summary


  
    Types
  


    
      
        context()

      


    


    
      
        options()

      


    





  
    Callbacks
  


    
      
        decode(t, context, options)

      


    


    
      
        encode(t, context, options)

      


    


    
      
        encoded?(t, options)

      


    


    
      
        validate_options(options)

      


    





  
    Functions
  


    
      
        credential(stored)

      


    


    
      
        decode(value, field)

      


    


    
      
        encode(value, field)

      


    


    
      
        encode_attrs(attrs)

      


    


    
      
        encoded?(value)

      


    





      


      
        Types


        


  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: %{field: :token | :refresh_token}


      



  



  
    
      
    
    
      options()



        
          
        

    

  


  

      

          @type options() :: keyword() | map()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      decode(t, context, options)



        
          
        

    

  


  

      

          @callback decode(String.t(), context(), options()) :: {:ok, String.t()} | {:error, term()}


      



  



  
    
      
    
    
      encode(t, context, options)



        
          
        

    

  


  

      

          @callback encode(String.t(), context(), options()) :: {:ok, String.t()} | {:error, term()}


      



  



  
    
      
    
    
      encoded?(t, options)



        
          
        

    

  


  

      

          @callback encoded?(String.t(), options()) :: boolean()


      



  



  
    
      
    
    
      validate_options(options)


        (optional)


        
          
        

    

  


  

      

          @callback validate_options(options()) :: :ok | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      credential(stored)



        
          
        

    

  


  

      

          @spec credential(LLMProxy.Schemas.ProviderToken.t()) ::
  {:ok, LLMProxy.Provider.Credential.t()} | {:error, term()}


      



  



  
    
      
    
    
      decode(value, field)



        
          
        

    

  


  

      

          @spec decode(String.t() | nil, :token | :refresh_token) ::
  {:ok, String.t() | nil} | {:error, term()}


      



  



  
    
      
    
    
      encode(value, field)



        
          
        

    

  


  

      

          @spec encode(String.t() | nil, :token | :refresh_token) ::
  {:ok, String.t() | nil} | {:error, term()}


      



  



  
    
      
    
    
      encode_attrs(attrs)



        
          
        

    

  


  

      

          @spec encode_attrs(map()) :: {:ok, map()} | {:error, term()}


      



  



  
    
      
    
    
      encoded?(value)



        
          
        

    

  


  

      

          @spec encoded?(String.t() | nil) :: boolean()


      



  


        

      


  

    
LLMProxy.Provider.TokenCodec.AESGCM 
    



      
Versioned AES-256-GCM codec for provider credentials.
Options must contain :active_key_id and a :keys map. Each key is a
Base64-encoded 32-byte value or an explicit {:raw, value} tuple. Encryption
always uses the active key. Decryption selects the key ID from the ciphertext,
so old keys can stay in the map during rotation.
Set :allow_plaintext to false after an explicit migration is verified.

      




  

    
LLMProxy.Provider.TokenCodec.Migration 
    



      
Explicit migration tools for stored provider credentials.
Encryption and plaintext rollback run in one database transaction. Status and
verification return counts only. They never return credential values.

      


      
        Summary


  
    Types
  


    
      
        counts()

      


    





  
    Functions
  


    
      
        decrypt_all()

      


    


    
      
        encrypt_all()

      


    


    
      
        rotate_all()

      


    


    
      
        status()

      


    


    
      
        verify()

      


    





      


      
        Types


        


  
    
      
    
    
      counts()



        
          
        

    

  


  

      

          @type counts() :: %{
  rows: non_neg_integer(),
  encrypted_fields: non_neg_integer(),
  plaintext_fields: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decrypt_all()



        
          
        

    

  


  

      

          @spec decrypt_all() :: {:ok, map()} | {:error, term()}


      



  



  
    
      
    
    
      encrypt_all()



        
          
        

    

  


  

      

          @spec encrypt_all() :: {:ok, map()} | {:error, term()}


      



  



  
    
      
    
    
      rotate_all()



        
          
        

    

  


  

      

          @spec rotate_all() :: {:ok, map()} | {:error, term()}


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @spec status() :: {:ok, counts()} | {:error, term()}


      



  



  
    
      
    
    
      verify()



        
          
        

    

  


  

      

          @spec verify() :: {:ok, counts()} | {:error, term()}


      



  


        

      


  

    
LLMProxy.Provider.TokenCodec.Plaintext 
    



      
Compatibility codec that keeps provider credentials as plaintext.
Configure an encryption codec before you store production credentials. The
codec rejects LLMProxy's encrypted envelope so missing keyring configuration
fails closed instead of forwarding ciphertext as an upstream credential.

      




  

    
LLMProxy.Catalog 
    



      
Public model catalog for aliases and deployment metadata.

      


      
        Summary


  
    Functions
  


    
      
        all_models()

      


    


    
      
        get_model(name)

      


    


    
      
        init()

      


    


    
      
        load(models)

      


    


    
      
        put_model(model)

      


    


    
      
        resolve(name)

      


    


    
      
        resolve_deployments(name, request \\ nil)

      


    





      


      
        Functions


        


  
    
      
    
    
      all_models()



        
          
        

    

  


  

      

          @spec all_models() :: [map()]


      



  



  
    
      
    
    
      get_model(name)



        
          
        

    

  


  

      

          @spec get_model(String.t()) :: LLMProxy.Catalog.Model.t() | nil


      



  



  
    
      
    
    
      init()



        
          
        

    

  


  

      

          @spec init() :: :ok


      



  



  
    
      
    
    
      load(models)



        
          
        

    

  


  

      

          @spec load([LLMProxy.Catalog.Model.t()]) :: :ok


      



  



  
    
      
    
    
      put_model(model)



        
          
        

    

  


  

      

          @spec put_model(LLMProxy.Catalog.Model.t()) :: :ok


      



  



  
    
      
    
    
      resolve(name)



        
          
        

    

  


  

      

          @spec resolve(String.t()) :: {:ok, LLMProxy.Catalog.Deployment.t()} | :error


      



  



    

  
    
      
    
    
      resolve_deployments(name, request \\ nil)



        
          
        

    

  


  

      

          @spec resolve_deployments(String.t(), LLMProxy.Protocol.Request.t() | nil) ::
  {:ok, [LLMProxy.Catalog.Deployment.t()]} | :error


      



  


        

      


  

    
LLMProxy.Catalog.Deployment 
    



      
Internal catalog deployment target for a public model alias.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new!(attrs)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Catalog.Deployment{
  cooldown_ms: pos_integer(),
  failure_threshold: pos_integer(),
  metadata: map(),
  order: pos_integer(),
  provider: module(),
  provider_name: String.t(),
  timeout_ms: pos_integer() | nil,
  token_pool: String.t() | nil,
  upstream_model: String.t(),
  weight: pos_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new!(attrs)



        
          
        

    

  


  

      

          @spec new!(keyword()) :: t()


      



  


        

      


  

    
LLMProxy.Catalog.Model 
    



      
Internal catalog entry for a public model alias.

      


      
        Summary


  
    Types
  


    
      
        routing_strategy()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        new!(attrs)

      


    


    
      
        routing_strategy!(strategy)

      


    





      


      
        Types


        


  
    
      
    
    
      routing_strategy()



        
          
        

    

  


  

      

          @type routing_strategy() ::
  :ordered
  | :shuffle
  | :round_robin
  | :weighted_shuffle
  | :lowest_cost
  | :latency_aware


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %LLMProxy.Catalog.Model{
  deployments: [LLMProxy.Catalog.Deployment.t()],
  hidden: boolean(),
  metadata: map(),
  name: String.t(),
  routing_strategy: routing_strategy()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new!(attrs)



        
          
        

    

  


  

      

          @spec new!(keyword()) :: t()


      



  



  
    
      
    
    
      routing_strategy!(strategy)



        
          
        

    

  


  

      

          @spec routing_strategy!(atom() | String.t()) :: routing_strategy()


      



  


        

      


  

    
LLMProxy.Providers.Execution 
    



      
Executes bounded provider attempts with replay-safe fallback, telemetry,
timeouts, and circuit-breaker handling.
Proven pre-dispatch failures and refusals can use the next route. Timeouts and
server errors require the explicit uncertain-replay compatibility policy.

      


      
        Summary


  
    Functions
  


    
      
        call(provider, body, user_id, model)

      


    


    
      
        call_attempts(attempts, body, user_id)

      


    


    
      
        call_native_attempts(attempts, request, user_id, api_name)

      


    


    
      
        stream(provider, body, user_id, model)

      


    


    
      
        stream_attempts(attempts, body, user_id)

      


    


    
      
        stream_native_attempts(attempts, request, user_id, api_name)

      


    





      


      
        Functions


        


  
    
      
    
    
      call(provider, body, user_id, model)



        
          
        

    

  


  


  



  
    
      
    
    
      call_attempts(attempts, body, user_id)



        
          
        

    

  


  


  



  
    
      
    
    
      call_native_attempts(attempts, request, user_id, api_name)



        
          
        

    

  


  


  



  
    
      
    
    
      stream(provider, body, user_id, model)



        
          
        

    

  


  


  



  
    
      
    
    
      stream_attempts(attempts, body, user_id)



        
          
        

    

  


  


  



  
    
      
    
    
      stream_native_attempts(attempts, request, user_id, api_name)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Providers.Registry 
    



      
Provider discovery via :persistent_term.
Providers register themselves at application startup.
Model→provider lookup is O(1).

      


      
        Summary


  
    Functions
  


    
      
        all_models()

      


    


    
      
        get_fallbacks(model_id)

      


        Returns fallback {provider_module, model_id} pairs for a model.



    


    
      
        get_provider(model_id)

      


    


    
      
        init()

      


    


    
      
        list_providers()

      


    


    
      
        public_model?(model_id)

      


    


    
      
        public_models()

      


    


    
      
        register(module)

      


    


    
      
        resolve_attempts(request)

      


    


    
      
        resolve_model(model_id)

      


    





      


      
        Functions


        


  
    
      
    
    
      all_models()



        
          
        

    

  


  


  



  
    
      
    
    
      get_fallbacks(model_id)



        
          
        

    

  


  

Returns fallback {provider_module, model_id} pairs for a model.
Configured via config :llm_proxy, :fallbacks.
Each fallback model must be registered with a provider.

  



  
    
      
    
    
      get_provider(model_id)



        
          
        

    

  


  


  



  
    
      
    
    
      init()



        
          
        

    

  


  


  



  
    
      
    
    
      list_providers()



        
          
        

    

  


  


  



  
    
      
    
    
      public_model?(model_id)



        
          
        

    

  


  


  



  
    
      
    
    
      public_models()



        
          
        

    

  


  


  



  
    
      
    
    
      register(module)



        
          
        

    

  


  


  



  
    
      
    
    
      resolve_attempts(request)



        
          
        

    

  


  


  



  
    
      
    
    
      resolve_model(model_id)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Cache behaviour
    



      
Behaviour for deterministic response cache adapters.
Configure one adapter with:
config :llm_proxy, cache: MyApp.LLMCache
The adapter receives a deterministic cache key and context map. It stores and
returns %LLMProxy.Response{} values; external adapters can serialize the
response if needed. Cache access requires an API key with explicit content
capture because responses include model output and request context.

      


      
        Summary


  
    Types
  


    
      
        context()

      


    





  
    Callbacks
  


    
      
        get(t, context)

      


    


    
      
        put(t, t, context)

      


    





      


      
        Types


        


  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: %{
  optional(:actor) => LLMProxy.Actor.t(),
  optional(:api_key) => map(),
  optional(:route) => atom(),
  optional(:model) => String.t(),
  optional(:provider) => module(),
  optional(:provider_name) => String.t() | nil,
  optional(:trace_id) => String.t(),
  optional(:cache_key) => String.t(),
  optional(:metadata) => map()
}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      get(t, context)



        
          
        

    

  


  

      

          @callback get(String.t(), context()) ::
  {:hit, LLMProxy.Response.t()} | :miss | {:error, term()}


      



  



  
    
      
    
    
      put(t, t, context)


        (optional)


        
          
        

    

  


  

      

          @callback put(String.t(), LLMProxy.Response.t(), context()) :: :ok | {:error, term()}


      



  


        

      


  

    
LLMProxy.Guardrail behaviour
    



      
Behaviour for host-defined request/response policy hooks.
Guardrails are configured with:
config :llm_proxy, guardrails: [MyApp.LLMPolicy]
Callbacks run in order. They should be deterministic and side-effect-light.

      


      
        Summary


  
    Types
  


    
      
        context()

      


    





  
    Callbacks
  


    
      
        after_response(t, context)

      


    


    
      
        before_request(t, context)

      


    


    
      
        on_stream_event(t, context)

      


    





      


      
        Types


        


  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: %{
  optional(:actor) => LLMProxy.Actor.t(),
  optional(:api_key) => map(),
  optional(:route) => atom(),
  optional(:model) => String.t(),
  optional(:provider) => module(),
  optional(:provider_name) => String.t() | nil,
  optional(:trace_id) => String.t(),
  optional(:cache_key) => String.t(),
  optional(:metadata) => map()
}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      after_response(t, context)


        (optional)


        
          
        

    

  


  

      

          @callback after_response(LLMProxy.Response.t(), context()) ::
  {:ok, LLMProxy.Response.t()} | {:error, term()}


      



  



  
    
      
    
    
      before_request(t, context)


        (optional)


        
          
        

    

  


  

      

          @callback before_request(LLMProxy.Protocol.Request.t(), context()) ::
  {:ok, LLMProxy.Protocol.Request.t()} | {:error, term()}


      



  



  
    
      
    
    
      on_stream_event(t, context)


        (optional)


        
          
        

    

  


  

      

          @callback on_stream_event(LLMProxy.Stream.Event.t(), context()) ::
  {:ok, LLMProxy.Stream.Event.t() | nil} | {:error, term()}


      



  


        

      


  

    
LLMProxy.Storage 
    



      
Public persistence facade for keys, usage, quotas, tokens, traces, and feedback.

      


      
        Summary


  
    Functions
  


    
      
        add_token(provider, kind, token, opts \\ %{})

      


    


    
      
        check_model_access(key, model)

      


    


    
      
        check_quota(key)

      


    


    
      
        check_service_quota(key, service)

      


    


    
      
        create_key(name, opts \\ %{})

      


    


    
      
        delete_key(id)

      


    


    
      
        find_key(raw_key)

      


    


    
      
        find_trace_by_request_id(request_id)

      


    


    
      
        get_cache_ratio_in_window(key_id, window_ms)

      


    


    
      
        get_daily_stats(opts \\ %{})

      


    


    
      
        get_message_count_in_window(key_id, window_ms)

      


    


    
      
        get_messages(opts \\ %{})

      


    


    
      
        get_service_usage_in_window(key_id, service, window_ms)

      


    


    
      
        get_stats(opts \\ %{})

      


    


    
      
        get_tokens(provider, kind)

      


    


    
      
        get_trace(id)

      


    


    
      
        get_trace_feedback(trace_id)

      


    


    
      
        get_traces(opts \\ %{})

      


    


    
      
        get_usage_in_window(key_id, window_ms)

      


    


    
      
        list_keys(opts \\ %{})

      


    


    
      
        list_tokens(opts \\ %{})

      


    


    
      
        list_trace_feedback(trace_or_request_id)

      


    


    
      
        log_message(attrs)

      


    


    
      
        record_service_usage(attrs)

      


    


    
      
        record_trace(attrs)

      


    


    
      
        record_trace_feedback(attrs)

      


    


    
      
        record_usage(attrs)

      


    


    
      
        remove_token(id)

      


    


    
      
        seed_tokens_from_env(entries)

      


    


    
      
        set_content_capture(id, enabled)

      


    


    
      
        set_key_enabled(id, enabled)

      


    


    
      
        set_token_enabled(id, enabled)

      


    


    
      
        update_key_models(id, allowed_models)

      


    


    
      
        update_key_quota(id, quota_attrs)

      


    


    
      
        update_key_usage(key, usage)

      


    


    
      
        update_message_usage(id, usage)

      


    


    
      
        update_token_oauth(id, attrs)

      


    


    
      
        update_token_proxy(id, proxy)

      


    





      


      
        Functions


        


    

  
    
      
    
    
      add_token(provider, kind, token, opts \\ %{})



        
          
        

    

  


  


  



  
    
      
    
    
      check_model_access(key, model)



        
          
        

    

  


  


  



  
    
      
    
    
      check_quota(key)



        
          
        

    

  


  


  



  
    
      
    
    
      check_service_quota(key, service)



        
          
        

    

  


  


  



    

  
    
      
    
    
      create_key(name, opts \\ %{})



        
          
        

    

  


  


  



  
    
      
    
    
      delete_key(id)



        
          
        

    

  


  


  



  
    
      
    
    
      find_key(raw_key)



        
          
        

    

  


  


  



  
    
      
    
    
      find_trace_by_request_id(request_id)



        
          
        

    

  


  


  



  
    
      
    
    
      get_cache_ratio_in_window(key_id, window_ms)



        
          
        

    

  


  


  



    

  
    
      
    
    
      get_daily_stats(opts \\ %{})



        
          
        

    

  


  


  



  
    
      
    
    
      get_message_count_in_window(key_id, window_ms)



        
          
        

    

  


  


  



    

  
    
      
    
    
      get_messages(opts \\ %{})



        
          
        

    

  


  


  



  
    
      
    
    
      get_service_usage_in_window(key_id, service, window_ms)



        
          
        

    

  


  


  



    

  
    
      
    
    
      get_stats(opts \\ %{})



        
          
        

    

  


  


  



  
    
      
    
    
      get_tokens(provider, kind)



        
          
        

    

  


  


  



  
    
      
    
    
      get_trace(id)



        
          
        

    

  


  


  



  
    
      
    
    
      get_trace_feedback(trace_id)



        
          
        

    

  


  


  



    

  
    
      
    
    
      get_traces(opts \\ %{})



        
          
        

    

  


  


  



  
    
      
    
    
      get_usage_in_window(key_id, window_ms)



        
          
        

    

  


  


  



    

  
    
      
    
    
      list_keys(opts \\ %{})



        
          
        

    

  


  


  



    

  
    
      
    
    
      list_tokens(opts \\ %{})



        
          
        

    

  


  


  



  
    
      
    
    
      list_trace_feedback(trace_or_request_id)



        
          
        

    

  


  


  



  
    
      
    
    
      log_message(attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      record_service_usage(attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      record_trace(attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      record_trace_feedback(attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      record_usage(attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      remove_token(id)



        
          
        

    

  


  


  



  
    
      
    
    
      seed_tokens_from_env(entries)



        
          
        

    

  


  


  



  
    
      
    
    
      set_content_capture(id, enabled)



        
          
        

    

  


  


  



  
    
      
    
    
      set_key_enabled(id, enabled)



        
          
        

    

  


  


  



  
    
      
    
    
      set_token_enabled(id, enabled)



        
          
        

    

  


  


  



  
    
      
    
    
      update_key_models(id, allowed_models)



        
          
        

    

  


  


  



  
    
      
    
    
      update_key_quota(id, quota_attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      update_key_usage(key, usage)



        
          
        

    

  


  


  



  
    
      
    
    
      update_message_usage(id, usage)



        
          
        

    

  


  


  



  
    
      
    
    
      update_token_oauth(id, attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      update_token_proxy(id, proxy)



        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Storage.Adapter behaviour
    



      
Behaviour for persistence adapters that back LLMProxy storage operations.

      


      
        Summary


  
    Callbacks
  


    
      
        add_token(t, t, t, map)

      


    


    
      
        check_model_access(term, t)

      


    


    
      
        check_quota(term)

      


    


    
      
        check_service_quota(term, t)

      


    


    
      
        create_key(t, map)

      


    


    
      
        delete_key(term)

      


    


    
      
        find_key(t)

      


    


    
      
        find_trace_by_request_id(t)

      


    


    
      
        get_cache_ratio_in_window(t, integer)

      


    


    
      
        get_daily_stats(map)

      


    


    
      
        get_message_count_in_window(t, integer)

      


    


    
      
        get_messages(map)

      


    


    
      
        get_service_usage_in_window(t, t, integer)

      


    


    
      
        get_stats(map)

      


    


    
      
        get_tokens(t, t)

      


    


    
      
        get_trace(term)

      


    


    
      
        get_trace_feedback(integer)

      


    


    
      
        get_traces(map)

      


    


    
      
        get_usage_in_window(t, integer)

      


    


    
      
        list_keys(map)

      


    


    
      
        list_tokens(map)

      


    


    
      
        list_trace_feedback(term)

      


    


    
      
        log_message(map)

      


    


    
      
        record_service_usage(map)

      


    


    
      
        record_trace(map)

      


    


    
      
        record_trace_feedback(map)

      


    


    
      
        record_usage(map)

      


    


    
      
        remove_token(term)

      


    


    
      
        seed_tokens_from_env(list)

      


    


    
      
        set_content_capture(term, boolean)

      


    


    
      
        set_key_enabled(term, boolean)

      


    


    
      
        set_token_enabled(term, boolean)

      


    


    
      
        update_key_models(term, arg2)

      


    


    
      
        update_key_quota(term, map)

      


    


    
      
        update_key_usage(term, map)

      


    


    
      
        update_message_usage(term, map)

      


    


    
      
        update_token_oauth(term, map)

      


    


    
      
        update_token_proxy(term, arg2)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      add_token(t, t, t, map)



        
          
        

    

  


  

      

          @callback add_token(String.t(), String.t(), String.t(), map()) ::
  {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      check_model_access(term, t)



        
          
        

    

  


  

      

          @callback check_model_access(term(), String.t()) :: :ok | {:error, String.t()}


      



  



  
    
      
    
    
      check_quota(term)



        
          
        

    

  


  

      

          @callback check_quota(term()) :: :ok | {:error, String.t()}


      



  



  
    
      
    
    
      check_service_quota(term, t)



        
          
        

    

  


  

      

          @callback check_service_quota(term(), String.t()) :: :ok | {:error, String.t()}


      



  



  
    
      
    
    
      create_key(t, map)



        
          
        

    

  


  

      

          @callback create_key(String.t(), map()) :: {:ok, term(), String.t()} | {:error, term()}


      



  



  
    
      
    
    
      delete_key(term)



        
          
        

    

  


  

      

          @callback delete_key(term()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      find_key(t)



        
          
        

    

  


  

      

          @callback find_key(String.t()) :: term() | nil


      



  



  
    
      
    
    
      find_trace_by_request_id(t)



        
          
        

    

  


  

      

          @callback find_trace_by_request_id(String.t()) :: term() | nil


      



  



  
    
      
    
    
      get_cache_ratio_in_window(t, integer)



        
          
        

    

  


  

      

          @callback get_cache_ratio_in_window(String.t(), integer()) :: {float(), integer()}


      



  



  
    
      
    
    
      get_daily_stats(map)



        
          
        

    

  


  

      

          @callback get_daily_stats(map()) :: [term()]


      



  



  
    
      
    
    
      get_message_count_in_window(t, integer)



        
          
        

    

  


  

      

          @callback get_message_count_in_window(String.t(), integer()) :: integer()


      



  



  
    
      
    
    
      get_messages(map)



        
          
        

    

  


  

      

          @callback get_messages(map()) :: [term()]


      



  



  
    
      
    
    
      get_service_usage_in_window(t, t, integer)



        
          
        

    

  


  

      

          @callback get_service_usage_in_window(String.t(), String.t(), integer()) :: integer()


      



  



  
    
      
    
    
      get_stats(map)



        
          
        

    

  


  

      

          @callback get_stats(map()) :: map()


      



  



  
    
      
    
    
      get_tokens(t, t)



        
          
        

    

  


  

      

          @callback get_tokens(String.t(), String.t()) :: [term()]


      



  



  
    
      
    
    
      get_trace(term)



        
          
        

    

  


  

      

          @callback get_trace(term()) :: term() | nil


      



  



  
    
      
    
    
      get_trace_feedback(integer)



        
          
        

    

  


  

      

          @callback get_trace_feedback(integer()) :: [term()]


      



  



  
    
      
    
    
      get_traces(map)



        
          
        

    

  


  

      

          @callback get_traces(map()) :: [term()]


      



  



  
    
      
    
    
      get_usage_in_window(t, integer)



        
          
        

    

  


  

      

          @callback get_usage_in_window(String.t(), integer()) :: map()


      



  



  
    
      
    
    
      list_keys(map)



        
          
        

    

  


  

      

          @callback list_keys(map()) :: [term()]


      



  



  
    
      
    
    
      list_tokens(map)



        
          
        

    

  


  

      

          @callback list_tokens(map()) :: [term()]


      



  



  
    
      
    
    
      list_trace_feedback(term)



        
          
        

    

  


  

      

          @callback list_trace_feedback(term()) :: [term()]


      



  



  
    
      
    
    
      log_message(map)



        
          
        

    

  


  

      

          @callback log_message(map()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      record_service_usage(map)



        
          
        

    

  


  

      

          @callback record_service_usage(map()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      record_trace(map)



        
          
        

    

  


  

      

          @callback record_trace(map()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      record_trace_feedback(map)



        
          
        

    

  


  

      

          @callback record_trace_feedback(map()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      record_usage(map)



        
          
        

    

  


  

      

          @callback record_usage(map()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      remove_token(term)



        
          
        

    

  


  

      

          @callback remove_token(term()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      seed_tokens_from_env(list)



        
          
        

    

  


  

      

          @callback seed_tokens_from_env([map()]) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      set_content_capture(term, boolean)



        
          
        

    

  


  

      

          @callback set_content_capture(term(), boolean()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      set_key_enabled(term, boolean)



        
          
        

    

  


  

      

          @callback set_key_enabled(term(), boolean()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      set_token_enabled(term, boolean)



        
          
        

    

  


  

      

          @callback set_token_enabled(term(), boolean()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      update_key_models(term, arg2)



        
          
        

    

  


  

      

          @callback update_key_models(term(), list() | nil) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      update_key_quota(term, map)



        
          
        

    

  


  

      

          @callback update_key_quota(term(), map()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      update_key_usage(term, map)



        
          
        

    

  


  

      

          @callback update_key_usage(term(), map()) :: term()


      



  



  
    
      
    
    
      update_message_usage(term, map)



        
          
        

    

  


  

      

          @callback update_message_usage(term(), map()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      update_token_oauth(term, map)



        
          
        

    

  


  

      

          @callback update_token_oauth(term(), map()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      update_token_proxy(term, arg2)



        
          
        

    

  


  

      

          @callback update_token_proxy(term(), String.t() | nil) :: {:ok, term()} | {:error, term()}


      



  


        

      


  

    
LLMProxy.HTTP.Router 
    



      
Standalone Plug router for LLMProxy health checks, core API routes, setup routes, and dynamic extensions.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
LLMProxy.Phoenix.Router 
    



      
Phoenix router macros that mount LLMProxy route groups inside host applications.

      


      
        Summary


  
    Functions
  


    
      
        llm_proxy(path, opts \\ [])

      


    


    
      
        llm_proxy_routes(opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      llm_proxy(path, opts \\ [])


        (macro)


        
          
        

    

  


  


  



    

  
    
      
    
    
      llm_proxy_routes(opts \\ [])


        (macro)


        
          
        

    

  


  


  


        

      


  

    
LLMProxy.Router 
    



      
Public router facade for embedding LLMProxy.
Use this module as a Plug, or use LLMProxy.Router inside a Phoenix router.
Concrete HTTP routing lives in LLMProxy.HTTP.Router; Phoenix forward macros
live in LLMProxy.Phoenix.Router.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


    


    
      
        init(opts)

      


    


    
      
        llm_proxy(path, opts \\ [])

      


    


    
      
        llm_proxy_routes(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  


  



    

  
    
      
    
    
      llm_proxy(path, opts \\ [])


        (macro)


        
          
        

    

  


  


  



    

  
    
      
    
    
      llm_proxy_routes(opts \\ [])


        (macro)


        
          
        

    

  


  


  


        

      


  

    
LLMProxy.ConcurrencyLimiter 
    



      
In-memory concurrent-request admission for LLMProxy API keys.
Add LLMProxy.Limit.concurrent_requests/1 to a key's budget_limits to
enable the gate. Admission and release do not query storage. Limits apply to
one LLMProxy runtime instance; deployments with multiple instances must size
each instance accordingly.
A lease follows a stream into the process that consumes it. The lease is
released when the request or stream ends, when stream enumeration halts, or
when the process that owns the lease exits.

      


      
        Summary


  
    Types
  


    
      
        lease()

      


    


    
      
        status()

      


    





  
    Functions
  


    
      
        acquire(api_key, owner \\ self())

      


        Tries to acquire one request lease for an API key.



    


    
      
        child_spec(opts)

      


    


    
      
        error_message()

      


        Returns the stable public message for an admission refusal.



    


    
      
        release(lease)

      


        Releases a request lease. Repeated release calls are safe.



    


    
      
        retry_after_seconds()

      


        Returns the retry delay advertised by HTTP admission refusals.



    


    
      
        run(api_key, fun)

      


        Runs a non-streaming request while holding its configured lease.



    


    
      
        start_link(opts \\ [])

      


    


    
      
        status()

      


        Returns aggregate content-free counters for limited requests.



    


    
      
        status(api_key)

      


        Returns the current active count and configured limit for one key.



    


    
      
        wrap_stream(stream, lease)

      


        Wraps a stream so its lease follows the consumer and is always released.



    





      


      
        Types


        


  
    
      
    
    
      lease()



        
          
        

    

  


  

      

          @type lease() :: LLMProxy.ConcurrencyLimiter.Lease.t() | :unlimited


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: %{
  active: non_neg_integer(),
  admitted: non_neg_integer(),
  rejected: non_neg_integer(),
  released: non_neg_integer()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      acquire(api_key, owner \\ self())



        
          
        

    

  


  

      

          @spec acquire(map(), pid()) ::
  {:ok, lease()} | {:error, {:limit_exceeded, non_neg_integer()}}


      


Tries to acquire one request lease for an API key.
Keys without a concurrent-request limit receive an unlimited no-op lease.

  



  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      



  



  
    
      
    
    
      error_message()



        
          
        

    

  


  

      

          @spec error_message() :: String.t()


      


Returns the stable public message for an admission refusal.

  



  
    
      
    
    
      release(lease)



        
          
        

    

  


  

      

          @spec release(lease()) :: :ok


      


Releases a request lease. Repeated release calls are safe.

  



  
    
      
    
    
      retry_after_seconds()



        
          
        

    

  


  

      

          @spec retry_after_seconds() :: pos_integer()


      


Returns the retry delay advertised by HTTP admission refusals.

  



  
    
      
    
    
      run(api_key, fun)



        
          
        

    

  


  

      

          @spec run(map(), (-> result)) ::
  result | {:error, {:limit_exceeded, non_neg_integer()}}
when result: term()


      


Runs a non-streaming request while holding its configured lease.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @spec status() :: status()


      


Returns aggregate content-free counters for limited requests.

  



  
    
      
    
    
      status(api_key)



        
          
        

    

  


  

      

          @spec status(map() | String.t()) :: map()


      


Returns the current active count and configured limit for one key.

  



  
    
      
    
    
      wrap_stream(stream, lease)



        
          
        

    

  


  

      

          @spec wrap_stream(Enumerable.t(), lease()) :: Enumerable.t()


      


Wraps a stream so its lease follows the consumer and is always released.

  


        

      


  

    
LLMProxy.Drain 
    



      
Runtime drain control for deployment-safe LLMProxy shutdowns.
Drain mode is an operational state: new user work is rejected while existing
work is allowed to finish. Control is exposed through local RPC/release tasks,
not through public HTTP routes. Each active-work lease monitors its owner and
is released if that process exits before it can call leave/1.

      


      
        Summary


  
    Types
  


    
      
        ref()

      


    


    
      
        status()

      


    


    
      
        work_kind()

      


    





  
    Functions
  


    
      
        await_empty(timeout \\ 30000)

      


    


    
      
        cancel()

      


    


    
      
        child_spec(opts)

      


    


    
      
        draining?()

      


    


    
      
        enter(kind \\ :request, meta \\ %{})

      


    


    
      
        leave(ref)

      


    


    
      
        start(opts \\ [])

      


    


    
      
        start_link(opts \\ [])

      


    


    
      
        status()

      


    


    
      
        track(kind \\ :request, meta \\ %{}, fun)

      


    





      


      
        Types


        


  
    
      
    
    
      ref()



        
          
        

    

  


  

      

          @type ref() :: reference()


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: %{
  draining: boolean(),
  ready: boolean(),
  serving: boolean(),
  active: %{
    total: non_neg_integer(),
    requests: non_neg_integer(),
    streams: non_neg_integer(),
    agents: non_neg_integer()
  }
}


      



  



  
    
      
    
    
      work_kind()



        
          
        

    

  


  

      

          @type work_kind() :: :request | :stream | :agent


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      await_empty(timeout \\ 30000)



        
          
        

    

  


  

      

          @spec await_empty(timeout()) :: :ok | {:error, :timeout}


      



  



  
    
      
    
    
      cancel()



        
          
        

    

  


  

      

          @spec cancel() :: status()


      



  



  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      



  



  
    
      
    
    
      draining?()



        
          
        

    

  


  

      

          @spec draining?() :: boolean()


      



  



    

    

  
    
      
    
    
      enter(kind \\ :request, meta \\ %{})



        
          
        

    

  


  

      

          @spec enter(work_kind(), map()) :: {:ok, ref()} | {:error, :draining}


      



  



  
    
      
    
    
      leave(ref)



        
          
        

    

  


  

      

          @spec leave(ref()) :: :ok


      



  



    

  
    
      
    
    
      start(opts \\ [])



        
          
        

    

  


  

      

          @spec start(keyword()) :: status()


      



  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @spec status() :: status()


      



  



    

    

  
    
      
    
    
      track(kind \\ :request, meta \\ %{}, fun)



        
          
        

    

  


  

      

          @spec track(work_kind(), map(), (-> result)) :: result | {:error, :draining}
when result: term()


      



  


        

      


  

    
LLMProxy.Ops 
    



      
Local operational RPC surface for deployment lifecycle control.
This is intentionally separate from the Incant/admin surface. It is intended
for local deploy tooling over SafeRPC, not for public HTTP traffic.

      


      
        Summary


  
    Functions
  


    
      
        drain_await(payload, meta, state)

      


        Wait until active work reaches zero.



    


    
      
        drain_cancel(payload, meta, state)

      


        Cancel drain mode and accept new work again.



    


    
      
        drain_start(payload, meta, state)

      


        Start draining: reject new work while existing work finishes.



    


    
      
        drain_status(payload, meta, state)

      


        Return current drain status.



    





      


      
        Functions


        


  
    
      
    
    
      drain_await(payload, meta, state)



        
          
        

    

  


  

      

          @spec drain_await(map(), map(), term()) :: :ok | {:error, :timeout}


      


Wait until active work reaches zero.

  



  
    
      
    
    
      drain_cancel(payload, meta, state)



        
          
        

    

  


  

      

          @spec drain_cancel(map(), map(), term()) :: {:ok, map()}


      


Cancel drain mode and accept new work again.

  



  
    
      
    
    
      drain_start(payload, meta, state)



        
          
        

    

  


  

      

          @spec drain_start(map(), map(), term()) :: {:ok, map()}


      


Start draining: reject new work while existing work finishes.

  



  
    
      
    
    
      drain_status(payload, meta, state)



        
          
        

    

  


  

      

          @spec drain_status(map(), map(), term()) :: {:ok, map()}


      


Return current drain status.

  


        

      


  

    
LLMProxy.ReleaseTasks 
    



      
Release-safe operational tasks for standalone LLMProxy deployments.
These functions are intended to be called through bin/llm_proxy eval ...
by systemd jobs or operators. Release eval runs in a new, non-booted VM,
so tasks that need bundled storage start only the local dependencies they use.

      


      
        Summary


  
    Functions
  


    
      
        codex_login(argv \\ [])

      


        Runs an interactive OpenAI Codex OAuth login and stores the provider token.



    


    
      
        drain_await(timeout_ms \\ 1_800_000)

      


        Wait for active work on the running LLMProxy service to reach zero.



    


    
      
        drain_cancel()

      


        Cancel deployment drain mode on the running LLMProxy service.



    


    
      
        drain_for_deploy(timeout_ms \\ 1_800_000)

      


        Drain active work before deployment, restoring service on failure.



    


    
      
        drain_start()

      


        Start deployment drain mode on the running LLMProxy service.



    


    
      
        drain_status()

      


        Print deployment drain status from the running LLMProxy service.



    


    
      
        migrate()

      


        Runs all pending Ecto migrations for the configured LLMProxy repo.



    


    
      
        provider_tokens_decrypt()

      


        Restore provider tokens to plaintext for a controlled rollback.



    


    
      
        provider_tokens_encrypt()

      


        Encrypt plaintext provider tokens with the active codec key.



    


    
      
        provider_tokens_rotate()

      


        Re-encrypt all provider tokens with the active codec key.



    


    
      
        provider_tokens_status()

      


        Print provider-token encryption state without credential values.



    


    
      
        provider_tokens_verify()

      


        Verify that the configured codec can read all provider tokens.



    





      


      
        Functions


        


    

  
    
      
    
    
      codex_login(argv \\ [])



        
          
        

    

  


  

      

          @spec codex_login([String.t()]) :: :ok


      


Runs an interactive OpenAI Codex OAuth login and stores the provider token.

  



    

  
    
      
    
    
      drain_await(timeout_ms \\ 1_800_000)



        
          
        

    

  


  

      

          @spec drain_await(timeout()) :: :ok


      


Wait for active work on the running LLMProxy service to reach zero.

  



  
    
      
    
    
      drain_cancel()



        
          
        

    

  


  

      

          @spec drain_cancel() :: :ok


      


Cancel deployment drain mode on the running LLMProxy service.

  



    

  
    
      
    
    
      drain_for_deploy(timeout_ms \\ 1_800_000)



        
          
        

    

  


  

      

          @spec drain_for_deploy(timeout()) :: :ok


      


Drain active work before deployment, restoring service on failure.

  



  
    
      
    
    
      drain_start()



        
          
        

    

  


  

      

          @spec drain_start() :: :ok


      


Start deployment drain mode on the running LLMProxy service.

  



  
    
      
    
    
      drain_status()



        
          
        

    

  


  

      

          @spec drain_status() :: :ok


      


Print deployment drain status from the running LLMProxy service.

  



  
    
      
    
    
      migrate()



        
          
        

    

  


  

      

          @spec migrate() :: :ok


      


Runs all pending Ecto migrations for the configured LLMProxy repo.

  



  
    
      
    
    
      provider_tokens_decrypt()



        
          
        

    

  


  

      

          @spec provider_tokens_decrypt() :: :ok


      


Restore provider tokens to plaintext for a controlled rollback.

  



  
    
      
    
    
      provider_tokens_encrypt()



        
          
        

    

  


  

      

          @spec provider_tokens_encrypt() :: :ok


      


Encrypt plaintext provider tokens with the active codec key.

  



  
    
      
    
    
      provider_tokens_rotate()



        
          
        

    

  


  

      

          @spec provider_tokens_rotate() :: :ok


      


Re-encrypt all provider tokens with the active codec key.

  



  
    
      
    
    
      provider_tokens_status()



        
          
        

    

  


  

      

          @spec provider_tokens_status() :: :ok


      


Print provider-token encryption state without credential values.

  



  
    
      
    
    
      provider_tokens_verify()



        
          
        

    

  


  

      

          @spec provider_tokens_verify() :: :ok


      


Verify that the configured codec can read all provider tokens.

  


        

      


  

    
LLMProxy.Telemetry 
    



      
Telemetry and OpenTelemetry helpers for provider routing and execution spans.

      


      
        Summary


  
    Functions
  


    
      
        emit(event, attempt, measurements \\ %{}, metadata \\ %{})

      


    


    
      
        record_accounting_exception(provider, model, trace_id, reason, stacktrace)

      


    


    
      
        record_stream_exception(context, reason, stacktrace)

      


    


    
      
        stream_context(provider, model, trace_id)

      


    


    
      
        with_provider_span(provider_name, model, operation, fun, attrs \\ %{})

      


    


    
      
        with_stream_span(parent_ctx, context, fun)

      


    





      


      
        Functions


        


    

    

  
    
      
    
    
      emit(event, attempt, measurements \\ %{}, metadata \\ %{})



        
          
        

    

  


  


  



  
    
      
    
    
      record_accounting_exception(provider, model, trace_id, reason, stacktrace)



        
          
        

    

  


  


  



  
    
      
    
    
      record_stream_exception(context, reason, stacktrace)



        
          
        

    

  


  


  



  
    
      
    
    
      stream_context(provider, model, trace_id)



        
          
        

    

  


  


  



    

  
    
      
    
    
      with_provider_span(provider_name, model, operation, fun, attrs \\ %{})



        
          
        

    

  


  


  



  
    
      
    
    
      with_stream_span(parent_ctx, context, fun)



        
          
        

    

  


  


  


        

      


  

    
mix llm_proxy.install 
    



      
Installs LLMProxy embedder migration aliases into an existing Mix project.
The installer keeps LLMProxy storage on normal Ecto migrations by adding
aliases that include both the host application's migration directory and
LLMProxy's dependency migration directory.
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